
Crypto challenges write up 
1.​ PSAgames 

 
Figure 1: server code 
 

 
Figure 2: encrypt function 
 
Noticed e=11, PKCS#7 was used as the padding  and the message was the same flag each 
time  which means each request returns c = m^11 mod n with n different each time. But this 
padding is applied before RSA, and more importantly,there is no randomized padding (like 
OAEP) So the padded message is still m = pad(FLAG) which is identical each time. 
 
The main vulnerability was the same message was encrypted 11 times and the padding is 
not randomized so if we collect 11 ciphertext we can use the Chinese Remainder Theorem 
(CRT).  
 



 
It stores these values and applies the Chinese Remainder Theorem to combine them into a 
single integer representing m^11. 
Using gmpy2.iroot, it computes the exact 11th root to recover the padded plaintext. 
The result is converted from an integer to bytes. 
Finally, PKCS#7 padding is removed to reveal the flag. 
 

2.​  



 
Figure 4: script code 
 

XOR is linear, so applying it many times does not add security — all 1955 XOR operations 
collapse into a single XOR with one combined key.​
Because each key is only 5 bytes and repeats across the flag, the scheme becomes 
equivalent to encrypting with one repeating 5-byte keystream.​
Knowing the flag starts with HTB{ lets us recover 4 of the 5 keystream bytes using XOR 
reversal.​
Only one byte remains unknown.​
We brute-force the final byte to reconstruct the keystream and decrypt the entire flag. 

 

 

 

 
 


