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CASE 001 —- THE STOLEN SZECHUAN SAUCE

- Jasraj Johal

What'’s the Operating System of the Server?
Tools Used: Autopsy

Windows Server 2012 R2
The Operating System of the server was found using Autopsy software on the artifact - E01-DCO1
system disk image, supplied on the project page.

Type Value

Mame CITADEL-DCO1

Domain C137.local

Program Mame Windows Server 2012 R.2 Standard Evaluation
Processor Architecture AMDES —
Temporary Files Directory ZuSystemRootSL \TEMP

What'’s the Operating System of the Desktop?
Tools Used: Autopsy

Windows 10 Enterprise Evaluation
The desktop's Operating System was discovered using Autopsy software on the artifact -
DESKTOP-EQ1 system disk image.

Type Value

Marme DESKTOP-SDM1RPT

Domain C137.Jocal

Program Mame Windows 10 Enterprise Evaluation
Processor Architecture AMDE4

Temparary Files Directory %aSystemRoot 3 TEMP

Path C:\Windows

Product ID 00328-20000-00001-AA089
Owner Admin

Source File Path Jimg_20200918_0417 DESKTOP-SDM1RPT.E0L
Artifact ID -9223372036854774702




What was the local time of the Server?

Tools Used: Registry Explorer

The local time is Pacific Standard Time PST. The Time Zone information was determined by
downloading the registry files from the disk image. Location of the system reg file:

20200918 0347_CDrive.E01/Partition2[11168MB]/NONAME[NTFS]/[root]/Windows/System32/
config/SYSTEM. FTK Imager was used for downloading the files, then the downloaded files were

examined in RegistryExplorer.

@ Registry Explorer v1.6.0.0
File Tools Options Bockmarks (26/0) View Help
Registry hives (1) Available bookmarks (26/0)

ea Find
Key name # values # subkeys Last write timestamp
# | alc = = =
[F= ComputerName 2 0 2020-09-18 22:26:43
» [F CrashControl 8 1| 2020-09-17 17:56:13
» [F= DeviceClasses o 57| 2020-09-17 17:56:13
[== Environment 15 0| 2020-09-17 17:56:13
» [=|EventLog 16 11 2020-09-17 17:56:13
[== FilesNotToSnapshot 4 0 2020-09-17 17:56:13
[== | FileSystem 24 0| 2020-09-17 17:56:13
¥ [ FirewallPolicy 4 5 2020-09-17 17:56:13
¥ [ | Interfaces a 3| 2020-09-17 17:57:35
¥ [~ Memory Management 15 1| 2020-09-19 03:22:39
[~ MountedDevices 5 0 2020-05-17 17:56:13
[ PrefetchParameters 2 0| 2020-09-19 01:22:34
» [ RDP-Tep 82 1) 2020-08-17 17:15:37
Bookmark information
Hive E:\Downloads for Case'\Project Sauce\Registry files\SYSTEM
Category Operating system
Mame TimeZoneInformation
Key path ControlSet00 1\Control Time ZoneInformation
Short description Time zone info
Long description http:/fmsdn.microsoft.com/en-usflibrary,/windows/desktop/ms 725481

(v=vs.85).aspx

Plugin details

http://binaryforay.blogspot.com/20 15/12/registry-explorer-plugin-

overview. himl

Key: | Control5et007\Control\TimeZonelnformation

Selected hive: SYSTEM | Lastwriter | 9/17/2020 5:56:13 PM +00:00 | 10 of 10 values shown (100.00%)]

= O X
Values
e

Value Name Value Type |Data Value Slack | Is Deleted | Data Record ...
¢ | e W Al A u ]

DaylightBias RegDword 4294967236

DaylightName RegSz @teres.dl,-211 00-00-00-00

StandardStart RegBinary 00-00-0B-00-01-00-02-0...  00-00-00-00

StandardBias RegDword 0

StandardName RegSz @tzres.dl,-212 00-00-00-00

Bias RegDword 480

DaylightStart RegBinary 00-00-03-00-02-00-02-0... F0-62-42-00
b | TimeZoneKeyName Regsz ‘Pacific Standard Tme

DynamicDaylightTimeDisabled RegDword 0

ActiveTimeBias RegDword 420

Type viewer Binary viewer

Value name rﬂmeZoneKey'Nama
Value type ‘Regsz
Value Pacific Standard Time

Raw value [50-00-61-00-63-00-63-00-66-00-69-00-63-00-20-00-53-00-74-00-61-00-6E-00-64-00-6 1-00-72-00-64-0
Value:  TimeZoneKeyMame  Collapse all hives

Hidden keys: 0 -_...




Was there a breach?

Tools Used: Snort

We determined that there was a breach after using Snort to analyze the PCAP data. There was a
Nmap ICMP ping from IP: 193.61.24.102 probing the network. We used this command:
snort -c /etc/snort/snort.conf -r case001.pcap -q -K none -A console | tee snort.out

il

09/18-22:09:48.166148
raffic] [Priority: 2]
99/18-22:09:48.166833
raffic] [Priority: 2]
09/18-22:09:48.360964
raffic] [Priority: 2]
09/18-22:09:48.364945
raffic] [Priority: 2]
99/19-02:13:21.584391
-> ffez::1:ffob:2238
99/19-02:13:22.023537
raffic] [Priority: 2]
99/19-02:19:13.414319
10.42.85.10

09/19-02:19:13.414319
09/19-02:19:13.414386

:19:26.549145

194.61.24.102:

121:26.112470

194.61.24.102:

121:26.342463

194.61.24.102:

:21:26.564666

{upP}
[**]
{uor}
[**]
{UDP}
[**]
{UDP}
[**]
[**]
{uor}
[**]
[**]
[**]

[**]
38100 -

[**] [1:

40044 -

[**] [1:

40046 -

[**] [1:

194.61.24.102:

:21:26.786791

194.61.24.102:

121:27.001408

194.61.24.102:

121:27.224505

40052 -

[r*] [i:

[1:
10.
g
1e.
1518
[1:
16.
[1:
g
1e.
1518

[1:
[1:

[1:

root@siftworkstation: /home/sansforensics/Downloads/Case 001
of 1 min. and no
10.42.85.115:51699
OOF query response with TTL
10.42.85.115:52979
OOF query response with TTL
10.42.85.115:49742
OOF query response with TTL
10.42.85.115:55276

of 1 min. and no

of 1 min. and no

of 1 min. and no

527:8] BAD-TRAFFIC same SRC/DST [**] [Classification: Potentially Bad Traffic] [Priority:

254:4] DNS
42.85.10:53

SPOOF query response with TTL of 1 min. and no authority [**] [Classification
10.42,.85.115:52452

469:3]| ICMP PING NMAP |[**] [Classification: Attempted Information Leak] [Priority: 2] {I

384:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 194.61.24.102
453:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Prierity: 3] {ICMP}
1448:12] MISC MS Terminal [Classification: Generic Protocol Command
10.42.85.10:3389
1448:12] MISC MS Terminal

server request

[**]
[**]

server request [Classification: Generic Protocol Command

1448:12] M S Terminal Generic Protocol Command
10.42.85.

1448:12] M S Terminal
10.42.85.10:3389

SC Ms

server [**]
[**]
[**]
[**]

request [Classification:

server request [Classification: Generic Protocol Command

Terminal server request [Classification: Generic Protocol Command

S Terminal server request [Classification: Generic Protocol Command

1448:12] MIS S Terminal server request [**] [Classification: Generic Protocol Command

What was the initial entry vector (how did they get in)?

Tools Used: Snort and TCPDump

authority [**] [Classification:
authority [**] [Classification:
authority [**] [Classification:

authority [**] [Classification:

o X
Potentially Bad T
Potentially Bad T
Potentially Bad T
Potentially Bad T
2] {IPV6-ICMP} ::
: Potentially Bad T

CMP} 194.61.24.102

n_42 85 10

194.61.24.162 |-> 10
Decode] [Priority:
Decode] [Priority:
Decode] [Priority:
Decode] [Priority:
Decode] [Priority:

Decede] [Prierity:

Decode] [Priority:

Moments after determining that there was a breach, we observed rapid connections from an
outside source to an inside source - in this case the Domain Controller; IP: 10.42.85.10 on port
3389. Furthermore, that remote IP address, 194.61.24.102 originated in Russia. The RDP
connection was then established.



S tcpdump -nttttr casee®l.pcap 'tcp port 3389 and (dst net 10.42.85.0/24 and not src net 10.42.85.0/24)' -c5
reading from file case001.pcap, link-type EN16MB (Ethernet)
02:19:26.469203 IP 194.61.24.102. .85.10.3389: Flags seq 304134196, win 64240, options [mss 1460,sackOK,TS val 2976250824 ecr 8,nop,wscale 7], length ©
IP 194.61. 02. 42.85.10.3389: Flags [.], ack 2792498071, win 502, options [nop,nop,TS val 2976250824 ecr 761188], length @
IP 194.61.24.102. . .10. Flags [R.], seq 0, ack 1, win 562, options [nop,nop,TS val 2976256824 ecr 701188], length ©
IP 194.61. 5 .42.85.10.3389: Flags seq 83770137, win 64248, options [mss 1460,sackOK,TS val 2976256827 ecr 8,nop,wscale 7], length ©
IP 194.61.24.102.3809€ 0.42.85.10.3389: Flags [.], ack 897565919, win 562, options [nop,nop,TS val 2976256827 ecr 701188], length ©

2020-09-19
2020-09-19
2020-09-19
2020-09-19
2020-09-19

6.

84:5] ICMP PING [**] [Classification: Misc activity] [Priority: 3] {ICMP} 194.61.24.102 -> 10.42.85.10
53:5] ICMP Timestamp Request [**] [Classification: Misc activity] [Priority: 3] {ICMP} 194.61.24.162 10.42.85.10
5 Terminal server request [Classification: Generic Protocol Command Decode] : 3] {TCP}
i server request [Classificatiol Generic Protocol Command Decode] iori 3] {Tcr}
server request [Classification: Generic Protocol Command Decode] lori 3] {TcP}
server request [Classificatiol Generic Protocol Command Decode] iori 3] {TcP}
server request [Classificatiol Generic Protocol Command Decode] iori 3] {TcrP}
601408 B server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
224505 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
.437501 H ermi server request [Classificatiol Generic Protocol Command Decode] iori 3] {TcP}
661672 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
-887579 H ermi server request [Classificatiol Generic Protocol Command Decode] iori 3] {Tcp}
699629 B ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TCP}
322016 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
546732 B ermi server request [Classification: Generic Protocol Command Decode] 3] {TcP}
761526 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
983910 : ermi server request [Classification: Generic Protocol Command Decode] iori 3] {Tcp}
197633 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
-419680 H ermi server request [Classificatiol Generic Protocol Command Decode] iori 3] {Tcp}
633132 B ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TCP}
857974 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
.680671 g ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
307257 E ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
519633 : ermi server request [Classification: Generic Protocol Command Decode] iori 3] {Tcp}
746101 8 B ermi server request [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP}
.972217 H ermi server request [Classificatiol Generic Protocol Command Decede] [Prierit: 3] {Tcp}
197246 B ermi server request [Classification: Generic Protocol Command Decode] iori 3] {TcP}
.411328 E S ermi server request [Classification: Generic Protocol Command Decode] [Priority: 3] {TCP}

Was malware used? If so, what was it? If there was malware answer the following:
o  What process was malicious?
coreupdater.exe and spoolsv.exe
Tools Used: Timeline Explorer and Volatility

We found out from the autorun that this program was unsigned and was being run from a
privileged location. The situation is intriguing for several reasons. Upon each computer boot,
there may be a requirement for updates. However, it remains uncertain whether this is a
legitimate process or not. The concerning aspect is that the program originates from a revered
directory, System32, which is typically accessible only to privileged users and contains signed
software. If the binary is malicious, it might have been placed there by someone with elevated
access, such as a System or Administrator level user, indicating a serious security breach.
Moreover, the usage of services is a common tactic employed by attackers to establish
persistence in the system.

8 Tinene Eplrer v2.00.1 - x
Fie Tools Tobs View Help
atorunsc adedcoi.co x
Drag a colunn header here to group by that column Fnd
Entry Location Entry Category Profile Description Signer ~ Jcompany
v o - o 2 o -
HKLM\System\CurrentControlSet\Control\S. Known DLLs System-wide
HKLM\SOFTWARE\Microsoft\Windows NT\Curr. Logon System-wide
HKLM\SOFTWARE\Microsoft\Windows NT\Curr. Logon System-wide
HKLM\System\CurrentControlSet\Control\T. Logon System-wide
HKLM\System\CurrentControlSet\Services\. Network Providers System-wide
HKLM\System\CurrentControlSet\Services\. Network Providers System-wide
HKLM\System\CurrentControlSet\Services\. Network Providers System-wide
HKLM\System\CurrentControlSet\Services\. Network Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\N. Network Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\L. LSA Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\L. LSA Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\L. LSA Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\S. LSA Providers System-wide
HKLM\SYSTEM\CurrentControlSet\Control\P. Print Monitors System-wide
HKLM\SYSTEM\CurrentControlSet\Control\P. Print Monitors System-wide
HKLM\SOFTWARE\Microsoft\Windows NT\Curr. Winlogon System-wide
HKLM\SOFTWARE\Microsoft\Windows\Current. Winlogon System-wide
HKLM\SOF THARE \Mi crosoft \Windows\Current.. Winlogon System-wide
HKLM\SOFTWARE\Microsoft\Windows\Current. Winlogon System-wide
HKLM\SOFTWARE\Microsoft\Windows NT\Curr. Drivers System-wide
HKLM\System\CurrentControlSet\Services Drivers System-wide
» HKLM\System\CurrentControlSet\Services  coreupdater Services Systen-wide coreupdater Ic \wlndcws\systemKZ\ccr‘eupdater‘,exeI
HKLM\System\CurrentControlSet\Services Services System-wide
HKLM\SOF TWARE\Classes\Htm1file\Shel1\0p. Hijacks System-wide
HKLM\System\CurrentControlSet\Control\S. Boot Execute System-wide
HKLM\System\CurrentControlSet\Control\S. Boot Execute System-wide

Q search




coreupdater was the initial process, it was then migrated to spoolsv.exe.

We can look for evidence of reflective or hidden code injection since this is what Meterpreter
typically does in processes. | used volatility

Using the command —

vol.py -f citadeldc@l.mem --profile=Win2012R2x64 18340 malfindl

Process: spoolsv.exe Pid: 3724 Address: 0x4afclfeoese
Vad Tag: VadS Protection: PAGE_EXECUTE_READWRITE
Flags: PrivateMemory: 1, Protection: 6

0x0000004afcl1fOOO0 4d 5a 90 00 03 00 00 00 ee ff ff 00 0O MZ.ioiaaunnnnnns
0x0000004afc1f@01® b8 00 GO 00 0O OO 00 00 00 00 00 0O 00
Ox0000004afcifEE20 00 00 GO 00 00 OO0 00 00 00 00 00 0O 00
0x0000004afclf0O30 00 00 0O 0O OO0 00 00 00 00 00 01 00 00

Ox00000000fcifeEO0 4d DEC EBP
0x00000000fc1fOO01 5a POP EDX
0x00000000Tc1fOO02 90 NOP
0x00000000Tc1fOOO3 0003 ADD [EBX], AL
0x00000000fc1fOOO5 0000 ADD [EAX], AL
Ox00000000fc1fEEO7 000400 ADD [EAX+EAX], AL
0x00000000Tc1fO00a OOOO ADD [EAX], AL
0x00000000Tc1fEO0C ff DB oxff
Oxo0000000fcifeeed ffoo INC DWORD [EAX]
Ox00000000fc1fOOOT 0ObBOOOOOEOEO ADD [EAX+8x0], BH
0x00000000Tc1fEO15 0000 ADD [EAX], AL
0x00000000Tc1fEO17 004000 ADD [EAX+8x8], AL
0x00000000fc1f00la 0000 ADD [EAX], AL
0x00000000fc1f001lc 0000 ADD [EAX], AL
0x00000000Tc1f00le OOOO ADD [EAX], AL
0x00000000Tc1f0020 OOOO ADD [EAX], AL
0x00000000fc1f0022 0000 ADD [EAX],
Ox00000000fc1f0024 0000 ADD [EAX],
0x00000000TCc1f0026 OOOO ADD [EAX],
0x00000000TCc1f0028 0OOO ADD [EAX],
Ox00000000fc1f002a 0000 ADD [EAX],
0x00000000fc1f002c 0000 ADD [EAX],
0x00000000Tc1f002e 0000 ADD [EAX],
0x00000000Tc1f0O30 0000 ADD [EAX],
0x00000000fc1f0032 0000 ADD [EAX],
Ox00000000fc1f0034 0000 ADD [EAX],
0x00000000Tc1T0036 0000 ADD [EAX],
0x00000000TCc1f0O38 0OOO ADD [EAX],
0x00000000fc1fO03a 0000 ADD [EAX],
0x00000000fc1f0O3c 0001 ADD [ECX],
0x00000000fc1f003e 0000 ADD [EAX],

We used JoeSandbox to analyze the malware at https://www.joesandbox.com/#windows. It was

determined to be a trojan delivery method and Metasploit clearly.


https://www.joesandbox.com/#windows

JUESandbox MRosurs  (S00E ’ e [

Deep Malware Analysis

Status: Finished Submission Time: 2023-07-14 00:25:47 +02:00

MALICIOUS & Trojan METASPLOIT

Q Comments @ Tags
Select a tag or start typing to filte Add new tag

only ovailable in

Cloud rro
Details
Engines 10Cs
Management
Full Report Report 10C Report Engine Info Verdict Score Reports
JOESandbox ML =3
s ___
System:
T R R S . oo SRR
cloudm Windows 10 64 bit v1803 with Office Professional
Jf)eSand System:
box Windows 7 x4 SP1 with Office 2010 SP1 (IE 11,... 92100 E
CI'OUdW Run Condition: Potential for more 10Cs and behavior

o ldentify the IP Address that delivered the payload.
Tools Used: Autopsy

Investigating inside Web History Logs on the disk image using Autopsy the IP:
194.61.24.102 was determined via Internet Explorer when the attacker RDP’d in.



M Pt S Aupsy 4200 (TP . | - o x

Case View Tools Window Help

Add Data Source. B imegespideos 75 Communicatons Q ceolocaton 5=, Timelne | Discovery |l | Generate Report | ) Close Case v = © ~ Keyword Lists Qv Keyword Search
< o [mee | hd
R e Hstory 00 Resily
I 20200918 _0347_Corive.£01_1 Host T (Taninet
I 20200915_0417_DESKTOP-SONIRPT.E01_226443 Host Save Table a5 Cs
(] Fie views Source Name: s ¢ o W Date Accessed Program Name Domain Username  Data Source &
E WebCacheVo1.dat resiffc Al hr e ly Administrator  20200918_0347_CDrive E01
MB Fie size  WebCacheVo1.dat Fileif 1C: bt dge Anah Administrator  20200918_0347_CDrive.E0L
B Data artfacts WebCachevo1.dat fiesic: ot FoT dge A Admistrator  20200918_0547_Corive E01
3 Installed Programs (62) Z WebCacheVo1.dat file:f{C: (FileShare/Secret/SECRET_beth.txt 2020-09-1903:32:13PDT  Microsoft Edge Analyzer Administrator  20200918_0347_CDrive E01
<> Metadata (47) WebCacheV01.dat res:/ fiesetup.difHardadmin. htm 2020-09-1903:23:01 PDT  Microsoft Edge Analyzer Adrministrator  20200918_0347_CDrive.E01

2 Operating System Information (2)
& Recent Documents (55)

| = vacosemie ||

dm

A Recycetin (1) E WebCache01.cat 1 hepi/19461.24. 02ffavicon o 2020:09-19 03:23:41 PO Microsoft Edlge Anclyzer  194.61.24.102  Adrminstator  20200913_0347_Crve.£01
52 Remote Drive (1) ViebCacheVo1.dat Fles/CFlhare SecretBeth Secret txt 2020:09-19 03:35:07 PO Microsoft Edlge Analyzer Admiistrator 20200318 _0347_CDrive. E0L
¥ RenProgoms (1299 E WebCacheVo1.cat ms-settingsinetuncrk 2020:09-18 21:41:14 PO Microsoft Edige Analyzer adin 20200915 0417 DESKTOP-SDNIRPT E01
+ ShellBags (72
e et E WebCachevor.dat L tps:ifoginive, comjoauthzn_desktop.srfk=1033 202009-19.03:16:25 DT Microscft Edge Analyzer ve.com adnin 20200915_0417 _DESKTOP-SONIRPT.E01
4 e Bookmais (5 = webcachevos.dat 1 hpsifogn +h20_suthorize. scient,_id—000. doe Arnchyeer  ve.com Admin 20200318 0417 _DESKTOP-SDNIRPT.£01
@ Vieb Cookies (162) E WebCacheo1.cat 1 hetpssiflogin v, comjoauth_deskiop srfc=1033 20200913 03:37:35 PDT  Mirosoft Edlge Analyzer  lve.com Admiisrator 20200918 D417 DESKTOP-SDNIRPT.£01
(8] web Donrloads (15) WebCache\o1.dat 1 hitpsijfogin.i tha0 dge Ansh lve.com Administrator 20200918 _0417_DESKTOP-SDNIRPT.E01
& o  ebCochevorat 1 ritpsifogn 4420 2 g dge ndyzer  Ivecom Adminsiator  20200915_0417_DESKTOP-SONIRPT £01
Q sy Ress WebCacheVo1.dat [ Microsoft Edge Anslyzer Admnisrator 20200918 0417_DESKTOP-SDNIRPT.£01
22 Encryption Suspected (8) E WebCacheVo1.cat s bt dge A Admiisrator 20200918 D417 DESKTOP-SDNIRPT£01
8 EXF Metadata () E WebCacheVo1.cat s doe nah Admiisrator 20200918 D417 DESKTOP-SDNIRPT£01
Extenson Msnatch Detected (116) ViebCacheVo1.dat s o dge Anah Admiisrator 20200918 D417 DESKTOP-SDNIRPT£01
A Keyword Hits (1703)
o Content Suspected () E WebCacheVo1.cat 1 hitpsifjwmmsn.con 2020:09-19 03:39:04 PO Microsoft Edge Analyzer s com Admiisrator 20200918 D417 DESKTOP-SDNIRPT£01
© Web Categoris (3) E WebCachevor.dat 1y . doe Anahyzer  microscft.com  Administrator  20200915_0417_DESKTOP-SDNIRPT E01
24 05 Accounts
(8] Toos Hex Text Source Fie Metadata Data Artfacts Annotations _Other Ocaurrences
Reports Resit: 6 of 8  Resut | € > Web History
Visit Details
Username:  Adminstrator
Dte Accessed: 2020-03-18 03:23:41PDT
Domain 1946122102

hitp://194.61.24.102/
Program Name: Microsoft Edge Analyzer

Source

@ Search o ey B2

7731,

o What IP Address is the malware calling to?
IP: 203.78.103.109

This was found when the malware was analyzed using the Joesandbox report.

Public IPs

P Domain Country Flag ASN ASN Name Malicious

203.78.103.108 urknown Thailand 18362 HNETWAY -AS Lrue
APNetwayCommunicationS

altdTH

Also after digging in the memory files,

-f citadeldcBl.m ofile=Win2012R2x6¢ : netscan.out]]

Using VOLATILITY 2, looking at connections not related to dns.exe with: grep -v dns.exe netscan.out|less

| found this suspicious ip again related to coreupdater.exe



TITIAOIY L ey 5
feB0::2dcf:e660:be73:d220:49193 feB80::2dcf:e660:be73:d220:49155 ESTABLISHED A=z dfsrs.exe
H 62782 CLOSED 1292 Microsoft.Acti
0.0.0.0:62475 0.0.0.0:0 LISTENING 3724
feB0::2dcf:e660:be73:d220:49174 feB80::2dcf:e660:be73:d220:49155 ESTABLISHED dfssvc.exe

ox20fffeso 0.0.0.0:62475 0.0.0.0:0 STENIN 3724

ox20fffes0o H LISTENING 3724

0x20e28d10 e8o:: H- :be73: :e660:be73:d220:62777 CLOSED 460 lsass.exe

0x20f52a00 es er3: 8 e8 H- e73: 2779 CLOSED 684 svchost.exe

0x20fc7590 CPv4 626 i )] 3644 coreupdater.ex
1392

1392
0:be73:d220:49193 ESTABLISHED lsass.exe
0:be73:d220:49155 CLOSED lsass.exe
ABLISHED 460
.0.0.0: 460 lsass.exe 2020-09-19 01:22:50 UTC+0000
0x3c522500 .0.08.0: 0.0.0.0:0 LISTENING 460 lsass.exe

o Where is this malware on disk?
Tools Used: FTK Imager
Image Path = c:\windows\system32\coreupdater.exe

This was found using FTK Imager when | tried to look for the coreupdater file. The
location was cross-referenced with the location provided in the autoruns.

[ AccessData FTK Imager 4.7.1.2 - a X
Ele View Mode Help

aasoadlBa m B OBDE®RR P .

Evidence Tree  |[Fie ist x
&0 Syten32 Name Sie Type Date Modified
© o e
a rtemal r aths 1 Regulerflle  6/18/201325926PM
) adbrep - connectedsearch-protocol searchconnec.. 1 Regular File
1# adprepal - connectedsearch-resultssearchconnecto.. 11 Regular File
12 adprpdl | 5 comectedsearch-suggesion.searchcon & Regular File
LL: ::;::::‘m 5 connectedsearch-zeroinput.searchconne. 7 Regular File
& Advancodretales [ consentexe 12 Regular File
1 apimswincrtconiol 1041 [ console.d 79 Regular File
I apimewnctconveti1-10dl  [Econtrolexe 113 Regular File
18 apimswincrtenvionment{1-10c [l convert.exe 20 Regular File
E apims-wincrtHesystem 1101 MrmRes.dil 15 Requiar File
7_Regular ile
& apimewincrtmutibyted1-10.d1 [%] correngine.dl 81 RegularFile
B 37 Regular ile
I8 apimswinotpooess 108 3] credsspadl 21 RegularFi
credssp egular File
I8 aprmsain ot anime 11041 [3) credui.il 161 Regular File
T8 apimswincrtstdod 9!
To monimon a1 Weredwizere 36 RegularFile
[ cryptzz i 158 Regular ile
Custom Content Sources | [ eptoasean 30 RegularFile
teatsve.dl 11 Regularfile  8/22/2013 94711 AM
Evidence:Fie System PathiFie Optons | [3) cryptdig.dil 30 Regular File 8/22/2013 11:31:40 AM
[5) cyptatan o1 RegularFile  /22/2013 12:41:39PM
[ cryptect.l 65 RegularFile 013 10:55:02 AM
[S) cryptnetdi 191 Regularfile  £/22/201310:03:49 AM
[%) CryptoWinRT.dil 225 Regular File 3/21/2014 6:4%:10 PM
3 7
. e |

£
€8--e..c i1, Li1Tn
6E 6F |is program canno
20|t be run in DOS
o

JE-IE
EogE-E
=i-E

0 G :
4B 00 00 00 00-00 00 00 00 FO 00 23 00 |}<EK:
002008 02 01 00 00 30 00 00-00 10 00 00 GO 00 00 0O o

Custom Conte... | | cursor pos = 0; dus = 2437875; log sec = 19503000; phy sec = 20221848

PE-d
58

For User Guide, press F1

E
Q Search - 3 A~ 7 o

©  When did it first appear?
Tools Used: TimelLine Explorer

The malware was downloaded at 03:23:41 PDT from internet explorer into the downloads folder. We can
see the time matches as seen in the web cache and the usrclass.dat file below.



£ WebCacheV01.dat 1 hittp: 134,61, 24,102 Favicon.ico 2020-03-12 03:23:41 PDT  Microsoft Edge Analyzer  194.61.24.102  Administrator
= webCacheVi1.dat res: iesetup.difHardAdmin. htm 2020-09-19 032501 PDT  Microsoft Edge Analyzer Administratar
= WebCacheV01.dat 1 https:/flogin.live. comjoauthZ0_authorize, srf7client _jd=000,., 2020-09-19 05:16:26 PDT  Microsoft Edge Analyzer  live,com Admin

= webCacheVi1.dat 1 https:/flogin.live . comjoauth20_desktop.stfrlc=1033 2020-09-1903:16:25PDT  Micrasoft Edge Analyzer  live.com admin

= webCacheV01.dat 1] hitkps:/ fvwy reddit, com/7count=25&after=t3_jvZtpg 20Z0-09-16 23:08:34 PDT  Microsoft Edge Analyzer  reddit.com mortysmith
= WebCacheVi1.dat 1] https:/ fwww reddit.com/?count=25&after=t3_ivztpgq 2020-09-18 23:08:33 PDT  Microsoft Edge Analyzer  reddit.com mortysmith
= webCacheV01.dat o https:/fzh wikipedia orgiwikitwikipedia: %E5%85%B3%E4, ., 2020-09-18 23:08:26 POT  Microsoft Edge Analyzer  wikipedia.org martysmith
= WebCacheVi1.dat 1] https:/fdonate, wikimedia. orgf 2020-09-18 23:08:24 PDT  Microsoft Edge Analyzer  wikimedia.org mortysmith
= webCacheV01.dat o https:/idonate, wikimedia, orgfw/index, php?tite=SpecialiLa,,, 2020-09-16 23:08:24 PDT  Microsoft Edge Analyzer  wikimedia.org martysmith

20200918_0347 _Chrive, ED1

20200913_0347_Chrive, E01

20200918_0417_DESKTOP-SDMIRPT.EOL
20200313 _0417_DESKTOP-SDMIRPT.EQL
20200913_0417_DESKTOP-SDMIRPT.EOL
20200913 _0417_DESKTOP-SDMIRPT.EQL
20200918_0417_DESKTOP-SDMIRPT.EOL
20200918_0417_DESKTOP-SDMIRPT.EOL
20200918_0417_DESKTOP-SDMIRPT.EOL

Hex Text Ap Source File Metadata - Data Artifacts 2rz Annotations  Other Dccurrancefh
Result: 6 of 8 Result | € =
Visit Details
Username: Administrator
Date Accessed:  2020-09-19 03:23:41 PDT
Domain: 194.61.24.102
URL: http:/f194.61.24, 102/
Program Name:  Microsoft Edge Analyzer
Source
Host: 20200918_0347_CDrive.E01_1 Host
Data Source: 20200918_0347_CDrive.E01
File: fimg_20200918_0347_CDrive.E01fval_vol3/Users/Administrator/AppData/Local Microsoft/Windows/WebCache/MWebCacheV01.dat

# UsrClass.dat My Compuker)C:iUser|AdministratoiFicturs Local Settings|SoftwarelMicrosoftiwindows\ShellBaghRL, . 20200918_0347_CDrive,E01 2020-09-17 16:46:26 FDT 2020
# UsrClass.dat My CompukertC:iUser| Admiristratoifust Local Settings|SoftwarelMicrosoftiwindows\ShellBaghRL, . 20200918_0347_CDrive,E01 2020-09-17 16:46:26 FDT 2020
# UsrClass.dat My CompukeriC:iUser| AdmiristrataiSaved Game Local Settings|SoftwarelMicrosoftiwindows\ShellBaghRL, . 20200918_0347_CDrive,E01 2020-09-17 16:46:26 FDT 2020
# UsrClass.dat My Compuker|C:iUser| AdmiistrataiViden Local Settings|SoftwarelMicrosoftiwindows\ShellBaghRLY, .. 2020-09-19 03,3118 FDT 20200918 _01347_CDrive,E0L 2020-09-17 16:46:26 FDT 2020
I TR e b oA L § el bt oA C<EML B derss AL IR IR ARAR AR 4R AL A AT ARAARAIA AT mr s Fad Amin AR An A AT s

Hex Text Appiication Source File Metadats OS Account Data Artifacts r Annotations  Other Occurrences
Result: 11 of 25 Result |4 = Shell Ba

Type Value Source(s)

Path My Computer|C: \Jser Administrato\Download Windows Registry Analyzer

Key Local twareY \BagMRU\D\0\2'0\1} Windows Registry Analyzer

Date Modified 2020-09-19 03:24:52 FDT Windows Registry Analyzer

Date Created 2020-09-17 16:46:16 POT Windows Registry Analyzer

Date Accessed 2020-09-19 03:24:52 PDT Windows Registry Analyzer

Source Flle Path /img_202009 18_0347_CDrive E01/vol_vol3/Users/Administrator/AppData Local Mirosoft/Windows UsrClass.dat

Artifact D -3223372036854775766

o Did someone move it?
Tools Used: Autopsy

Yes, it appears to be moved from the Administrator/Downloads to Windows/System32/. This info was

found by looking at the web cache file.



Name Keyword Preview Location

[ webcachevo1.dat tCache|TEVCLESLIHIS «coreupdater+[1].exehttp: 194,61 Jimg_20200918_0347_cOrive.E01 fvol_val3fUsers/Administrator] AppDatajl
[ votlog 102jcoreupdater. exescoreupdaters[1].exeHTTR{1.0 200 Jimg_20200918_0347_COrive,E01 fvol_vol3fUsers/Administrator/Appatal
B pagefile.sys be stopped.WudfPfecoreupdater«SharelistviewModelTemplake [fimg_20200918_0347_COrive.E0N fval_wal3fpagefile.sys

[ system b&d91ZH0006nk L ecoreupdatersvk  HImagePathi:in Jimg_20200918_0347_COrive,E0 fval_vol3findovs(Systemag /configSve
[ sLogFie (@h@(3 8°RCRD{  <coreupdater+[1],exeCOREUP~1,EXER Jimg_20200918_0347_COrive,E01 fval_val3f$LogFile

E] SUsndrnl:§1 <UstClass dat§<=coreupdater«[1] exe " §<ecoreupdater«[1] exe” Jimg_20200918_0347_CDrive.E01 fval_wol3f$Extend /$UsnIrml:$1

[} system.LoG1 b6d912H0004Nk tscoreupdateravk  HImagePsthi:ii Jimg_20200918_0347_COrive.E01fval_vol3MindawsiSystem3z/configsve
[ system.Loe2 b&da1ZH000ANkK tecoreupdateravk  HImagePatho: i Jimg_20200316_0347_COrive.E1 fval_vol3findaws(Systemaz/config5ve
[ regripper fima_20200918_0347_COrive.E01fvol_vol3f\ 20207 Name = scoreupdaters Display = ImagePath RegRipper fimg_20200918_0347_COrive.E01 fvol_vol3fWindows|System32
Hex Text File Metadata Data Artifacts Annotations Other Occurrences

Strings  Indexed Text

Page: 22 of 22 Page Matches on page: 1 of 1 Match 100% ﬁ B Reset Text Source: |Search Results ~

e P 4 e
DDDODODODODDDODODDDD

Cookie:administrator @microsoft.com/

YEKFNFMU. txt

B8,

http://194.61.24, 102/

194.61.24.102

194.61.24.102

iedownload: {925C0A0D-FA27-11EA-B0BF-000C 29E 184E6}

http://194.61.24. 102/

application x-msdos-program

Isers\Administrator \AppData\Local\Microsoft\Windows\INetCache IEVCLESU 41 5\coreupdater[1].exe

o What were the capabilities of this malware?
Tools Used: JoeSandbox

Many. It's Metasploit and is quite versatile. It is capable of process migration, credential
theft, keylogging, screen scraping, many many modules...

Using Joesandbox reports— The malware is meterpreter

Overview
General Information Detection Signatures Classification

Sample Name: coreupdater exe [ e
Analysis ID. 1272807 (4

MD5: eed41b4500e47307c50... [ MALICIoUS . i

SHAT: fd153c66386ca93ec399... [ Found malware configuration

SHA256 10/35020026b98467334-.. [4 Yara detected Metasploit Payload

Inf e —
e QAdtw Multi AV Scanner detection for submitted file

Machine Leaming detection for sample

Yara signature match

PE file contains an invalid checksum e

Metasploit Program does not show much activity (idle)

Entry point lies outside standard sections

Score- %2 PE fle contains sections with non-standard names
Range 0-100

Intarnet Provider seen in connection with other malware
‘Whitelisted: false
Confidence 100%

o Is this malware easily obtained?
Yes. It comes with Metasploit Framework which is free to download and use.

o Was this malware installed with persistence on any machine?
Tools Used: Registry Explorer



m  When? The last write in the registry seems to be updated at 3:30 on September
19, as shown in the picture below.

Microsoft' Windows\ CurrentVersion' Run
SOFTWARE | Last write: | 2020-09-19 03:30:01

Tools Used: Registry Explorer

m  Where? Persistence in the registry at CurrentVersion\Run and installed as a
service. | found the following in the registry files using registry explorer.exe

@ Registry Explorer v1.6.0.0 - X
File Tools Options Bookmarks (26/0) View Help
Registry hives (1) | Avalable bookmarks (26/0) Values
= = Value Name valueType  [Data Value Siack | = Deleted | Data Record Reall
- l:;:name & values .\;suhkeys |La:stwr\te timestamp L AP o o = = 0]
N broears n EreeTrre=n VMnare VM3DService Process  Regsz “C:Windows\system32\m3dservice. exe” u 7400 0 [m]
=rr q AETE e VMnare User Process Ressz “Ci\Program Files \VMware\VMuare Tools \mtoelsd, exe” -n vmusr 00-6C 0 ]
i 7 0 BT » {coreupdate RecExpandSz  %COMSPECY b [c start /b fmin powershell -nop - hidden - seep 0; iex([System Text.Encoding]::Unicod... 0601 m] ]
[ shellserviceObjectDelayLoad 1 0 20200917 17:56:10
[ StuctredQuery 1 0 20200917 17:56:11
» [~ Telephony 1 4 2020-09-17 17:56:11
[ UserPictureChange: 1 0 20130822 15:40:03
» [ wsman 1 8 20200917 17:56:12
[= AutoRotation Z 0 20200919 03:22:16
» [~ Comnectedsearch 2 1 2020-09-17 16:43:58
» [F= Management Infrastructure Z 4 20200917 17:55:10
» [ Propertysysten 2 4 20200917 17:56:10
[~ Setup 2 8 20200917 17:56:13
[ Utiman 2 0/ 20200917 17:58:11
[ webcheck 2 0 20200917 17:56:11
+ [ WindowsUpdate 2 4 20200917 17:56:11
[ Devicesetup 3 0 20200919 03:21:47
+ [ PrecsionToucPad 2 2w se0 |
R =l- B 20200555 633001 Typeviener | Sackviewer  Binary viewer
»E= Appx 4 4 2013-08-22 15:46:35 Value name ImreuDdatE
» [ Instaler + 4 20200917 17:56:10
+ = rebity b s\ mmaswonza [ | e feten
» [ SideByside + 2 20200917 17:58:19 Vaive %COMSPECY o jestart /o “nop - hidden < sk C
» [= Internet Settings s 24| 20200817 17:56:10 sEoCawy ) Getialue(455VAG20))) "0l
V[ Themes 5 3 20200817 17:56:11
= Audo 6 0 20200917 17:56:10
[ ThemeManager 3 0 20200919 01:22:41
» [~ Device Metadata 7 1 2020-09-17 17:56:10
+ [ Explorer s 64 20200917 17:56:12
[ Previewtanders s 0| 20200917 17:56:13
= Bms 2 0 20200917 17:56:10
» [ Component Based Serviang 19 8 2020-09-17 18:08:17 Rawvaie [ 006
= Sretls 5 o ;00517 175510 e
» = i 0 1 2020-08-17 16:43:58 z
A F= Windowe T n 4 snonnea747.8s40 Y| | Sladk |ns~m
< >
[ Key:  Microsoft\Windows\CurrentVersion\Run Value: | coreupdate  Collapse all hives

7. What malicious IP Addresses were involved?
Tools Used: Wireshark
o Were any IP Addresses from known adversary infrastructure?

Yes. 194.61.24.102 At the time this lab was released, it was being tracked as a hostile IP
address, specifically being tracked as being involved in RDP Brute Force attacks.
However, we were unable to locate any information that reflected hostile statuses at the
time that we completed this assignment. It has since been reported as not being
involved. Checking virus total.

Ml dumpslim-eed41b4500e473/97c50c7385¢f5e374.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AnZ@eThREB Res=F oS EQAQQH

(W 2pply a display fiter __<ctri-/>

No. Time Source Destination Protocol  Length Info

3 0.008193 192.168.2.4 203.78.103.109 Tcp 6@ 49698 - 443 [ACK] Seg=1 Ack=1 Win=65536 Len=8



1 (1) 1 security vendor flagged this URL as malicious (> Reanalyze ' Search %% Graph ¢ AP

/ 89 hitp://203 78.103.109/ Status Content type Last Analysis Date @
203.78.103.109 200 text/html 3 months age (_?
texthtml  ip

Community Score

o Are these pieces of adversary infrastructure involved in other attacks around the time
of the attack? No, we could not locate any proof that this adversarial infrastructure was
present during any simultaneous attacks. The IP address delivering the CoreUpdater.exe
file was 194.61.24.102 and the malware was calling back to an IP in Thailand
203.78.103.109.

8. Did the attacker access any other systems?
Tools Used: TCPDump

o How? The Desktop machine, Desktop-SDN1RPT, was accessed by the attacker using RDP.
The attacker Brute Forced the password for the Administrator account on the DC. Once
inside the DC they opened a second RDP session from within the Domain Controller to
the Desktop machine re-using the same credentials. We can see this using the following
tcpdump of the pcap file.

$ tcpdump -nttttr case®®1.pcap 'tcp port 3389 and (src 10.42.85.0/24 and dst net 10.42.85.0/24)' -ci5
reading from file case@®l.pcap, i
[SEW], seq 3934789866, win 8192, options [mss 1468,nop,wscale 8,nop,nop,sackOK], length 6
, seq 3456387165, ack 3934789807, win 64000, options [mss 1460,nop,wscale ©,nop,nop,sackok], length @
[.1, ack 1, win 256, length 6
[P.1, seq 1:20, ack 1, win 256, length 19
[.1, ack 26, win 63981, length &
[P.]1, seq 1:20, ack 20, win 63981, length 19
[.1, ack 26, win 256, length &
[P.1, seq 20:200, ack 20, win 256, length 180
[P.], seq 20:884, ack 200, win 63801, length 864
[P.]1, seq 200:518, ack 884, win 253, length 318
, seq 884:935, ack 518, win 63483, length 51

-1
-1
-1
-1

23.476018 , seq 1706, ack 935, win 252, length 188
.477273 5 .1, seq ack 786, win 63295, length 1221
.482075 0 0 5 [.]1, seq 706:2166, ack 2156, win 256, length 1460
.482079 .42. 5 > 16.42.8 89: [P.], seq 2166: , ack 2156, win 256, length 141

o When?

Tools Used: Autopsy



The compromised Domain Administrator account initiated a connection to the
Desktop-SDN1RPT machine from Domain Controller, CITADEL-DCO1, at 02:35:55 UTC on
19 September 2020 according to the PCAP, or 03:35:54 on 19 September 2020 according
to the Super Timeline when left uncorrected. In reality, it was at 02:35:54 UTC.

The malware was then downloaded at 03:23 on 19 Sept. This info was found in the web
cache in the server disk image using Autopsy.

2 WebCachevo1.dat -- 0 oe &
= WebCacheV01.dat resfiesetup. dliHardAdmin.htm 2020-09-19 03:23:01 POT  Microsoft Edge Analyzer Administrator  20200916_0347_CDrive
= WebCacheVo1.dat 1 https: {flogin,live, comjoauth20_authorize,srf?client_jd=00000000430728,,, 2020-09-1903:16:26 PDT  Microsoft Edge Analyzer  live.com Admin 20200918_0417_DESKT:
= WebCacheVo1.dat 1 https:Jflogin.live. comfoauthz0_desktop. stFle=1033 Z020-09-19 03:16:25 POT  Microsoft Edge Analyzer  live.com Admin 20200916_1417_DESKT(
= WebCacheV01.dat 1] https: [, reddit. comy?count=258after=t3_iv2tpg 2020-09-18 23:08:34 POT  Microsoft Edge Analyzer  reddit.com mortysmith 20200916_0417_DESKT!
= webCachevol.dat 1] https: [, reddit. comy?count=258after=t3_iv2tpg 2020-09-18 23:08:33 POT  Microsoft Edge Analyzer  reddit.com mortysmith 20200916_0417_DESKT!
= WebCacheVo1.dat 1] https: {fzh.wikipedia, orgwik/Wikipedia: %:E5%85%B 3% E4%BAYEE 2020-09-18 23:08:26 POT  Microsoft Edge Analyzer  wikipedia.org morkysmith 20200918_0417_DESKT:
= WebCacheVo1.dat a https:/fdonate. wikimedia.orgf 2020-09-18 23:08:24 POT  Microsoft Edge Analyzer  wikimedia.org — morkysmith 20200916_1417_DESKT(
= WebCacheV01.dat 1] https:/fdonate wikimedia.orghw/finde:x. phprtitle=Special:LandingPagefea. . 2020-09-18 23:08:24 PDT  Microsoft Edge Analvzer  wikimedia.org mortysmith 20200916_0417_DESKT!
T a1 e 1 , e e C | e e . P e i
Hex Text Source File Metadata Data Artifacts Annotations  Other Occurrences
Result: 7 of 8 Result € = Web Histol
Visit Details
Username: Administrator
Date Accessed: 2020-09-19 03:23:41 PDT
Domain: 194.61.24.102
URL: http:f{194.61, 24, 102ffavicon.ico

Program Name: Microsoft Edge Analyzer

E webCachevol.dat
E webCachevo1.dat
E WebCachevol.dat
Z WebCachevo1.dat

Z WebCacheVol.dat
Z WebCacheV01.dat
2 WebCacheVD1.dat
Z WiebCacheVo1.dat

9. Wh

o Did the attacker steal or access any data?

Yes, the attacker was able to access several sensitive files on the system, both on the
server and the desktop. Beth_Secret.txt, Szechuan%20Sauce.txt, SECRET_beth.txt,
PortalGunPlans.txt from the Server. This was logged in the web cache. From the desktop,
Thoughts.txt, loot.zip, PLans.txt, and My%20Social%20Security.... were extracted.

Files f11C: IFileShare/Secret (Beth_Secret.bxt 2020-09-19 03:35:07 FOT  Microsoft Edge Analyzer Administrator  20200915_0347_CDrive.E0L
file: /JC: FileShare/SecretfSzechuan205auce. txt 2020-09-19 03:32:21 POT  Microsoft Edge Analyzer Administrator  20200916_0347_CDrive.E0L
File: }JC;: fFileShare)Secret fSECRET_beth.txk 2020-09-19 03:32:13 FOT  Microsoft Edge Analyzer Administrator 20200915 _0347_CDrive,E0L

file: {11C: FileShare/Secret fPortalunPlans. bt 2020-09-19 03:32:02 POT  Microsoft Edge Analyzer Administrator  20200918_0347_CDrive.E0L

m  When? Loot.zip was downloaded at around 03:46 along with other files as
shown in the screenshot below. This was from the DESKTOP.

files 122 Uses fmattysmithiDesktopy Thoughts. kit 2020-09-19 03:47:39 PO Microsoft Edoe Analyesr Bdministrator  20200918_0417_DESKTOR-SDHIRPT EO1
file J1§C: [Lsers fmorkysmithyDocuments loot zip 2020-09-19 03:46: 18P0 Microsoft Edge Analyzer Bdministrator  20200918_0417_DESKTCP-SDNIRPT EOL
files | iC: JUses fmattysmith Documents Plans, bt 2020-09-1903:45:39 0T Microsoft Edge Analyzer Administrator  20200918_0417_DESKTOP-SDKIRPT EO1
files 122 Uses fmattysmithyDocuments My%2050cial205, . 2020-09-1903:45:34 0T Microsaft Edge Analyaer fdministrator  20200918_0417_DESKTOP-SDIRPT EO1

at was the network layout of the victim network?



The network layout you provided is a small local area network (LAN) with a subnet of 10.42.85.0/24. This
means the network can accommodate up to 256 IP addresses (from 10.42.85.0 to 10.42.85.255), where
the first three octets (10.42.85) represent the network address, and the last octet can be assigned to
individual devices.

In this network, there are two hosts:

Domain Controller (DC): Its IP address is 10.42.85.10. The Domain Controller is a server responsible for
managing user authentication and granting access to network resources in a Windows domain
environment.

User/Desktop: Its IP address is 10.42.85.115. This is a typical user's desktop computer or workstation
that connects to the network to access shared resources and services provided by the Domain Controller.

Both devices are within the same subnet (10.42.85.0/24), which means they can communicate directly
with each other without the need for routing. The subnet mask (also indicated by /24) ensures that all
devices in the network share the same first three octets (10.42.85) while having unique values in the last
octet.

External traffic

10.42.85.0/24 network

|
Desktop 10.42.85.115 ‘ Server 10.42.85.10
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