Risk Management Plan for DHAEI

Purpose, Scope, and Users: The purpose of this Risk Management Plan is to help DHAEI identify and address potential risks to its information assets in a systematic manner. The plan covers all aspects of DHAEI's operations, including its main office, branch offices, and remote workers. It is designed to be used by key stakeholders such as the CIO, Amanda Wilson, the Chief Information Security Officer (CISO), Paul Alexander, and the dedicated security personnel.
A risk management plan ensures that risks are managed properly. The goal is to reduce impact of negative risks and to increase the impact of opportunities. The risk management plan provides a tool for reporting risk to senior managements as well as the project sponsor and team. (Bellevue University 2019).

Risk Assessment and Risk Treatment Methodology:
Process: The risk assessment process will involve collaboration between various individuals within DHAEI. This would include the participation of the Chief Information Officer (CIO), Senior information Security Officer, and IT manager. Their input is valuable as they have insights into the vulnerabilities and threats specific to their areas. Hence, it is essential to identify the risks that could cause the loss of confidentiality, integrity, and/or availability of information. This could be done by interview, survey or one on one bases.
Chief Information Officer (CIO): Involving the CIO ensures that the risk assessment aligns with the organization's broader IT strategy and objectives. The CIO can provide guidance on prioritizing risks, allocating resources, and making informed decisions based on the assessment's findings.
Senior Information Security Officer: They possess expertise in identifying vulnerabilities, evaluating threats, and implementing appropriate security measures. Involving the SISO ensures that all potential security risks are thoroughly analyzed and appropriate safeguards are considered.
IT Manager: The IT Manager is responsible for overseeing the organization's IT infrastructure, systems, and operations. They have a deep understanding of the technical aspects of the organization's information systems and can provide valuable insights into potential risks associated with technology, network infrastructure, software, and hardware. Collaborating with the IT Manager helps identify vulnerabilities and devise mitigation strategies specific to the organization's IT environment.
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Assets, Vulnerabilities, and Threats: It is important to know the value of each company asset and what losses will be incurred if an asset is compromised. Based on the information provided, we have identified threats that DHAEI may face based on their assets and infrastructure. Managing these threats may pose challenges such as limited resources, lack of awareness, and the evolving cybersecurity landscape. To address this, we will conduct comprehensive assessments, vulnerability scanning, and analyze threat intelligence to identify vulnerabilities and threats. Below is a table that consist of assets name, threat and vulnerability within these parameters I have done an evaluation using the impact and likelihood to determine what areas need to be addressed and mitigated. Those items with higher likelihood and higher impact should be monitored and/or addressed by the organisation to ensure that controls exist to mitigate the risks.
Part of that organizational understanding is visibility into what you have; that is, it’s difficult to protect something if you don’t know that you have it (Cisco secure).

	Asset Name
	Threat
	Vulnerability
	Impact (0-2)
	Likelihood (0-2)
	Risk (=I+L)

	Domain Name Server (DHA.com)
	Distributed Denial of service (DDos) attack
	· Unpatched systems
· Weak firewall configurations
	1.5
	1
	2.5

	File Server
	Ransomware attack
	· [bookmark: _Hlk138755195]Outdated anti-virus
· Negligence of employee
	2
	1
	3

	Database server
	Insider threat
	· [bookmark: _Hlk138768478]Insufficient access controls and permissions. 
· [bookmark: _Hlk138768920]Inadequate employee background checks.
	1
	1
	2



Domain Server: Distributed Denial of Service (DDoS)- DNS infrastructure is essential to the functioning of the Internet. DDoS attacks against DNS can make websites unreachable by making the DNS servers that serve them unavailable by saturating the networks with what looks like legitimate traffic.
· Unpatched software refers to applications or systems that contain known vulnerabilities that have not yet been addressed through the implementation of updates or patches. These vulnerabilities, if exploited, can potentially lead to a compromise of the affected system's security.
· A firewall plays a vital role in network security and needs to be properly configured to keep organizations protected from data leakage and cyberattacks. Improper firewall configuration can result in attackers gaining unauthorized access to protected internal networks and resources. As a result, cyber criminals are constantly on the lookout for networks that have outdated software or servers and are not protected (Gartner 2020).
File Server: File servers store the most important data in an organization. Loss of this data will severely impact any business. File servers, therefore, need to be protected against failure, disaster, attack and ransomware. Backups are fundamental to operating file servers.
· Outdated anti-virus are also more vulnerable to security risks, as they may lack the latest security updates and patches. This can leave system open to cyber attacks and malware infections, which can compromise data and put privacy at risk.
· Employee negligence encompasses several attack methods, including phishing and malware attacks launched from emails or unsecured devices. Regardless of the type of attack, the most effective mitigation technique companies can use is to train the employees to be cyber aware.
Database Server: The back end of a database server stores all the digital files and information. Client-facing services allow the people or companies using that database to access, modify, add to or monitor the data stored on the server. Organizations have to deploy various measures to prevent insider threats. Logging and monitoring of all the employees become mandatory in insider threat scenarios. Various software and devices are bought for this purpose. Although buying the employees' activities tracking software and devices is essential, the cost associated with it is considered an extra expense because it is not used in day to day operations of the organization, nor does it generate any revenue.
· Insufficient access controls and permissions- Access control is a data security process that enables organizations to manage who is authorized to access corporate data and resources. Secure access control uses policies that verify users are who they claim to be and ensures appropriate control access levels are granted to users.
· Inadequate employee background checks: HireRight’s annual benchmarking survey found almost one third (32%) of participating global companies said they do not conduct checks on any of their extended workforce including temporary workers, contractors and interns. Yet over half (54%) of those asked said they were finding discrepancies in candidates’ employment histories and 48% said that their safety and security had benefited from more consistent screening. As the extended workforce may still have access to sensitive information, and more staff are currently working remotely where connections aren’t as protected, the report suggested that many businesses could be putting their security at risk (Hr Magazine U.K).

Determining the Risk Owners: For each identified risk, it is essential to establish a "chain" of ownership. Ground-level personnel to senior level who will be responsible for day-to-day risk mitigation and monitoring. Middle management will provide oversight and coordination, while senior executives, including the CIO, COO and CEO, which would contribute by setting strategic direction, providing resources, and ensuring risk treatment aligns with business objectives. It is important for risk owners to have a clear understanding of the potential consequences of each risk. Below is an illustrative flow defining roles in line with risk owners.


•	DDOS
Network Admin …….> COO …….> CEO

•	Ransomware
Help desk …..> System Admin …..>Mgr. Systems

•	Insider threat
System Admin ……..> Security Tech ……..> CIO


Impact and Likelihood: We will assess the impact and likelihood of the identified threats using a scale from 0 to 10 for impact and 0 to 5 for likelihood. This assessment will help prioritize risk treatment efforts based on potential severity and likelihood. By understanding the potential effects on the confidentiality, integrity, and availability of information assets, we can allocate resources effectively.
	Threats
	C,I,A triad
	Extent (0-10)
	Likelihood (0 – 5)

	DDOS
	A
	10
	5

	Ransomware
	C, I, A
	8
	4

	Insider Threat
	C, I
	4
	3




Risk Acceptance Criteria: Risk tolerance is a measure of the level of risk an organization is willing to accept, expressed in either qualitative or quantitative terms and used as a key criterion when making risk-based decisions.
With the above table, we will define risk acceptance criteria based on the most likely and highest-risk item identified. These criteria will consider the potential impact on DHAEI, such as financial losses, reputation damage, and legal consequences. Some risks may be "ignored" or "minimized" if they fall within acceptable tolerance levels or if the cost of mitigation outweighs the potential impact.
Distributed Denial of Service (DDOS) has the highest severity in terms of impact on the organisation domain name server and a remedial action or prevention need to be put in place as its vulnerability would have an adverse effect on the organisation reputation, client’s loyalty, loss of financial assets. The DNS server is critical to DHAEI type of business which is into software development which embodies their clients mean to an end point request. In the triad “Availability” is crucial to the organisation.
 Availability: This principle ensures systems, applications and data are available and accessible to authorized users when they need them. Networks, systems and applications must be constantly up and running to ensure critical business processes are uninterrupted. (Unitrends).
Although, other listed assets above are also crucial to the organisation, proper controls can be put in place to avoid/minimize an attacker from exploiting the vulnerability they possess. This controls may include proper training of staffs and been up to date with the new trends of attack following the MITRE ATTACK framework, also system updates and patching. Using the ISMS framework to set policies and procedures for systematically managing an organization's sensitive data. The goal of an ISMS is to minimize risk and ensure business continuity by proactively limiting the impact of a security breach(techtarget). Avoid/resolve the risk (completely eliminate or forego risk) Mitigate the risk (reduce the likelihood or impact of risk) Transfer the risk (assign or move the risk to a third-party via Cyber Liability Insurance) Accept the risk (acknowledge the risk and choose not to resolve, transfer or mitigate)
Risk Treatment: The three main threats identified—network breaches, unauthorized access, and system disruptions—will be addressed through recommended mitigations. These may include implementing network segmentation, intrusion detection systems, strong authentication mechanisms, access controls, and robust backup and recovery mechanisms. The prioritization of these threats and recommended responses will be based on their potential impact, likelihood, and risk acceptance criteria. We will refer to industry-standard frameworks, such as the CIS Controls and ISO 27001, to ensure effective risk mitigation.
Inadequate Data Encryption:
Encrypt sensitive data both at rest and in transit using industry-standard encryption algorithms and
protocols.
Implement strong encryption mechanisms for remote connections, such as VPNs, to protect data during
transmission.
Regularly review and update encryption protocols to align with current best practices and compliance
requirements.
Unpatched or Outdated Software:
Establish a robust patch management process to ensure timely installation of security updates and
patches.
Implement vulnerability scanning and management tools to identify and prioritize patching based on
criticality.
Maintain an inventory of software and systems to track patch status and ensure all assets are up to
date.
Insider Threats:
Implement a robust user access management system to control and monitor user privileges and access
rights.
Conduct thorough background checks during the hiring process and enforce strong security policies for
employees.
Implement user activity monitoring and behavior analytics to detect and mitigate insider threats
proactively.
Unauthorized Access:
Implement strong authentication mechanisms, including multi-factor authentication (MFA).
Regularly review and update user access controls and permissions.
Conduct periodic security awareness training to educate users about the importance of secure
authentication practices.




[bookmark: _GoBack]Executive Summary:
This executive summary provides an overview of the risk assessment and identification process conducted for DHAEI. We have identified network breaches, unauthorized access, and system disruptions as the main threats to be addressed. The recommended risk treatments focus on network security, access controls, and business continuity. The prioritization of these treatments is based on their potential impact and alignment with industry best practices. It is crucial for DHAEI to implement these risk treatments in a timely manner to safeguard its information assets and ensure the resilience of its operations.
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ISO 27001 Risk Management Framework to create a Risk Management Plan
Utilize
Risk Assessment Table
Risk Treatment Table
 Statement of Applicability (SOA)
Risk Management Plan for DHA Enterprise Inc. (DHAEI)
All the servers run Windows Server 2019
All of the clients run Windows 10
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