Q	Tell me about yourself
Hello, I’m Jasraj Singh Johal, a 3rd-year Computer Science student at McMaster University with a strong interest in cybersecurity. Over the past few years, I’ve developed a strong passion for cybersecurity and have been actively seeking out opportunities to gain hands-on experience in this field. Most recently, this summer (2024), I interned as an Information Security Analyst at American Express, where I developed application security training content for developers, focusing on secure coding practices. I also built a vulnerable API web app to simulate real-world threats, and automated several manual tasks using Python and Bash, increasing team productivity by 80%. During this time, I gained a deep understanding of the DevSecOps cycle. This experience taught me how to integrate security practices seamlessly into the development process.

Along with that I’ve completed a cybersecurity diploma from LightHouseLabs, where I gained practical experience with vulnerability assessments and forensic tools. I also founded a high school club, CryptX, where I educated over 200 students on ethical hacking, and I ranked in the top 11 at the Canada Regionals CyberSci CTF 2023.

I’m excited about the opportunity at Bell to work with Canada’s largest cybersecurity team and contribute my skills in advanced threat detection and network defense, while continuing to learn and grow.

Q	"Why do you want to work at Bell?"

I’m excited to intern at Bell due to its exceptional reputation in technology and innovation, particularly in cybersecurity. This past summer, I interned as an Information Security Analyst at American Express, where I created security training content, developed a vulnerable API for testing, and automated several processes using Python and Bash. While I gained valuable experience there, I’m eager to deepen my cybersecurity knowledge, and Bell is the ideal place to do that.
Currently, I’m in my third year studying Computer Science at McMaster University, where I’ve established a strong foundation in cybersecurity and network security. The prospect of working with Bell’s skilled team is highly appealing to me. I look forward to learning from experts and further exploring areas like network security and red teaming in such a dynamic environment.
What stands out to me about Bell is its dedication to diversity and professional development. I’m keen on mentorship and learning opportunities, like the Bell U platform—it seems like a fantastic way to advance my skills. I also admire Bell’s use of technology to make a positive impact and its commitment to environmental and social causes. That’s something I value a lot, and I want to be part of a company where I can see the real-world impact of my work. 
I’m eager to contribute to Bell’s cybersecurity team, develop my skills further, and make a meaningful impact.


Q	Which stream of cybersecurity are you most interested in and why?( Be specific about your interests like threat detection, vulnerability management, or incident response.)
I’m really drawn to network security and red teaming. Network security fascinates me because it’s all about protecting the crucial infrastructure that supports our digital world. Making sure networks are secure is key to keeping data safe and systems running smoothly.
Red teaming also excites me because it’s about taking a proactive, hands-on approach to security. By simulating real-world attacks, red teaming helps organizations find and fix vulnerabilities before they can be exploited. It’s a mix of technical skills and strategic thinking, which I find really engaging.
On top of that, I’m also interested in AI/ML and how they can be leveraged in cybersecurity. The idea of using machine learning to enhance threat detection and automate responses is really compelling. 
Cloud security and DevSecOps are other areas I’m keen on. Understanding how to secure cloud environments and integrate security throughout the development process is crucial, especially as more organizations move to the cloud.
I’m currently working towards my CompTIA Security+ certification to build a solid foundation and am also diving into Hack The Box to get hands-on experience. I see Bell as the perfect place to explore these interests further and apply what I’m learning in a real-world setting.

Q	"Where do you see yourself six months from now?":
Six months from now, I see myself growing within the Bell team and making a real impact in cybersecurity. I’m excited about diving deeper into areas like threat detection, network security, and red teaming. I want to build on my technical skills and get hands-on experience with real-world challenges, especially in network security and simulating attacks to identify vulnerabilities.
I also plan to advance my problem-solving abilities and teamwork skills, learning from the talented colleagues and mentors at Bell. By the end of this period, I aim to be more confident and skilled in cybersecurity, ready to take on bigger responsibilities. I’m looking forward to contributing to significant projects, leveraging my interests in AI/ML and cloud security, and continuing to make a positive impact within the team.




Q	Tell me about the time when you faced competing priorities. (Bell wants interns who can handle multiple tasks efficiently. Share how you balance workload.)

During my recent internship at American Express, I regularly faced multiple priorities and tight deadlines. I was juggling several projects, including creating security training content, developing a vulnerable API, and automating tasks with Python and Bash. On top of that, new urgent tasks would come up daily, often with just a one-day deadline.
To manage everything effectively, I’d start by assessing and prioritizing my tasks based on their deadlines and impact. I broke down each project or task into smaller, manageable steps and set clear milestones. I made notes about the goals and end delivery criteria for each task, which helped me stay organized and on top of my workload.
Whenever new high-priority tasks emerged, I’d quickly reassess my current schedule, adjust my priorities, and communicate any changes to my team. By staying flexible and keeping a close eye on deadlines, I was able to balance my workload and meet all my commitments. This experience taught me a lot about managing competing demands and staying adaptable in a fast-paced environment.



Q	Describe a situation where you learned something new quickly.(Cybersecurity changes rapidly, so be ready to explain how you’ve adapted and learned new skills.)





Q	Tell me about a time you faced a disagreement with a colleague. How did you resolve it? (They are assessing your conflict resolution and communication skills.)
Situation: While working on a project at American Express, I had a disagreement with a colleague about how to automate a security task. They preferred using one scripting language, while I thought another would work better for our needs.
Action: To handle it, I suggested we sit down and talk it through. I made sure to really listen to their side of the story and understand their reasons. Then, I explained my perspective and why I thought my choice was a better fit for the project. We decided to test both options on a smaller scale to see which worked best.
Outcome: Testing both methods showed that my approach was indeed more effective for our goals. Not only did this resolve our disagreement, but it also helped us work better together by focusing on finding the best solution rather than just defending our own ideas.






Q	Give an example of when you had to solve a problem under pressure. (Explain how you stay calm, make decisions, and resolve issues in high-stress situations.)
Situation: During my internship at American Express, we were working on a security training project when the deadline for a key deliverable was unexpectedly moved up by a week. This sudden change created a lot of pressure on our team, as we had to adapt quickly to meet the new timeline.
Action: To handle the situation, I first reassessed our project plan and identified the most critical tasks that needed immediate attention. I prioritized these tasks to ensure that we focused on the most important aspects of the project. I then worked extra hours to keep up with the revised timeline and organized daily check-ins with my team to monitor progress and address any issues that arose. Staying calm and maintaining clear communication were crucial during this time, and I made sure everyone was aligned to meet our goals.
Result: Despite the tight deadline, we successfully delivered the project on time. The quality of our work remained high, and our supervisor acknowledged the team’s hard work and adaptability under pressure. This experience taught me the importance of staying organized, communicating effectively, and keeping a level head when facing unexpected challenges.






Q	Describe a project you worked on where you faced technical challenges.  (Showcase how you addressed these challenges, the tools/technologies you used, and your problem-solving approach.)







Q	Tell me about a time you worked on a team. How did you ensure collaboration and success?
(Bell values teamwork, so emphasize communication, roles, and how the team met its objectives.)
Situation: As the founder of CryptX, a high school club dedicated to ethical hacking, I led a team of peers in organizing and executing educational workshops and events.
Collaboration: To ensure everything ran smoothly, I coordinated with team members by holding regular meetings and clearly defining each person's role. We collaborated on preparing presentations, managing event logistics, and communicating with participants. This approach ensured that everyone was aligned and contributed effectively.
Outcome: Our well-coordinated efforts resulted in successfully educating over 200 students about ethical hacking, helping to foster a strong interest in cybersecurity among our peers.




Q	Explain a time when you worked with data to make a security decision.(Bell values analytical skills in cybersecurity, so explain your experience with tools or methods.)






Q	What security tools and technologies are you familiar with?(Be ready to mention tools like firewalls, SIEM (e.g., Splunk), EDR solutions, and penetration testing tools.)


I’ve worked with a range of security tools and technologies throughout my experience. During my internship at American Express, I was involved with firewalls and CI/CD pipelines, which gave me hands-on experience in managing and securing our development processes. I also managed security risks in code using GitHub repository management tools. Additionally, I’ve used vulnerability assessment tools, threat modeling, and penetration testing tools like Burp Suite and Postman to identify and address security weaknesses in various projects. For instance, in my Lighthouse Labs final capstone project, I led a Wireshark analysis to investigate web server and database traffic, which helped identify the origin of a data breach and provided valuable insights for response and prevention.
I have practical experience with scripting languages such as Python and Bash. At American Express, I developed Python and Bash scripts to automate routine tasks, which streamlined processes and improved efficiency. I also built a vulnerable API web app using JavaScript to simulate real-world threats for security training and testing purposes. On the side, I’m pursuing CompTIA Security+ and actively practicing on Hack The Box to further enhance my skills in cybersecurity.



Q	What are the key elements of network security?(Discuss concepts like firewalls, intrusion detection systems, VPNs, and network segmentation.)

Network Security Fundamentals:
Network security is all about protecting the integrity, confidentiality, and availability of data as it travels across and within a network. Here are some key elements:
1. Firewalls: Think of firewalls as a barrier between your network and the outside world. They filter incoming and outgoing traffic based on predetermined security rules, helping to block malicious traffic while allowing legitimate communication.
2. Intrusion Detection Systems (IDS): IDS are like the surveillance cameras of network security. They monitor network traffic for suspicious activity or policy violations. When an anomaly is detected, the IDS alerts administrators to potential threats, enabling a quick response.
3. Virtual Private Networks (VPNs): VPNs create a secure, encrypted tunnel for data to travel through, especially over public networks like the internet. They ensure that even if data is intercepted, it remains unreadable to unauthorized parties.
4. Network Segmentation: This involves dividing a network into smaller, isolated segments. By doing so, if a breach occurs in one segment, it doesn’t necessarily affect the entire network. Segmentation can limit the spread of an attack and make it easier to manage and control access to different parts of the network.
These elements work together to create a layered defense strategy, making it more difficult for attackers to breach the network and ensuring a more secure environment.





Q	Can you explain a time when you identified or managed a cybersecurity threat?(Share an example where you handled a security incident, even if it was part of a CTF or classroom exercise.)
Example of Identifying and Managing a Cybersecurity Threat:
One notable example of managing a cybersecurity threat was during my final capstone project at LightHouse Labs. We were tasked with investigating a simulated data breach scenario.
Situation: We received an extortion email indicating that our web server had been compromised. This was part of a controlled exercise designed to test our incident response skills.
Action: I led the investigation, starting with a detailed analysis of the email to confirm whether it was a genuine threat. Once confirmed, I focused on identifying the breach’s origin. Using Wireshark, I analyzed web server and database traffic to trace the point of intrusion. Additionally, I examined server logs to pinpoint the exact moment the breach occurred.
Result: Our analysis revealed the breach vector and helped us understand how the attacker exploited vulnerabilities. I compiled a comprehensive report outlining the timeline of the incident, our response actions, and recommendations for preventing similar issues in the future. This exercise not only enhanced our ability to handle real-world threats but also provided valuable insights into improving our security practices.
This experience was instrumental in sharpening my skills in threat detection, analysis, and response, which I believe will be highly relevant to any cybersecurity role.








Q	What is your experience with vulnerability management?(Talk about any vulnerability scanning, patching, or remediation work you’ve done.)
Experience with Vulnerability Management:
During my Lighthouse Labs capstone project, I focused on vulnerability management.
Vulnerability Scanning: I used tools like Burp Suite and Wireshark to identify weaknesses in web applications and network traffic. For instance, Burp Suite helped assess our web server for vulnerabilities, while Wireshark was used to analyze network data.
Patching: After identifying vulnerabilities, I worked with my team to prioritize and apply patches. We tracked our progress and ensured vulnerabilities were addressed effectively.
Remediation: I investigated incidents like an extortion email confirming a data breach. Using Wireshark, I traced the breach’s origin and analyzed web server logs. I then provided a timeline, response strategies, and prevention recommendations.
This project enhanced my skills in scanning, patching, and managing vulnerabilities.


Q	How would you secure a cloud environment?(Explain cloud security principles such as encryption, identity management, and securing APIs.}
To secure a cloud environment, focus on these key principles:
1. Encryption: Encrypt data both at rest and in transit. Use strong encryption protocols for data storage and ensure communications are encrypted to protect against eavesdropping.
2. Identity and Access Management (IAM): Implement robust IAM practices. Use multi-factor authentication (MFA) and principle of least privilege to restrict access to resources. Regularly review and update access permissions.
3. Securing APIs: Ensure APIs are protected by using authentication and authorization mechanisms. Implement rate limiting to prevent abuse and regularly test APIs for vulnerabilities.
4. Network Security: Use virtual private networks (VPNs) and security groups to control traffic flow. Regularly monitor network activity for unusual patterns that could indicate a breach.
5. Monitoring and Logging: Enable comprehensive logging and monitoring to track access and changes. Use security information and event management (SIEM) systems to analyze logs and detect threats.
6. Regular Updates and Patching: Keep all systems and applications up to date with the latest security patches to mitigate vulnerabilities.






Q	How do you stay updated with the latest security trends?(Mention any resources you follow like blogs, security conferences, or certifications like Security+.)

To stay updated with the latest security trends, I use a mix of resources. I regularly check out blogs like OWASP Community and the SANS Institute’s blog for up-to-date information on threats and best practices. I also follow several YouTube channels that provide great insights and tutorials, such as CyberNews, Mental Outlaw, John Hammond, and TCM Security. They’re fantastic for keeping up with the latest developments and learning new techniques.
I make it a point to stay engaged with major security conferences like DEF CON and Black Hat, either by attending in person or catching the sessions online. I’m also working towards my CompTIA Security+ certification to ensure I’m aligned with industry standards. On top of that, I have recently started to practice regularly on platforms like Hack The Box to get hands-on experience with real-world scenarios. Engaging with online communities and forums, such as Reddit’s r/netsec, helps me connect with other professionals and share knowledge. All these resources combined help me stay on top of the ever-evolving field of cybersecurity.



4. Problem-Solving and Hypothetical Questions:
1. How would you handle a major security breach?
In the event of a major security breach, I’d follow a structured incident response plan. First, I’d contain the breach to prevent further damage, such as isolating affected systems and disabling compromised accounts. Next, I’d gather information to understand the breach's scope and impact, using tools and logs to analyze how it occurred. Communication is key, so I’d promptly inform all relevant stakeholders and provide updates as necessary. Once the immediate threat is contained, I’d focus on remediation by patching vulnerabilities, restoring systems, and implementing measures to prevent future breaches. Post-incident, I'd conduct a thorough review to improve our response strategies and security posture.
2. How would you prioritize security alerts in a busy SOC environment?
In a busy SOC environment, prioritizing security alerts involves triaging them based on severity and potential impact. I’d use criteria such as the type of threat, affected systems, and potential damage to determine priority. Critical alerts that indicate active attacks or significant breaches would be addressed immediately. For lower-priority alerts, I’d ensure they’re logged and monitored but handle them after the high-priority threats are managed. Effective use of automated tools and threat intelligence helps in quickly identifying and focusing on the most pressing issues.
3. What would you do if a critical vulnerability was found in a live system?
If a critical vulnerability is discovered in a live system, I’d first assess the risk by evaluating its potential impact on the system and the organization. I’d then communicate the issue to stakeholders, including technical teams and management, providing details on the risk and recommended actions. Next, I’d prioritize a quick remediation, such as applying patches or implementing temporary workarounds, to mitigate the risk. I’d also monitor the system closely after remediation to ensure the vulnerability is fully addressed and update documentation and procedures to prevent similar issues in the future.
4. If you had to explain a technical security concept to a non-technical stakeholder, how would you do it?
To explain a technical security concept to a non-technical stakeholder, I’d use simple language and analogies. For example, if explaining encryption, I might compare it to locking a diary with a key. I’d focus on the concept's relevance to their role or interests, highlighting how it protects sensitive information and why it’s important. Visual aids like diagrams can also help clarify complex ideas. The goal is to make the concept understandable and emphasize its practical benefits.
5. How do you approach risk management in cybersecurity?
My approach to risk management in cybersecurity starts with identifying potential risks through regular assessments and threat modeling. I then evaluate these risks based on their likelihood and impact, using a risk matrix or similar tool. Prioritizing risks involves focusing on those that could cause the most harm or are most likely to occur. I’d develop and implement mitigation strategies, such as security controls and policies, to address high-priority risks. Regular reviews and updates ensure that the risk management strategy remains effective as new threats emerge.





5. Leadership and Growth Questions:
Q	Tell us about a time you took initiative in a project.(Highlight your leadership skills, such as when you identified a problem and proposed a solution.)
In a project during my time at Lighthouse Labs, I took the initiative to address a critical issue we encountered with a web server. We were working on our final capstone project, which involved investigating an extortion email and confirming a data breach. While analyzing the situation, I noticed that our initial approach lacked a detailed examination of network traffic, which could help pinpoint the breach's origin.
Recognizing the gap, I proposed a more thorough analysis using Wireshark to track web server and database traffic. I took the lead in setting up the analysis, creating the necessary capture filters, and reviewing the data with my team. This deeper investigation allowed us to identify the exact moment the breach occurred and trace it back to specific vulnerabilities in our web server setup.
My proactive approach not only improved the quality of our project but also ensured that we delivered a more accurate and insightful analysis. This experience underscored my ability to identify problems, propose effective solutions, and lead a team to successfully address complex issues.

Q	What is your greatest strength and how does it relate to this role?(Align your skills with what’s relevant for Bell’s security team.)
One of my greatest strengths is my ability to adapt quickly, a skill I developed from growing up in an army background. Due to my parents' frequent relocations, I learned to adjust to new environments, people, and cultures rapidly. This adaptability has become a cornerstone of my approach, especially in high-pressure situations.
In cybersecurity, where threats and priorities can shift rapidly, this skill is invaluable. I’m also a firm believer in the "fail fast" approach, which means I’m not afraid to test new ideas, learn from mistakes quickly, and pivot when necessary. This mindset allows me to stay agile and effectively tackle challenges, making me well-suited to contribute to Bell’s dynamic cybersecurity team.


Q	What is your biggest weakness and how are you working to overcome it?(show self-awareness and your plan for improvement.)
One area I've been working on is my tendency to overcommit to projects because I want to help with as much as possible. While my enthusiasm is beneficial, it sometimes means I take on more than I can handle effectively at once.
To address this, I've been focusing on improving my time management and prioritization skills. I’ve started using more structured planning tools and techniques to better assess my workload and set realistic deadlines. I’m also learning to delegate tasks when working in a team and communicate more openly about my capacity. By recognizing this tendency and actively working to manage it, I’m becoming more efficient and effective in balancing multiple responsibilities.

Q	How do you ensure continuous learning and development in a fast-evolving field like cybersecurity?(Share any certifications you’re pursuing, webinars you attend, or hands-on projects you undertake.)



6. Final/Wrap-Up Questions:
Do you have any questions for us?
This is your chance to ask insightful questions about Bell’s cybersecurity practices, team culture, or future projects (prepare 2-3 strong questions).


7. Potential Past Questions (Based on what you've shared):
Q	Please explain in your own terms the definition of AI.



Q	Why do you believe AI will impact the future of cybersecurity?
Q	What do you believe to be the biggest impact of technology in the future?


Bonus: Technical Case Study or Scenario-Based Questions
Bell could also ask you to analyze a technical scenario and explain your approach to securing a system or mitigating a risk.
