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Introduction

Welcome to CompTIA Security+ SY0-701 Exam Cram. This book helps you get
ready to take and pass the CompTIA Security+ SY0-701 exam.

"This book is designed to remind you of everything you need to know to pass
the SY0-701 certification exam. Each chapter includes a number of practice
questions that should give you a reasonably accurate assessment of your
knowledge, and, yes, we’ve provided the answers and their explanations for
these questions. Read this book, understand the material, and you’ll stand a
very good chance of passing the real test.

Exam Cram books help you understand the subjects and materials you need

to know to pass CompTTA certification exams. Exam Cram books are aimed
strictly at test preparation and review. They do not teach you everything you
need to know about a subject. Instead, the authors streamline and highlight the
pertinent information by presenting and dissecting the

questions and problems they’ve discovered that you’re likely to encounter on a

CompTTA test.

We strongly recommend that you spend some time installing and working
with security tools and experimenting with the many network and security-
related resources provided with the various operating systems. The Security+
exam focuses on such activities and the knowledge and skills they can provide
you. Nothing beats hands-on experience and familiarity when it comes to
understanding the questions you’re likely to encounter on a certification test.
Book learning is essential, but without a doubt, hands-on experience is the best
teacher of all!

Let’s begin by looking at preparation for the exam.

How to Prepare for the Exam

"This text follows the official exam objectives closely to help ensure your
success. The CompTTA exam covers five domains and 28 objectives. This
book is divided into five parts and 28 chapters, aligning with those domains
and objectives. The official objectives from CompTIA can be found at
https://www.comptia.org/training/resources/exam-objectives.

As you examine the numerous exam topics now covered in Security+, resist the
urge to panic! This book you are reading will provide you with the knowledge
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(and confidence) you need to succeed. You just need to make sure you read it
and follow the guidance it provides throughout your Security+ journey.

Practice Tests

This book is filled with practice exam questions to get you ready! Cram quiz-
zes end each chapter, and each question also includes a complete explanation.

In addition, the book includes two additional full practice tests in the Pearson
"Test Prep software, available to you either online or as an offline Windows
application. To access the practice exams developed with this book, see the
instructions in the “Pearson Test Prep Practice Test Software” section.

In case you are interested in more practice exams than are provided with this
book, Pearson I'T' Certification publishes a Premium Edition eBook and Prac-
tice Test product. In addition to providing, you with two eBook files (EPUB
and PDF), this product provides you with two additional exams’ worth of
questions. The Premium Edition version also offers you a link to the

specific section in the book that presents an overview of the topic covered in
the question, allowing you to easily refresh your knowledge. Learn more at
www.pearsonitcertification.com.

Taking a Certification Exam

After you prepare for your exam, you need to register with a testing center.
You can take this exam either virtually at home or at a testing center. Make
sure you select the option that best suits you. At the time of writing, the cost
to take the Security+ exam is US$404 for individuals. Students in the United
States are eligible for a significant discount. In addition, check with your
employer, as many workplaces provide reimbursement programs for certifica-
tion exams. For more information about these discounts, you can contact a
local CompTIA sales representative, who can answer any questions you might
have. If you don’t pass, you can take the exam again for the same cost as the
first attempt until you pass. The test is administered by Pearson VUE testing
centers, with locations globally. In addition, the CompTTA Security+ certifica-
tion is a requirement for many within the U.S. military, and testing centers are
available on some military bases.

You will have 90 minutes to complete the exam. The exam consists of a maxi-
mum of 90 questions. If you have prepared, you should find that this is plenty
of time to properly pace yourself and review the exam before submission.
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Arriving at the Exam Location

If you do select to take the exam at an exam location, here is what you should
know: As with any other examination, arrive at the testing center early (at least
15 minutes). Be prepared! You need to bring two forms of identification (one
with a picture). The testing center staff requires proof that you are who you
say you are and that someone else is not taking the test for you. Arrive early,
because if you are late, you will be barred from entry and will not receive a
refund for the cost of the exam.

ExamAlert

You'll be spending a lot of time in the exam room. Plan on using the full 90 minutes

allotted for your exam and surveys. Policies differ from location to location regarding
bathroom breaks, so check with the testing center before beginning the exam.

In the Testing Center

You will not be allowed to take into the examination room study materials or
anything else that could raise suspicion that you’re cheating. This includes
practice test material, books, exam prep guides, and other test aids. The testing
center will provide you with scratch paper and a pen or pencil. These days, this
often comes in the form of an erasable whiteboard.

Examination results are available immediately after you finish the exam. After
submitting the exam, you will be notified as to whether you have passed or
failed. We trust that if you are reading this book, you will pass. The test
administrator will also provide you with a printout of your results.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



XXiX
Introduction

About This Book

The ideal reader for an Exam Cram book is someone seeking certification.
However, it should be noted that an Exam Cram book is a very easily readable,
rapid presentation of facts. Therefore, an Exam Cram book is also extremely
useful as a quick reference manual.

The book is designed so that you can either read it cover to cover or jump
across chapters, as needed. Because the book chapters align with the exam
objectives, some chapters may have slight overlap on topics. Where required,
references to the other chapters are provided for you. If you need to brush up
on a topic or if you have to bone up for a second try at the exam, you can use
the index, table of contents, or Table I.1 to go straight to the topics and
questions you need to study. Beyond helping you prepare for the test, we think
you’ll find this book useful as a tightly focused reference on some of the most
important aspects of the Security+ certification.

"This book includes other helpful elements in addition to the actual logical,
step-by-step learning progression of the chapters. Exam Cram books use
elements such as ExamAlerts, notes, and practice questions to make informa-
tion easier to read and absorb. This text also includes a Glossary to assist you.

Reading this book from start to finish is not necessary; it is set up so that you can
quickly jump back and forth to find sections you need to study.

Use the Cram Sheet to remember last-minute facts immediately before the
exam. Use the practice questions to test your knowledge. You can always brush
up on specific topics in detail by referring to the table of contents and the
index. Even after you achieve certification, you can use this book as a rapid-
access reference manual.

Exam Obijectives

Table L1 lists the skills the SY0-701 exam measures and the chapter in which
each objective is discussed.
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TABLE I.1 CompTIA Security+ SY0-701 Exam Domains and Objectives

Exam Domain

1.0 General Security
Concepts

1.0 General Security
Concepts

1.0 General Security
Concepts

1.0 General Security
Concepts

2.0 Threats,
Vulnerabilities, and
Mitigations

2.0 Threats,
Vulnerabilities, and
Mitigations

2.0 Threats,
Vulnerabilities, and
Mitigations

2.0 Threats,
Vulnerabilities, and
Mitigations

2.0 Threats,
Vulnerabilities, and
Mitigations

3.0 Security
Architecture

3.0 Security
Architecture

3.0 Security
Architecture

3.0 Security
Architecture

4.0 Security
Operations

4.0 Security
Operations

4.0 Security
Operations

Objective

1.1 Compare and contrast various
types of security controls.

1.2 Summarize fundamental security
concepts.

1.3 Explain the importance of change
management processes and the
impact to security.

1.4 Explain the importance of using
appropriate cryptographic solutions.

2.1 Compare and contrast common
threat actors and motivations.

2.2 Explain common threat vectors
and attack surfaces.

2.3 Explain various types of
vulnerabilities.

2.4 Given a scenario, analyze
indicators of malicious activity.

2.5 Explain the purpose of mitigation
techniques used to secure the
enterprise.

3.1 Compare and contrast security
implications of different architecture
models.

3.2 Given a scenario, apply security
principles to secure enterprise
infrastructure.

3.3 Compare and contrast concepts
and strategies to protect data.

3.4 Explain the importance of
resilience and recovery in security
architecture.

4.1 Given a scenario, apply common
security techniques to computing
resources.

4.2 Explain the security implications of
proper hardware, software, and data
asset management.

4.3 Explain various activities
associated with vulnerability
management.

Chapter in Book
that Covers It

Chapter 1

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

Chapter 8

Chapter 9

Chapter 10

Chapter 11

Chapter 12

Chapter 13

Chapter 14

Chapter 15

Chapter 16
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Exam Domain

4.0 Security
Operations

4.0 Security
Operations

4.0 Security
Operations

4.0 Security
Operations

4.0 Security
Operations

4.0 Security
Operations

5.0 Security Program
Management and
Oversight

5.0 Security Program
Management and
Oversight

5.0 Security Program
Management and
Oversight

5.0 Security Program
Management and
Oversight

5.0 Security Program
Management and
Oversight

5.0 Security Program
Management and
Oversight

Objective

4.4 Explain security alerting and
monitoring concepts and tools.

4.5 Given a scenario, modify
enterprise capabilities to enhance
security.

4.6 Given a scenario, implement
and maintain identity and access
management.

4.7 Explain the importance of
automation and orchestration related
to secure operations.

4.8 Explain appropriate incident
response activities.

4.9 Given a scenario, use data
sources to support an investigation.

5.1 Summarize elements of effective
security governance.

5.2 Explain elements of the risk
management process.

5.3 Explain the processes associated
with third-party risk assessment and
management.

5.4 Summarize elements of effective
security compliance.

5.5 Explain types and purposes of
audits and assessments.

5.6 Given a scenario, implement
security awareness practices.

The Chapter Elements

Each Exam Cram book has chapters that follow a predefined structure. This
structure makes Exam Cram books easy to read and provides a familiar format
for all Exam Cram books. The following elements typically are used:

» Chapter topics

» Essential Terms and Components

» Cram Quizzes

XXXi
Introduction

Chapter in Book
that Covers It

Chapter 17

Chapter 18

Chapter 19

Chapter 20

Chapter 21

Chapter 22

Chapter 23

Chapter 24

Chapter 25

Chapter 26

Chapter 27

Chapter 28
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» ExamAlerts
» Notes

» Available exam preparation software practice questions and answers

Bulleted lists, numbered lists, tables, and graphics are also used where appropriate.
A picture can paint a thousand words sometimes, and tables can help to associate
different elements with each other visually.

Now let’s look at each of the elements in detail:

» Chapter topics: Each chapter contains details of all subject matter listed
in the table of contents for that particular chapter. The objective of an
Exam Cram book is to cover all the important facts without giving too
much detail. When examples are required, they are included.

» Essential Terms and Components: The start of every chapter contains
a list of terms and concepts you should understand. These are all defined
in the book’s accompanying Glossary.

» Cram Quizzes: Each chapter concludes with multiple-choice questions
to help ensure you have gained familiarity with the chapter content.

» ExamAlerts: ExamAlerts address exam-specific, exam-related informa-
tion. An ExamAlert addresses content that is particularly important,
tricky, or likely to appear on the exam. An ExamAlert looks like this:

ExamAlert

Make sure you remember the different ways in which you can access a router
remotely. Know which methods are secure and which are not.

» Notes: Notes typically contain useful information that is not directly
related to the topic currently under consideration. To avoid breaking up
the flow of the text, they are set off from the regular text.

This is a note.
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Other Book Elements

Most of this Exam Cram book on Security+ follows the consistent chapter
structure already described. However, there are various important elements
that are not part of the standard chapter format. These elements apply to the
entire book as a whole.

» Practice questions: Exam-preparation questions conclude each chapter.

» Answers and explanations for practice questions: These follow each
practice question, providing answers and explanations to the questions.

» Glossary: The Glossary defines important terms used in this book.

» Cram Sheet: The Cram Sheet is a quick-reference guide to important
facts and is useful for last-minute preparation. The Cram Sheet provides a
simple summary of the facts that may be most difficult to remember.

» Companion website: The companion website for your book allows you
to access several digital assets that come with your book, including the
following:

» Pearson Test Prep software (both online and Windows desktop
versions)

» Key Terms Flash Cards application
» A PDF version of the Cram Sheet

To access the book’s companion website, simply follow these steps:

1. Register your book by going to PearsonITCertification.com/register
and entering the ISBN 9780138225575.

2. Respond to the challenge questions.
3. Go to your account page and select the Registered Products tab.

4. Click the Access Bonus Content link under the product listing.

Pearson Test Prep Practice Test
Software

As noted previously, this book comes complete with the Pearson Test Prep
practice test software. These practice tests are available to you either online
or as an offline Windows application. To access the practice exams that were
developed with this book, see the following instructions.
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How to Access the Pearson Test Prep
(PTP) App

You have two options for installing and using the Pearson Test Prep applica-
tion: a web app and a desktop app. To use the Pearson Test Prep application,

start by finding the registration code that comes with the book. You can find
the code in these ways:

» You can get your access code by registering the print ISBN
(9780138225575) on pearsonitcertification.com/register. Make sure to use
the print book ISBN regardless of whether you purchased an eBook or
the print book. After you register the book, your access code will be
populated on your account page under the Registered Products tab.
Instructions for how to redeem the code are available on the book’s
companion website by clicking the Access Bonus Content link.

» If you purchase the Premium Edition eBook and Practice Test directly
from the Pearson I'T Certification website, the code will be populated
on your account page after purchase. Just log in at pearsonitcertification.
com, click Account to see details of your account, and click the Digital
Purchases tab.

After you register your book, your code can always be found in your account on the
Registered Products tab.

Once you have the access code, to find instructions about both the Pearson Test
Prep web app and the desktop app, follow these steps:

Step 1: Open this book’s companion website, as shown earlier in this
Introduction, under the heading, “Other Book Elements.”

Step 2: Click the Practice Test Software button.

Step 3: Follow the instructions listed there for both installing the desktop app
and using the web app.

Note that if you want to use the web app only at this point, just navigate to
pearsontestprep.com, log in using the same credentials used to register your
book or purchase the Premium Edition, and register this book’s practice tests
using the registration code you just found. The process should take only a
couple of minutes.
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Customizing Your Exams

In the exam settings screen, you can choose to take exams in one of three
modes:

» Study Mode
» Practice Exam Mode

» Flash Card Mode

Study Mode allows you to fully customize your exams and review answers as
you are taking the exam. This is typically the mode you use first to assess your
knowledge and identify information gaps. Practice Exam Mode locks certain
customization options, as it presents a realistic exam experience. Use this mode
when you are preparing to test your exam readiness. Flash Card Mode strips
out the answers and presents you with only the question stem. This mode is
great for late-stage preparation, when you really want to challenge yourself to
provide answers without the benefit of seeing multiple-choice options. This
mode will not provide the detailed score reports that the other two modes will,
so it should not be used if you are trying to identify knowledge gaps.

In addition to these three modes, you can select the source of your questions.
You can choose to take exams that cover all of the chapters, or you can narrow
your selection to just a single chapter or the chapters that make up specific
parts in the book. All chapters are selected by default. If you want to narrow
your focus to individual chapters, simply deselect all the chapters and then
select only those on which you wish to focus in the Objectives area.

You can also select the exam banks on which to focus. Each exam bank comes
complete with an exam of targeted questions that cover topics in every chapter.
The Cram Quizzes printed in the book are available to you and two additional
exams of unique questions. You can have the test engine serve up exams from
all banks or just from one individual bank by selecting the desired banks in the
exam bank area.

There are several other customizations you can make to your exam from the
exam settings screen, such as the time you are allowed for taking the exam, the
number of questions served up, whether to randomize questions and answers,
whether to show the number of correct answers for multiple-answer questions,
and whether to serve up only specific types of questions. You can also create
custom test banks by selecting only questions that you have marked or
questions on which you have added notes.
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Updating Your Exams

If you are using the online version of the Pearson Test Prep software, you
should always have access to the latest version of the software as well as the
exam data. If you are using the Windows desktop version, every time you
launch the software, it will check to see if there are any updates to your exam
data and automatically download any changes that were made since the last
time you used the software. You must be connected to the Internet at the time
you launch the software.

Sometimes, due to many factors, the exam data may not fully download when
you activate an exam. If you find that figures or exhibits are missing, you may
need to manually update your exams. To update a particular exam you have
already activated and downloaded, simply select the Tools tab and click the
Update Products button. Again, this is only an issue with the desktop
Windows application.

If you wish to check for updates to the Pearson Test Prep exam engine
software, Windows desktop version, simply select the Tools tab and click the
Update Application button. This will ensure you are running the latest version
of the software engine.

Contacting the Authors

Hopefully, this book provides you with the tools you need to pass the
Security+ SY0-701 exam. Feedback is appreciated. You can follow and
contact the authors on X (formerly known as Twitter) @martyweiss and
@robshimonski.

Thank you for selecting our book; we have worked to apply the same concepts
in this book that we have used in the hundreds of training classes we have
taught. Spend your study time wisely and you, too, can achieve the Security+
designation. Good luck on the exam, although if you carefully work through
this text, you will certainly minimize the amount of luck required!

Figure Credits

Figure 8.1: WannaCry

Figure 18.4: WatchGuard Technologies, Inc.

Figure 18.1, 18.2, 18.5-18.7, 19.1: Microsoft Corporation
Figure 19.2: Apple, Inc
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PART 1

General Security
Concepts

This part covers the following official Security+
SY0-701 exam objectives for Domain 1.0, “General
Security Concepts”:

» 1.1 Compare and contrast various types of security controls.
» 1.2 Summarize fundamental security concepts.

» 1.3 Explain the importance of change management processes
and the impact to security.

» 1.4 Explain the importance of using appropriate cryptographic
solutions.

For more information on the official CompTIA Security+ SY0-701 exam
topics, see the section “Exam Objectives” in the Introduction.

General security topics can vary widely; however, one of the most com-
monly seen topics that revolves around most applications of general secu-
rity practices is in discussing security controls. For the Security+ exam,
you will need to compare and contrast various types of security controls,
specifically when used in various situations, questions, and use cases. In
this chapter, we will cover the four categories of security controls, which
are technical, managerial, operational, and physical. Next, we will cover the
control types: preventive, deterrent, detective, corrective, compensating,
and directive. Other security concepts covered in the next few chapters will
be understanding fundamental security concepts such as CIA and AAA,
gap analysis assessments, how to apply physical security, and the con-
cepts of zero trust. Many other topics will be covered as well. You will need
to know how to explain the importance of change management processes
and its impact to security. This will require you to understand the concepts
of version control, documentation, and the specific business processes and
workflows needed to avoid issues from improper change control functions.
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Lastly, you will need to explain the importance of using appropriate crypto-
graphic solutions. This section of the book will provide a lot of coverage on
cryptographic solutions such as PKI, different types of encryption, tools you
can use, hashing, salting, handling keys, and certificates. A lot of acronyms
are used here, but do not worry—the next few chapters will explain all of
the details around these topics and what you need to know for the exam!
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CHAPTER 1
Security Controls

This chapter covers the following official Security+
exam objective:

» 1.1 Compare and contrast various types of security controls.

Essential Terms and Components

v

Control categories
Technical
Managerial
Operational
Physical

Control types
Preventive
Deterrent
Detective
Corrective

Compensating

VVVVVVYVYVYVYYVY

Directive

Nature of Controls

"To compare controls, it is helpful to understand their general tax-
onomy. A control is simply a defense or countermeasure put in place
to manage risk. If a risk cannot be completely avoided or transferred,
but the organization is not willing to completely accept the risk, the
most appropriate action is to mitigate the risk. Controls can be clas-
sified into several categories, and some controls can apply across
various types. At a high level, control categories are classified as tech-
nical, managerial, operational, and physical. Controls can be further
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classified by their functional use or type or according to the time period during
which they are acted upon. For example, functionally, they can be classified as
preventive, deterrent, detective, corrective, compensating, and directive.

You can apply four general categories of controls to mitigate risks, typically by
layering defensive controls to protect data with multiple control types. This
technique is called a layered defensive strategy, or defense in depth. These are the
four control categories:

» Technical: Technical controls are security controls executed by tech-
nical systems. Technical controls include logical access control systems,
security systems, encryption, and data classification solutions.

» Managerial: Managerial controls (or administrative controls) include
business and organizational processes and procedures, such as security
policies and procedures, personnel background checks, security awareness
training, and formal change-management procedures. They are usually
controlled and promulgated by people.

» Operational: Operational controls include organizational culture and
physical controls that form the outer line of defense against direct access
to data, such as protecting backup media; securing output and mobile file
storage devices; and paying attention to facility design details, including
layout, doors, guards, locks, and surveillance systems.

» Physical: Physical controls are security controls that apply to specific
applications of systems that provide security to the physical location and
physical (unlike logical) application of security in the enterprise. These
systems include (but are not limited to) sensors (motion, fire, water),
CCTYV and other types of camera systems, magnetic door locks, keyless
systems, biometric systems, alarms, and key locks.

Functional Use of Controls

The categories of controls just described can be further classified by their func-
tional use or based on the time when they are in use. The following sections
describe these control types and provide examples of each:

» Preventive
» Deterrent

» Detective
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» Corrective
» Compensating

» Directive

Consider the importance of having both detection controls and preventive
controls. In a perfect world, we would need only preventive controls. Unfortu-
nately, not all malicious activity can be prevented. As a result, it is important to
make detection controls part of a layered security approach. For example, the
best-protected banks use both detective controls and preventive controls. In
addition to preventive controls such as locks, bars, and security signs, the bank
probably has various detective controls such as motion detectors and cash reg-
ister audits.

ExamAlert

Controls work together as a security system and provide layered defense mecha-
nisms for defense in depth.

Preventive Controls

Preventive controls attempt to prevent unwanted events by inhibiting the
free use of computing resources. Preventive controls are often hard for users
to accept because they restrict free use of resources. Examples of preventive
administrative controls include security awareness, separation of duties, access
control, security policies and procedures, intrusion prevention systems (IPSs),
data loss prevention (DLP) solutions, firewalls, and antivirus/antimalware.

Deterrent Controls

Deterrent controls are intended to discourage individuals from intentionally
violating information security policies or procedures. Deterrents do not neces-
sarily have to be designed to stop unauthorized access. As the name implies,
these controls need to help deter access. They usually take the form of a pun-
ishment or consequence that makes performing unauthorized activities unde-
sirable. Deterrence involves detecting violations that are attached to some form
of punishment that the intruder fears. Examples of deterrent controls are warn-
ings indicating that systems are being monitored. Perhaps you have seen or
know someone who has a “Beware of Dog” sign but doesn’t actually have a dog.
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Detective Controls

Detective controls attempt to identify unwanted events after they have
occurred. Common technical detective controls include audit logs/trails, IDSs,
system monitoring, checksums, and antimalware. Common physical detective
controls include motion detectors, CCTV monitors, and alarms. Administrative
detective controls are used to determine compliance with security policies and
procedures. They can include security reviews and audits, mandatory vacations,
and rotation of duties.

Corrective Controls

Corrective controls are reactive and provide measures to reduce harmful
effects or restore the system that is being affected. Examples of corrective con-
trols include operating system upgrades, data backup restoration, vulnerability
mitigation, and antimalware.

Compensating Controls

Compensating controls are alternative controls that are intended to reduce
the risk of an existing or potential control weakness. Compensating controls are
not a shortcut to compliance or security. They come into play when a business
or technological constraint exists and an effective alternative control is used

in the current security threat landscape. For example, if separation of duties is
required but duties cannot be separated because of company size, compensating
controls should be in place. These can include audit trails and transaction logs
that someone in a higher position reviews. The credit card industry introduced
compensating controls in the Payment Card Industry Data Security Standard
(PCI DSS) to give organizations alternative security requirements if they can’t
meet the tough standards due to legitimate technical or business constraints.
Since then, it has been an important part of applying security controls and
keeping things secure.

We need look no further than our daily lives to find examples and analogies

of the various types of controls we encounter every day. In your digital life,
you might have met someone who doesn’t want to incur the cost (monetary
and perceived technical) of running antimalware software. That person might
compensate, for example, by being extra careful and navigating to only well-
known, trusted websites. Or consider parents traveling with a baby but without
the normal control of a crib’s high rails. Perhaps you can already see the com-
pensating control of the child sleeping in between the parents in bed or among
pillows on the floor.
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Functional Use of Controls

In another practical example, consider that most organizations have well-
defined standards for controls that are commensurate with the risk. One such
standard might require third-party web-based applications to enforce at least
12-character alphanumeric passwords. If the vendor does not support this, of
course, an organization can try to demand it, but until it is a real possibility, the
organization can decide not to use that vendor or perhaps consider a temporary
measure, such as detailed logging and monitoring of session events or frequent
password changes.

Directive Controls

Directive controls are also used to persuade individuals not to violate policies
and procedures as a form of risk management. These types of controls provide
guidance or education so that individuals are taught, learn, or are instructed

on what they should or should not do after an event has occurred. Similar to a
deterrent control, they are used to provide control through awareness. Exam-
ples of these types of controls can be programs such as phishing awareness
classes or tutorials as well as email newsletters. Another form of directive con-
trols is the policies and procedures put in place to ensure compliance with how
to act in accordance with security requirements provided by an organization.

Did you notice that antimalware is listed as an example for several types of controls?
Antimalware is preventive because it can block certain potentially dangerous file
types from being downloaded. It is detective because it can identify and alert admin-
istrators when a file is infected with malware. Finally, it is corrective because it can
quarantine or fix infected files.

ExamAlert

Some controls can be multiple types. A visible camera, for example, serves as
a detective control (if actively monitored) and also as a deterrent to a would-be
attacker, which makes it preventive as well. Without active monitoring by a security

guard, however, cameras are likely useful only for later analysis to identify the actor
and means following an incident. Security guards, on the other hand, easily serve as
both preventive and detective controls. In addition, a security guard can be a correc-
tive control by initiating an immediate response to an incident and potentially alerting
others about the identified threat.
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Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Which of the following are functional control types? (Select three.)
A. Deterrent

. Preventive

00O

B
C. Compensating
D. Detective

2. A recent audit revealed that most of the organization is not properly handling
sensitive data correctly. To address this shortcoming, your organization is imple-
menting computer security awareness training. What type of control is this?

O A. Technicalw
Managerial

Detective

O
O
O

oo w

. Physical

3. Which of the following are considered detective type controls? (Select three.)
O A. Audit logs/trails

. IPS

. IDS

. System monitoring

0 00
oow

Cram Quiz Answers

Answer 1: A, B, and D. Functional controls can be deterrent, preventive, detective, and
corrective. Compensating controls are alternative controls put in place to reduce the risk
of an existing or potential control weakness. Therefore, Answer C is incorrect.

Answer 2: B. This is an example of a managerial or administrative control. Answers A,
C, and D are incorrect. While technical controls such as data classification systems and
DLP can help address this situation, security awareness training is not of a technical or
logical nature. Awareness training can serve a functional use (for example, deterrent,
preventive, detective, or corrective), but given the situation, this was not a detective
functional control.

Answer 3: A, C, and D. Detective controls attempt to identify unwanted events after
they have occurred. Common technical detective controls include audit logs/trails, intru-
sion detection systems (IDSs), and system monitoring. Answer B is incorrect because an
intrusion prevention system (IPS) is a preventive control type.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



9
What Next?

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



This page intentionally left blank

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



CHAPTER 2

Fundamental Security
Concepts

This chapter covers the following official Security+
exam objective:

» 1.2 Summarize fundamental security concepts.

Essential Terms and Components

v

Confidentiality, integrity, and availability (CIA)
Non-repudiation

Authentication, authorization, and accounting (AAA)
Authenticating people

Authenticating systems

Authorization models

Gap analysis

Zero Trust

Control plane

Adaptive identity

Threat scope reduction

Policy-driven access control

Secured zones

Data plane

Subject/system

Policy engine

Policy administrator

Policy enforcement point

Physical security

Bollards

VVVVVVVVVVVVVYVYVYVYVYVYVYYVY

Access control vestibule
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Fencing

Video surveillance
Security guard
Access badge
Lighting

Sensors

Infrared

Pressure
Microwave
Ultrasonic
Deception and disruption technology
Honeypot
Honeynet

Honeyfile

VVVVVVVVYVYVYVYVYVYYVY

Honeytoken

Confidentiality, Integrity, and
Availability (CIA)

Confidentiality, integrity, and availability are the three foundational concepts of
information security. Together they are referred to as the CIA triad, and these
principles form the basis for designing and implementing effective security
measures to protect data and systems. Therefore, everything you do and every
decision you make will be based at a minimum on these three foundational
concepts.

» Confidentiality focuses on keeping data secure and private as well as
ensuring that security measures are in place for preventing unauthorized
users from accessing it. Encryption and access control lists (ACLs) are
commonly used to provide confidentiality.

» Integrity focuses on the overall protection of a data’s original state,
ensuring data is accurate and has not been tampered with maliciously or
corrupted due to unintended alterations. Hashing is commonly used to
verify the integrity of data.
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Authentication, Authorization, and Accounting (AAA)

» Availability focuses on the ability to provide data and services as needed,
ensuring they are reliable, resilient, and available, even if a disaster occurs.
Fault tolerant and backup systems are implemented to ensure availability.

Non-Repudiation

Non-repudiation is a cybersecurity principle that ensures that a party cannot
deny the authenticity of their actions or transactions. It provides evidence that
a particular action or transaction has occurred and that the parties involved
cannot deny their involvement. This is typically achieved through crypto-
graphic techniques such as digital signatures or timestamps, which create a
tamper-evident record of events.

Non-repudiation is crucial for maintaining accountability, establishing trust,
and resolving disputes in digital transactions.

ExamAlert

Make sure you can clearly pick out of a lineup confidentiality, integrity, availability,

and non-repudiation for the exam. Review them until you are clear what the purpose
of each is.

Authentication, Authorization, and
Accounting (AAA)

The AAA framework is a foundational concept in cybersecurity and network
management. It provides a comprehensive approach to controlling access to
resources and monitoring user/system activities within a system or network.

Before we dive into AAA, it is important to note that identification needs to
happen first. Therefore, in future you may see this referred to as IAAA, but for
the Security+ exam it is still referred to as AAA. However, we can’t ignore iden-
tification. Therefore, identification is the process of claiming an identity, such
as providing a username, email address, smartcard, fingerprint, pre-shared key,
or some other form of identifier. Note that identification alone does not verify
the claimed identity; it simply states who the user/system claims to be and is
the initial step in the AAA framework, preceding authentication.
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Authentication is the process of validating an identity. This is done by com-
paring the identity provided during identification with a database of acceptable
and approved identities. If there is a match you are authenticated, and if there
is not a match, you are not authenticated. Note that you can authenticate
people and authenticate systems, and different methods will typically be
used for each:

» People are typically authenticated using emails, passwords, biometrics,
PKI certificates, or MFA.

» Systems are typically authenticated using digital certificates, pre-shared
keys, or dynamic access keys.

Authorization is the process that determines what actions the user is permit-
ted to take or what resources the user is permitted to access based on their veri-
fied identity during authentication. Authorization ensures that users have only
the appropriate access privileges they need to do their job. Therefore, autho-
rization gives us the ability to apply very granular controls and ensure users
only have access to what they need to have access to. There are many different
authorization models you will need to know for the Security+ exam. They
are covered in Chapter 19, “Identity and Access Management.”

Accounting keeps track of the resources a user/system accesses by record-
ing authentication and authorization actions. Accounting functions log session
statistics and usage information, which can then be used for management tasks
such as access control and resource utilization. Additional capabilities include
billing, trend analysis, and capacity planning. Implementing the accounting
component of AAA requires special server considerations.

ExamAlert

For the exam, be clear what the purpose of each A of AAA is for.

Gap Analysis

A gap analysis is a strategic tool used to assess the variance, or “gap,” between
the current state of a process, system, organization, or project and its desired
state or objectives. It involves comparing existing practices, performance, or
capabilities against predefined criteria, standards, or goals.

By using a gap analysis, you can identify any areas where the current state falls
short of the desired state and close those gaps by making changes.
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Therefore, a gap analysis helps you prioritize improvements and develop action
gap analy psyoup p p

plans to bridge the gap. This process is crucial for identifying opportunities for

growth, optimizing performance, and achieving strategic objectives.

For the Security+ exam, gap analysis is part of Objective 1.2, which requires
you to “summarize fundamental security concepts.” Therefore, that is all you
need to know. However, let’s go over a few examples so you can have an advan-
tage on the exam.

Let’s say you want to identify your attack surface exposure. In this example,
you could conduct a gap analysis and identify locations within your network or
within your infrastructure that are exposed and vulnerable to exploit or attack.
Another form of gap analysis mitigation could be to conduct your analysis and
find a gap where your staff is not able to conduct incident handling. The analy-
sis could conclude that you need to ensure that education becomes an impor-
tant part of your training program as a result. Yet another example could be to
conduct a gap analysis of your data access and conclude that there is a gap in
how your vendors are providing credentials that can be exploited. For example,
the naming convention could be generic and not name a user (for instance,
username is vendorl) and therefore not pinpoint who actually logged in and
used the account.

Zero Trust

We'll begin by stating that everything you need to know for the Security+ exam
about Zero Trust comes straight from NIST Special Publication 800-207,
which can be viewed by accessing the documentation at https://csrc.nist.gov/
pubs/sp/800/207/final.

"To help you focus and prepare for the exam, we will point out the specific terms
and definitions from the exam objectives that you need to comprehend.

Zero Trust architecture is a cybersecurity framework that operates on the
principle of never trusting, always verifying. It assumes that threats can exist both
inside and outside a network, and, thus, no entity should be trusted by default.
Access controls and security measures are implemented based on strict identity
verification, continuous monitoring, and least privilege access principles, ensur-
ing that only authorized users and devices can access resources, regardless of
their location or network environment.

The Zero Trust architecture is broken into two different planes: the control
plane and the data plane. NIST SP 800-207 has a diagram on page 9 showing
the control plane and the data plane.
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» Control plane: Used to centrally manage and enforce security policies
across an organization’s network, applications, and resources. It serves as
the orchestrator of authentication, authorization, and other security con-
trols, facilitating continuous verification of user and device identities and
enforcing least privilege access. An example of a device that would be in
the control plane is a RADIUS server.

» Data plane: Used to securely facilitate the transmission and processing
of data. It ensures that data remains protected as it moves between
users, devices, and applications, regardless of their location or network
environment. The data plane implements encryption, segmentation, and
other security measures to safeguard data against unauthorized access,
interception, or tampering. An example of a device that would be in the
data plane is an access layer switch.

In addition, for the exam you need to be able to summarize the following Zero
"Trust concepts:

» Adaptive identity: Refers to the dynamic and context-aware nature of
user identities and access controls within the Zero Trust architecture.
This involves continuously assessing user identities, their behaviors, and
the exact context of their access attempts to make real-time decisions
about granting or denying access to resources. Adaptive identity solu-
tions may use various factors such as the user’s location, the type of device
they are using, the time of access, and any other behavioral analytics to
adapt access controls dynamically based on the perceived risk level. This
enhances security by allowing your environment to adjust access privi-
leges dynamically in response to changing circumstances, reducing the
risk of unauthorized access and data breaches.

» Threat scope reduction: Refers to the practice of minimizing the
potential attack surface and limiting the impact of security breaches by
segmenting the network and implementing strict access controls. This
will involve breaking the network into smaller, isolated segments or
micro-perimeters and enforcing access controls based on the principle
of least privilege. This approach enhances security by compartmental-
izing resources and data, limiting exposure to threats, and minimizing the
potential damage from security breaches.

» Policy-driven access control: Refers to the practice of enforcing
access controls based on predefined security policies rather than rely-
ing solely on network perimeters or trust assumptions. This involves
specifying granular rules and conditions that govern access to resources,
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applications, and data, considering factors such as user identity, device
posture, location, and contextual information. These policies dictate who
can access what resources, under what conditions, and with what level of
permissions. Policy-driven access controls help you enforce the principle
of least privilege, ensuring that users and devices have only the necessary
access required to perform their tasks securely.

Secured zones: Refers to logical or physical segments of a network

that have enhanced security measures in place to protect sensitive assets
or resources. Secured zones are typically isolated from other parts of

the network and are subject to stringent access controls and monitor-

ing. Access to secured zones is granted based on the principle of least
privilege, where users and devices are only allowed access to resources
necessary for their roles or tasks. Secured zones often employ additional
security measures such as encryption, authentication, and segmentation to
mitigate the risk of unauthorized access or data breaches.

Subject/system: A “subject” refers to an entity seeking access to
resources within the system. This entity can be a user, device, applica-
tion, or any other entity requiring access. Subjects are authenticated and
authorized before being granted access to resources within the system. A
“system” refers to the infrastructure, applications, data, or services that
subjects are trying to access within the environment. Systems can encom-
pass a wide range of resources, including servers, databases, cloud services,
and applications. For example, Alice (subject), an employee of a company,
is using her laptop (device) to access the resources in the company’s finan-
cial database. The company’s financial database (system) contains the sen-
sitive financial information that Alice needs access to.

Policy engine: According to page 9 of NIST SP 800-207, the policy
engine (PE) is the “component responsible for the ultimate decision to
grant access to a resource for a given subject. The PE uses enterprise
policy as well as input from external sources (e.g., CDM systems, threat
intelligence services) as input to a trust algorithm to grant, deny, or
revoke access to the resource. The PE is paired with the policy admin-
istrator component. The policy engine makes and logs the decision (as
approved, or denied), and the policy administrator executes the decision.”

Policy administrator: According to page 9 of NIST SP 800-207, the
policy administrator (PA) is the “component responsible for establishing
and/or shutting down the communication path between a subject and a
resource (via commands to relevant PEPs). It would generate any session-
specific authentication and authentication token or credential used by
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a client to access an enterprise resource. It is closely tied to the PE and
relies on its decision to ultimately allow or deny a session. If the session is
authorized and the request authenticated, the PA configures the PEP to
allow the session to start. If the session is denied (or a previous approval is
countermanded), the PA signals to the PEP to shut down the connection.
Some implementations may treat the PE and PA as a single service; here,
it is divided into its two logical components. The PA communicates with
the PEP when creating the communication path. This communication is
done via the control plane.”

» Policy enforcement point: According to page 10 of NIST SP 800-
207, the policy enforcement point (PEP) is the “system responsible for
enabling, monitoring, and eventually terminating connections between a
subject and an enterprise resource. The PEP communicates with the PA
to forward requests and/or receive policy updates from the PA. This is a
single logical component in ZTA but may be broken into two different
components: the client (e.g., agent on a laptop) and resource side (e.g.,
gateway component in front of a resource that controls access) or a single
portal component that acts as a gatekeeper for communication paths.
Beyond the PEP is the trust zone hosting the enterprise resource.”

ExamAlert

For the exam, your goal is to be able to summarize the components of the Zero

Trust architecture (ZTA), which means if you are given a definition, you know which
component to pick, or if you are given a component, you know what the definition is.

Physical Security

Physical security refers to measures and strategies that are implemented to
protect physical assets, people, and facilities from unauthorized access, damage,
theft, or harm.

Physical security is made up of a wide range of practices, technologies, and
procedures designed to secure physical spaces, equipment, and information
from various threats and is essential for safeguarding assets, ensuring safety,
maintaining compliance with regulations, and mitigating risks to business
operations. Physical security complements cybersecurity measures to provide
comprehensive protection against threats.
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ExamAlert

Be familiar with all of the physical security measures we cover and make sure you
can pick the correct one based on a set of security requirements.

Bollards

To enhance the security of critical or vulnerable facilities, physical access
control structures or barricades can be used to protect against unauthorized
people, vehicles, explosives, and other threats. Barricades provide a high level of
protection and can withstand direct-impact forces. Vehicle barricades often are
used in restricted areas to stop a vehicle from entering without proper autho-
rization. A common barricade in many environments is a bollard, a short post
that prevents vehicles from entering an area. Crash-rated barriers and bollards
provide the best security but can be costly. Other examples of vehicle barricades
include drop-arm gates, active bollard systems, planters, and crash barrier gates.
Bollards are typically a deterrent and preventive measure.

Access Control Vestibules

An access control vestibule is a holding area between two entry points that
gives security personnel time to view a person before allowing them into the
internal building. One door of an access control vestibule cannot be unlocked
and opened until the opposite door has been closed and locked. In the most
basic implementation of an access control vestibule, one door connects to the
non-secured area, and the other door connects to the secured area. Access con-
trol vestibules are often used to prevent tailgating and used in areas such as data
centers. Access control vestibule doors are operated mainly via radio-frequency
identification (RFID) cards and the floors can be sophisticated enough to
record a person’s weight coming in and out. Access control vestibules are
typically a deterrent, detective, and preventive measure.

ExamAlert

An access control vestibule is a small physical access control space between a

secure area and an unsecure area consisting of two locking doors. One door must
close before the other door can be opened, creating a temporary “trapped” space.
Access control vestibules were formerly known as mantraps.
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Signs, Fencing, and Gates

Some organizations are bound by regulations to warn employees and visitors
about workplace hazards. One of the most common ways to accomplish this
warning is to use signs. Warning signs can be both informative and deterring.
For example, if an organization deals in caustic chemicals, signs warning of
the chemicals can inform visitors while also deterring intruders. Agencies such
as the Occupational Safety and Health Administration (OSHA), American
National Standards Institute (ANSI), and National Electrical Manufacturers
Association (NEMA) have established specifications for safety signs.

A common deterrent is a fence or similar device that surrounds an entire
building. A fence keeps out unwanted vehicles and people. One factor to con-
sider in fencing is the height. The higher the fence, the harder it is to get over.
"To deter intruders, fence height should be 6 to 7 feet. For areas that need to be
more secure, or to provide protection against a determined intruder, the fence
should be 8 feet tall, with barbed wire on top.

Another factor to consider is the fence material. Removing wooden slats or
cutting a chain-link fence with bolt cutters is much easier than drilling through
concrete or block. Keep in mind that if the fence is not maintained or the area
around it is not well lit, a fence can easily be compromised.

Another form of fencing is data center cage fencing, a secure cage that provides
an additional physical security layer.

Where fences are used, gates usually control access through the fencing. They
can be staffed or unstaffed. One of the main advantages of using automatic
gates is the capability to use keycard readers and touchpad systems to control
entry and exit. Unstaffed gates allow entry only to people who have clearance
to enter an area. An additional benefit of using an automatic gate with keycard
readers is that the system maintains a log of all area entries and exits. Hybrid
staffed and automatic systems use a feature that checks entry via intercom,; the
gate can be opened when verification is complete. This type of system is often
used for visitors and outside vendors. Depending on the type of gate or fence, it
could be a deterrent or preventive measure.

Video Surveillance

Video surveillance uses security cameras to monitor and record what is hap-
pening within the cameras’ field of view. These cameras should be secure and
never tampered with. In addition, the recording service should be able to record
long periods of time without overwriting, and not be accessible by those who are
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not authorized. Another concern should be the quality of the recorded video and
audio, because poor quality video and audio will be difficult to work with when
they are needed. Typically, video surveillance is a deterrent and detective measure.

Security Guards

A security guard is an individual employed by an organization or hired from
a security service provider to protect people, assets, and premises from various
security threats.

The primary purpose of a security guard is to provide a visible and proactive deter-
rent against unauthorized access, theft, vandalism, and other security incidents.
Security guards can patrol designated areas, monitor surveillance systems, enforce
access control procedures, and respond to alarms or incidents as they occur.

Security guards may also perform tasks such as checking identification,
conducting security screenings, and assisting with emergency evacuations.

Access Badge

One of the most commonly used forms of physical access control, aside from a
lock and key, is the access badge/ID badge/proximity card/key card. An access
badge is a physical card with embedded technology such as RFID or smart
chips, which allow it to communicate with access control systems for authentica-
tion and authorization purposes. When presented to a card reader or proximity
reader at an entry point, the access badge is used to verify the user’s identity and
permissions, granting or denying access based on predefined security policies.

For example, you can assign someone in a hospital only access to floor 1, which
is secured by doors requiring badge access. If that same user goes to floor 2 and
swipes their badge, they will not gain access.

Lighting

From a safety perspective, too little light can provide opportunities for crimi-
nals, and too much light can create glare and blind spots, resulting in potential
risks. Protective lighting improves visibility for checking badges and people at
entrances, inspecting vehicles, and detecting intruders both outside and inside
buildings and grounds. Protective lighting should be located where it will
illuminate dark areas and be directed at probable routes of intrusion.

Proper placement and positioning of fixtures can dramatically reduce glare.
In areas where crime is a concern, install lamps with a higher color-rendering
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index. Bright lighting and cameras reduce the likelihood that an area will
experience unauthorized access attempts. A good design provides uniform
lighting, minimizes glare, is compatible with CCTV, and complies with local
light pollution and light trespassing ordinances. Regular maintenance ensures
that the safety and security of both people and property are not compromised.
Twice annually, conduct an audit of all exterior lighting.

Sensors

Sensors are devices or systems designed to detect and respond to specific
physical stimuli or events within an environment. These stimuli could include
motion, sound, heat, light, vibration, or changes in environmental conditions
like temperature or humidity. Sensors play a crucial role in security by provid-
ing real-time monitoring and detection of potential threats or anomalies.

For the Security+ exam, you need to be able to pick out of a lineup the
following types of sensors:

» Infrared: A type of sensor that detects infrared radiation emitted or
reflected by objects in its field of view and works based on the principle
that all objects with a temperature above absolute zero emit heat in the
form of infrared radiation. Infrared sensors can detect motion by sensing
changes in infrared radiation caused by movement within their detec-
tion range. They can measure the temperature of objects by detecting the
infrared radiation emitted by them and therefore are used in temperature
measurement devices, thermal imaging cameras, and non-contact ther-
mometers. They can even measure distance by emitting infrared radiation
and detecting its reflection off nearby objects.

» Pressure: A type of sensor that can measure the amount of force that
is being applied to something. For example, a floor pressure sensor can
measure when someone or something enters a certain space since the
pressure on the floor will increase. A pressurized pipe, if broken, triggers
an alarm since the pressure has decreased.

» Microwave: A type of sensor that uses microwave radiation to detect
objects or movements in its vicinity. These sensors emit microwave
pulses and then measure the reflections or changes in the transmitted
signals caused by objects moving within their detection range. Typically,
a microwave sensor is used to detect motion by measuring changes in the
frequency or phase of microwave signals reflected off moving objects.
However, they can also be used to detect proximity, speed, and the level of
an object like liquid.
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» Ultrasonic: A type of sensor that uses ultrasonic waves, which are sound
waves with frequencies higher than the upper audible limit of human
hearing, to measure distances to or detect the presence of objects. When
an object enters an area, it can disrupt and cause a break in the ultrasonic
waves, which can then trigger an alarm.

Deception and Disruption Technology

A honeypot is a system configured to simulate one or more services in an
organization’s network. It is a decoy that is left exposed in hopes that a bad
actor bites. When an attacker accesses a honeyport, their activities are logged
and monitored by other processes so that those actions and methods can be
later reviewed in detail. In the meantime, the honeypot distracts the attacker
from valid network resources and gives you the chance to learn about their
TTPs (tactics, techniques, and procedures).

A honeynet is simply a collection of honeypots and therefore creates a func-
tionally appearing network that can be used to study an attacker’s behavior.
Honeynets use specialized software agents to create seemingly normal network
traffic. Honeynets and honeypots can distract attackers from valid network
content and help an organization obtain valuable information on attackers’
TTPs. They also provide early warning of attack attempts that might later be
waged against more secure portions of the network.

A honeyfile is simply data in the form of files, folders, images, and more, used
as a way to bait intruders to access them. They would contain fake information/
data but would be named something enticing like “staff executive compensation
packages” or “super secret data.” Just like a honeypot, a honeyfile can be used to
see who accesses it and learn more about their T'T'Ps.

A honeytoken is similar to a honeyfile, but the difference is that the file,
image, and so on will contain a tracking token. Therefore, not only can you use
the honeytoken to learn about the T'TPs of the attackers, but you can also trace
the honeytoken into the attackers’ systems.

ExamAlert

Think of honeypots, honeyfiles, honeynets, and honeytokens as traps that make
it possible to fight unauthorized system access. They distract attackers from valid

network content, enable you to study and learn an attacker’s methods, and provide
a potential early warning of attack attempts that might later be waged against more
secure portions of the network.
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Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Which of the following fundamental security concepts refers to ensuring that data
has not been tampered with or modified by unauthorized parties?

A.

00O

Non-repudiation

B. Authorization
C.
D. Availability

Integrity

2. Which security concept focuses on controlling access to resources based on
strict identity verification, continuous monitoring, and least privilege principles?

A.

00O

Zero Trust

B. Gap analysis
C.
D

. Deception and disruption technology

Physical security

3. Employees in your data center have reported that suspicious activity has been
taking place that should be reviewed and assessed. There is a suspected entry
into the data center in an overnight shift that was deemed unauthorized. As the
manager, you need to try to find out if someone accessed the data center at a
specific time and exactly who it was. What should you use to identify the potential
unauthorized access that would result in the most success?

O A
O B.

O c.
O D.

Ask the on-duty security guard
Check the surveillance tape that has been recorded
Check the sensors and whether any have been triggered

Check the sign-in logs for data center access

4. Which security measure involves using changes in temperature to detect motion?

O A

O
O
O

O ow

Pressure sensor
Microwave sensor
Ultrasonic sensor

Infrared sensor
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5. Which of the following is a type of deception and disruption technology that can
be used to divert attackers from accessing valuable data by providing them with
false information?

A. Access badge
B. Honeytoken

C. Bollards
D

. Non-repudiation

© 00O

Cram Quiz Answers

Answer 1: C. Integrity ensures that data remains accurate, complete, and unaltered.

It ensures that data has not been tampered with or modified by unauthorized parties.
Answer A is incorrect because non-repudiation refers to the ability to verify the origin
of a message or transaction and prevent individuals from denying their involvement.
Answer B is incorrect because authorization determines what actions or resources
users are allowed to access after they have been authenticated. Answer D is incorrect
because availability ensures that information is accessible and usable when needed by
authorized users.

Answer 2: A. Zero Trust is a cybersecurity framework that operates on the principle of
“never trusting, always verifying.” It involves controlling access to resources based on
strict identity verification, continuous monitoring, and least privilege principles, ensuring
that access is granted only to authorized users and devices, regardless of their location
or network environment. Answer B is incorrect because a gap analysis is a strategic tool
used to assess the variance between the current state of a process or system and its
desired state. Answer C is incorrect because physical security involves measures and
strategies implemented to protect physical assets, people, and facilities from unauthor-
ized access, damage, theft, or harm. Answer D is incorrect because deception and
disruption technology involves using techniques such as honeypots, honeynets,
honeyfiles, and honeytokens to deceive and disrupt attackers.

Answer 3: B. Check the surveillance tape that has been recorded to identify who may
have accessed the data center and at what time. This is the best solution out of all the
answers to provide you with the answer to both items (who and when) and it is unbi-
ased. The video camera highlights the exact point of entry, and the recorded data is
timestamped. Answer A is incorrect because the on-duty security guard may not have
been on duty during the attempted access, and it may not be an accurate accounting of
the event, as the guard may not have seen the access or been at the right place at the
right time. Answers C and D are both distractors. Checking sensors and data logs will
not provide you with who accessed the data center and when they may have done so.

Answer 4: D. Infrared sensors use infrared waves to detect motion and presence with-
out physical contact. They emit and detect infrared radiation to measure changes in
temperature, making them suitable for applications such as motion detection, proximity
sensing, and presence detection. Answer A is incorrect because pressure sensors mea-
sure pressure, force per unit area, exerted on its surface. Answer B is incorrect because
microwave sensors use microwave radiation to detect motion and presence without
physical contact. They emit microwave pulses and measure the reflections or changes in
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the transmitted signals caused by objects moving within their detection range. Answer C
is incorrect because ultrasonic sensors use ultrasonic waves to detect motion and
presence without physical contact.

Answer 5: B. A honeytoken is a type of cybersecurity measure that belongs to the
category of deception technology. Unlike physical security measures or sensors, hon-
eytokens are digital or virtual baits (for example, fake credentials or decoy database
entries) designed to mimic the data that attackers might find valuable. When attackers
interact with these honeytokens, their activities can be monitored and analyzed, provid-
ing insights into their methods and intentions without risking actual data or systems.
This makes honeytokens an effective tool for detecting and diverting cyber threats.
Answer A is incorrect because access badges are used to control access to buildings,
rooms, or secured areas by authenticating the identity of individuals trying to gain entry.
Answer C is incorrect because bollards are a physical security feature used to prevent
vehicular access to certain areas or to protect vulnerable structures from vehicle-
based threats. Answer D is incorrect because non-repudiation refers to the ability to
verify the origin of a message or transaction and prevent individuals from denying their
involvement.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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CHAPTER 3

Change Management
Processes and the
Impact to Security

This chapter covers the following official Security+
exam objective:

» 1.3 Explain the importance of change management processes and
the impact to security.

Essential Terms and Components

v

Business processes impacting security operations
Approval process

Ownership

Stakeholders

Impact analysis

Test results

Backout plan

Maintenance window
Standard operating procedure
Technical implications

Allow lists/deny lists
Restricted activities
Downtime

Service restart

Application restart

Legacy applications
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Dependencies
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» Documentation
» Updating diagrams
» Updating policies/procedures

» Version control

Change Management

When you’re looking to ensure a high security posture for your organization,
reduce risk, and be positioned to quickly mitigate issues, there is nothing more
critical than change management. Change management is an age-old service
or practice (most noted in the Information Technology Infrastructure Library
(ITIL) framework) where change is controlled through processes and policy to
ensure that all changes that take place are known and documented and, if not,
are at least captured so that they can be responded to in the case of emergency
or incident. Today’s change management practice revolves around and perme-
ates all current services, processes, and functions so that the confidentiality,
integrity, and availability of services can be upheld and relied upon at all times.
In this chapter, we will explore the importance of change management pro-
cesses and their impact to security.

Business Processes Impacting
Security Operations

Business processes impacting security operations refers to any activi-
ties and workflows that can affect the efficiency and effectiveness of security
operations. These business processes encompass a wide range of activities and,
when not managed properly, can introduce security risks or weaken the over-
all security posture of an organization. Always remember that from a security
perspective, change is your enemy, and if that is your mindset going forward,
you will be able to uphold confidentiality, integrity, and availability (CIA) dur-
ing changes because you will be more focused on security. Since a multitude
of business processes can impact security, they must be clearly understood and
handled in a manner that continues to ensure a high security posture so that as
the changes continue to roll in and challenge the current security posture, you
are able to maintain the necessary level of security. We will now examine vari-
ous business processes that can impact security operations that the Security+
exam expects you to know.
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Approval Process

An approval process ensures that any proposed changes are reviewed and
authorized by relevant stakeholders before implementation, thereby reducing
the risk of introducing security vulnerabilities. Normally a change management
approval board meeting is conducted by an organization, where all proposed
changes to take place are brought up, discussed, and approved. The approval
process of change is different depending on the organization conducting it;
however, more times than not, it is common for an approval process to follow
an organizational hierarchy. For example, there is a need to replace a wire-

less access point (WAP) that may be outdated or has reached capacity limits,
impacting performance. It may need to be upgraded to supply a higher level

of encryption. Regardless of the work that needs to be done, a change ticket
should be put in place, and the change should be approved by someone review-
ing the work. This is the approval process at a very low level. At a higher level,
larger changes that are more impactful may require higher levels of approval
to be acceptable. This is important when it comes to security so that there is

a record of the change. Also, this places the responsibility and accountability
on those who are reviewing the work performed. From a security architecture
perspective, this ensures a higher level of control over possible issues that can
cause risk due to the change because of the approvals of those who are now
accountable.

Ownership

Ownership assigns specific individuals or teams the responsibility for manag-
ing and overseeing a change, thus ensuring accountability and clear points of
contact. When someone conducts the approved change, they are accountable
for the outcomes, reporting, and final review of what has changed in the envi-
ronment. The ownership lies with those in the chain of approval, but mostly
with those who approved the work at the highest level. Also, ownership is
shared, where the person conducting the change work is also an owner of the
task and is therefore accountable.

Stakeholders

Stakeholders are all individuals or groups affected by a change, whose input
and buy-in are crucial for the successful and secure implementation of the
change. Therefore, it is imperative when making a change that you consult with
all the stakeholders to make sure the change will impact them in a positive way
and not a negative way.
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Impact Analysis

Impact analysis evaluates the potential effects of a proposed change on the
organization’s operations, security posture, and existing systems, identifying
any risks or issues that need to be addressed. Work to be done, especially with
change management that could impact security operations, should always be
run through an impact analysis process. The impact analysis is done to iden-
tify key stakeholders, considerable risks, and possible outcomes based on the
changes to be made. This helps the control board make a more educated
suggestion on the level, priority, and associated risks with the proposed change.

Test Results

Test results provide evidence from testing environments that a change will
function as intended without compromising security, ensuring that any poten-
tial issues are identified and resolved before deployment. Therefore, when
considering a change to an environment, you should test it. Those tests and test
results should be submitted as part of the impact analysis and reviewed with the
stakeholders. If any security implications are considered or new risks associated
with the change are created, they should be discussed and considered as pos-
sible items that could create security issues post-change.

Backout Plan

A backout plan is a predefined strategy for reversing a change if it causes
unforeseen problems or security issues, allowing for the quick restoration of
the previous stable state. Backout plans are normally the implementation plan
in reverse, plus or minus a few caveats. Backout plans can and should be at the
ready, tested and reviewed, known to the change team and those conducting the
change, and be put into motion if a change has been deemed a failure. A failure
can also be a timing issue. For example, if your maintenance window is 1 hour
and you are 45 minutes into a change that has been delayed and you will not
make the 1-hour window, you may have to back out and try again at another
time.

Maintenance Window

A maintenance window is a scheduled period during which changes are
implemented, typically chosen to minimize the impact on business operations
and reduce the risk of security incidents during the process. The maintenance
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window for most organizations will likely occur during work hours that are
least impactful. So, if you wanted to make a big change and replace a network
router that could take down an entire data center if the change goes wrong,
would you do it during the busiest time of your workday or the least busi-

est? Almost always, the least busiest time is selected. Most change control and
change management boards will accept and approve changes but also suggest
that they be performed within the allocated maintenance window that is known
to the organization as a “safer time” to do work.

Standard Operating Procedure (SOP)

A standard operating procedure (SOP) is a set of step-by-step instructions
that outline the processes and best practices for implementing changes, ensur-
ing consistency, compliance, and security across the organization. SOPs can be
any set of instructions that are taken to conduct tasks relevant to the service or
function they support. When you’re considering how change impacts business
operations and security operations, SOPs on how to conduct risk assessments,
pen tests, or other vulnerability scans post-change can be and should be done as
per organizational policy and procedure.

ExamAlert

Make sure you know each of the business processes impacting security operations
in case you are asked a question about any of them.

Technical Implications

There are many business processes that impact security operations and

cause technical implications or create the need for special technical handling.
Technical implications are the specific technical consequences and consid-
erations that arise from implementing changes within an organization’s I'T
environment. These implications can directly affect the security, performance,
and functionality of systems and applications. When considering how to navi-
gate change in an environment and how it relates to or impacts your security
posture, you should focus on the key areas of the Security+ exam, which are
centered around allow and deny lists, restricted activities, downtime, service
restarts, application restarts, handling of legacy applications, and other
dependencies. Let’s explore these items now.
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Allow Lists/Deny Lists

The first technical challenge for security operations comes in the form of allow
lists and deny lists. Allow lists (once known as whitelists) permit only speci-
fied applications or entities to access a system, while deny lists (once known
as blacklists) block specified applications or entities, ensuring that only trusted
and approved resources can interact with the system. The technical implication
of a failure in an allow or deny list can be catastrophic to any organization try-
ing to maintain a high security posture. For example, if a mistake is made on
an allow list, you may have intruders accessing your environment. If you make
a mistake on a deny list, you may have created a self-inflicted denial of service

(DoS).

The importance of reviewing and testing any access control variable prior to
deploying a change can help to alleviate mishandling of allowable or denied
access to and from organizational resources. This in turn can be helpful for
security operations teams looking to maintain a healthy and secure environ-
ment not impacted by change.

ExamAlert

Remember the technical implications of changes in allow and deny lists, which can
be among the most common misconfigurations in your environment. For example,

a misconfigured access control list (ACL) on a router or firewall can quickly allow
ports, protocols, or IP addresses into an area that was previously locked down and
controlled.

Restricted Activities

Restricted activities are specific actions or operations that are limited or pro-
hibited to protect the security and integrity of systems and data, preventing unau-
thorized or potentially harmful activities. If at any time a change is made to one
of these restricted activities by accident or on purpose, it could lead to dire con-
sequences for your organization. Therefore, it is imperative that proper change
control measures are in place to make sure any changes to restricted activities

are properly assessed for risk and authorized before the changes proceed.

Downtime

Downtime is the period during which a system or service is unavailable due
to maintenance, upgrades, or unexpected issues, impacting business operations
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and potentially exposing the system to security vulnerabilities if not properly
managed. Therefore, downtime is the enemy of technology. In many cases,
downtime can mean different things. First, downtime is time allocated for a sys-
tem, service, or function to be in a down state. That means it’s not operational
and not providing a service. Scheduled downtime would be when a system or
service is scheduled to be down for a period of time. Unscheduled downtime
can be any time a system or service is spent in a down state that was unplanned.
This can map to outages, incidents, or problems that create a down state for the
system or service.

Downtime impacts security operations in a variety of ways. First, based on
what is down, this creates impact and incident handling of the service or sys-
tem. Security operations teams must react to the downtime, especially if the
downtime is a security system. Also, if it’s an unplanned outage, there are many
reasons why the reason needs to be investigated. Is it due to a threat? Does the
downed system create a risk? When it comes back online, does it come back in
a healthy state? Was high availability in place but did not work? Must disaster
recovery be implemented? There are so many ways downtime can impact
security operations.

Service Restart

Service restart involves stopping and starting a service or process as part of
implementing a change, which can temporarily disrupt functionality but is
often necessary to apply updates or reconfigure settings. Many times, when
changes are implemented, there is a need to get systems in sync, and this
may require a service restart. Another scenario is when something is changed
and causes a service failure, which may require a service restart. Either way,
often when you’re making a change, system services must be restarted, which
may not just impact the system but those who have been trying to use it. For
example, the printing service (spooler) may have failed on a system upgrade
and needs to be restarted to allow those using the printer the ability to use and
access the shared printer service through the upgraded system.

Application Restart

Application restart is the process of closing and reopening an application to
apply changes, updates, or configurations, which may cause a brief interrup-
tion in service and impact user productivity. Application restarts are much like
system restarts. Instead of the system service restart on a Linux, Windows, or
macOS system impacting those users on the system, the application restart
impacts a wider grouping of users and causes outages and lack of access to the
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required application. For example, an upgrade to a cloud-based software as a
service (SaaS) application may require a restart, causing all clients and custom-
ers of the application to wait for the application to return to service.

Legacy Applications

Legacy applications are outdated software systems that may not be sup-
ported or updated regularly, posing security risks due to potential vulnerabili-
ties and compatibility issues with newer systems. Therefore, they can create

a host of problems and technical implications based on change—the first

one being the fact that legacy systems are usually older and unsupported, so
changes to these systems pose a very high risk to those making the changes.
Legacy applications may require software, firmware, and hardware that is no
longer made, in service, or functional. Also, the systems may no longer be
under a support contract; therefore, the vendor cannot provide assistance when
issues or problems arise. Legacy systems can be a nightmare for security opera-
tions teams for these same reasons. When something is no longer supported,

it can create a host of supportability issues since bug fixes, hot fixes, and other
“security-related” issues may not be supported or fixable post-change.

Dependencies

Dependencies are the interconnections between different software, hardware,
and services, where changes to one component can impact the functionality and
security of others, necessitating careful coordination and testing. For example,
if you want to upgrade a system for compliance reasons and that update
requires software updates, this may create challenges for other components
that are dependent on the system, including software libraries. Upgrading one
component can cause a chained impact across multiple applications based on
the dependencies shared between them.

Another implication can come from the fact that handling a change on one sys-
tem may inadvertently impact another because of a dependency shared between
the two. This may create risk across systems based on the scope and impact of
the desired or proposed change.

ExamAlert

Make sure you know each of the technical implications in case you have to pick one
out of a lineup for the exam.
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Documentation

Documentation is a critical part of every organization, operation, and
function. It provides the blueprint, roadmap, and “how to” for many who need
to know about systems, services, and functions in an enterprise. Although some
forms of documentation have already been covered (for example, SOPs), there
are many others, such as technical diagrams, workflow charts, policy and pro-
cess diagrams, and much more. These are critical to not only learning but also
to following issues as they occur. For example, when changes are made and
operations are impacted, documentation is needed to be able to visualize the
point of break, where an IP address may be, what closet on a floor is impacted,
what steps to follow in a required process, what backout plan step is next, and
SO on.

In the context of change management, documentation plays a critical role in
ensuring that all changes are accurately recorded, communicated, and under-
stood by relevant stakeholders. Having detailed records of changes, including
who approved and implemented them, provides accountability and makes it
easier to trace the origins of issues that arise post-change. In addition, by
documenting changes and their potential impacts, you can better anticipate
and mitigate risks, ensuring that security controls are not inadvertently com-
promised. Also, documentation serves as institutional memory, preserving
knowledge of system configurations, procedures, and changes for current and
future team members. This is especially valuable when experienced staff leave
or new personnel are onboarded.

Updating diagrams involves maintaining accurate and up-to-date visual
representations of the organization’s I'T" infrastructure, network architecture,
system configurations, and data flows. These diagrams provide a clear and
comprehensive view of how different components interact, and they help in
understanding the current state of the system, which is essential for planning
and implementing changes.

Accurate diagrams enable I'T teams to identify potential impacts and dependen-
cies of proposed changes, ensuring that all components function harmoniously.
In addition, during incident response, these diagrams serve as a quick reference
to identify affected areas and expedite troubleshooting and remediation efforts.
Therefore, up-to-date diagrams are vital for compliance and audit purposes,
demonstrating that the organization maintains a thorough understanding of its
IT environment and proactively manages changes.

Updating policies/procedures is about ensuring that all organizational
guidelines, protocols, and standard operating procedures (SOPs) reflect the
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latest changes and best practices. Policies provide the overarching framework
that governs the organization’s approach to security, risk management, and
compliance. Procedures, on the other hand, offer detailed, step-by-step instruc-
tions for performing specific tasks. When changes occur, whether they involve
new technologies, processes, or regulatory requirements, it’s essential to update
these documents to align with the current operational environment. This
ensures that all employees are aware of and adhere to the latest protocols,
minimizing the risk of security breaches due to outdated or incorrect practices.
Additionally, well-documented policies and procedures facilitate consistent
implementation of security measures, support training and onboarding of new
staff, and ensure readiness for audits and compliance assessments.

Version Control

"The primary function of change management is to control project or product
changes, so they meet both the defined scope and customer expectations.
The capability to manage changes is a necessary component for quality in all
products and services.

Change management goes hand in hand with version control. Version control
is about the management of changes to documents, code, configurations, and
all other digital assets. It requires the tracking and documenting of changes to
ensure that every modification is recorded with a unique identifier such as a
version number. Version control is crucial in the change management processes
of both software development and I'T operations. Version control systems
(VCSs) such as Git, Subversion, and Mercurial are commonly used to facilitate

this.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Your organization is holding a change control meeting to validate the need to
update key systems to a new version of a supported operating system. The board
agrees on the implementation plan and provides approval to move forward. What
is required if there is an issue and the change cannot be completed?

A. Backout plan
. Migration plan

00O

B
C. Safety plan
D. Impact analysis
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2. As a security analyst, you are engaged in an outage that is impacting key systems
in your organization. You have reviewed the changes for the last 24 hours and
identified that a key system impacted is on the change list. Since multiple
systems are impacted, you can assess that there might be a chained outage
across systems. Why might there be a chained outage across systems?

A. Service failure

. Dependency

0000

B
C. Legacy system
D

. Downtime procedure

3. As a security analyst, you are attempting to respond to an incident causing alerts
to flood your systems. It seems that you are now seeing a flood of pings (ICMP
messages) when prior to the change window you did not. What is the most likely

cause?
O A. Failed legacy driver
O B. Backdoor access
O €. Poor version control
O D. Misconfigured access list

4. As a security analyst, you are being alerted to a system problem after a change
has been made. You open the network diagram to get the IP address of the
system in order to investigate the system. You try to access the system but it is
not responding to pings or any other access attempt via its IP address. You are
able to access the application via a web browser using its hostname without
issue. What is the most likely reason you cannot connect to the IP address to
manage the system?

A. ltis alegacy system that no longer uses IP.

. The system is in a DoS state.

O 00O

B
C. The process diagram has incorrect steps.
D

. The network diagram has not been updated after the change.

Cram Quiz Answers

Answer 1: A. A backout plan is needed if the change fails and needs to be reversed.
Answer B is incorrect because there is no need for a migration plan since it doesn’t back
out the change. Answer C is incorrect because a safety plan is not required to back out
a change. Answer D is incorrect because an impact analysis is done before the changes
are made and wouldn’t help with a backout plan.

Answer 2: B. Dependencies refer to the interconnections between different software,
hardware, and services, where changes to one component can impact the functionality
and security of others, necessitating careful coordination and testing. In this case,

a change on one system has impacted other systems; therefore, dependency is the
correct answer. Answer A is incorrect because a service failure would not create a
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chained outage across other systems not connected to that one system’s service.
Answer C is incorrect because even though a legacy system could create a chained
outage across systems, the best answer based on the scenario and what you learned in
this chapter is dependency. Answer D is incorrect because a downtime procedure is a
procedure, not a technology impact.

Answer 3: D. A misconfigured access list has created an access list issue allowing the
use of ICMP, where a ping flood attack can be performed. Answer A is incorrect because
a driver would not typically create a flood of pings. Answer B is incorrect because
backdoor access would not typically create a flood of pings. Answer C is incorrect
because this is not a documentation problem.

Answer 4: D. After the change, nobody updated the diagram, and therefore the diagram
likely has the wrong IP listed. Answers A, B, and C all provide issues, but none map to
the fact that you are unable to connect to the IP after the change.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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CHAPTER 4
Cryptographic
Solutions

This chapter covers the following official Security+
exam objective:

» 1.4 Explain the importance of using appropriate cryptographic
solutions.

Essential Terms and Components

v

Public key infrastructure (PKI)
Public key

Private key

Key escrow

Encryption

Full disk

Partition

File

Volume

Database

Record
Transport/communication
Asymmetric

Symmetric

Key exchange

Algorithms

Key length

Trusted Platform Module (TPM)
Hardware security module (HSM)

Key management system

VVVVV VYV VYV VVVVVVYVYVYVYYVY

Secure enclave
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Obfuscation

Steganography

Tokenization

Data masking

Hashing

Salting

Digital signatures

Key stretching

Blockchain

Open public ledger

Certificates

Certificate authorities

Certificate revocation lists (CRLs)
Online Certificate Status Protocol (OCSP)
Self-signed

Third-party

Root of trust

Certificate signing request (CSR)
Generation

Wildcard

VVVVVVV VYV VVVVYVYVYVYVYVYYVY

Public Key Infrastructure (PKI)

A public key infrastructure is a solution that provides cryptographic abilities
to create secure communications. To begin to understand the applications and
deployment of a public key infrastructure (PKI), you should understand

the various pieces that make up a PKI. A PKI is a vast collection of varying
technologies and policies for the creation and use of digital certificates. A PKI
encompasses certificate authorities, digital certificates, and a variety of tools,
systems, and processes. Digital certificates are a critical component in providing
secure systems. Digital signatures are digitally signed data blocks, and they
provide several potential functions but most notably are used for identification
and authentication purposes. The requirement for certificates adds complexity.
"This chapter discusses how these certificates are generated and managed.
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The basic concepts of public and private keys play an important role in PKI.
This infrastructure makes use of both types of keys and lays a foundation for
binding keys to an identity via a certificate authority (CA). This gives the sys-
tem a way to securely exchange data over a network using an asymmetric key
system. For the most part, this system consists of digital certificates and the
CAs that issue the certificates. These certificates identify individuals, systems,
and organizations that have been verified as authentic and trustworthy.

Symmetric key cryptography requires a key to be shared. For example, sup-
pose the password to get into the clubhouse is “open sesame.” At some point

in time, this key or password needs to be communicated to other participating
parties before it can be implemented. PKI provides confidentiality, integrity,
and authentication by overcoming this challenge. With PKI, it is not necessary
to exchange the password, key, or secret information in advance. This is useful
when involved parties have no prior contact or when exchanging a secure key is
neither feasible nor secure.

PKI is widely used to provide secure infrastructure for applications and net-
works, including access control, resources from web browsers, and secure email.
PKI protects information by providing the following:

» Identity authentication
Integrity verification

Privacy assurance

»

>

» Access authorization

» ‘Transaction authorization
| 2

Nonrepudiation support

ExamAlert

A public key infrastructure consists of technologies and policies for the creation and
use of digital certificates.

Public and Private Key Usage

Digital certificates and key pairs can be used for various purposes, including
privacy and authentication. The security policy of an organization using a key
or the CA defines the purposes and capabilities for the certificates issued.
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"To achieve privacy, users need the public key of the individual or entity they
want to communicate with securely. This public key is used to encrypt the data
that is transmitted, and the corresponding private key is used on the other end
to decrypt the message.

ExamAlert

You can obtain another’s public key (which is freely available to anyone) and use it

to encrypt a message to that person. As a result, that person can use their private
key, which no one else has, to decrypt the message. The public and private keys are
mathematically related.

Authentication is achieved by digitally signing the message being transmitted.
To digitally sign a message, the signing entity requires access to the private key.

In short, the key usage extension of the certificate specifies how the private key

can be used—either to enable the exchange of sensitive information or to create
digital signatures. In addition, the key usage extension can specify that an entity
can use the key both for the exchange of sensitive information and for signature
purposes.

In some circumstances, dual or multiple key pairs might be used to sup-

port distinct and separate services. For example, an individual in a corporate
environment might require one key pair just for signing and another just for
encrypting messages. Another example is a reorder associate who has one key
pair to use for signing and sending encrypted messages and another one that is
restricted to ordering equipment worth no more than a specific dollar amount.
Multiple key pairs require multiple certificates because the X.509 certificate
format does not support multiple keys. The X.509 certificate is what validates
your connection and use by using a signed certificate through a CA.

Key Escrow

Key escrow occurs when a CA or another entity maintains a copy of the pri-
vate key associated with the public key signed by the CA. This scenario allows
the CA or escrow agent to have access to all information encrypted using the
public key from a user’ certificate and to create digital signatures on behalf

of the user. Therefore, key escrow is a sensitive topic in the PKI community.
Harmful results might occur if the private key is misused. Because of this issue,
key escrow is not a favored PKI solution.
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Despite public concerns about escrow for private use, key escrow is often
considered a good idea in corporate PKI environments. In most cases, an
employee of an organization is bound by the information security policies of
that organization (which usually mandate that the organization has a right

to access all intellectual property generated by a user and to any data that an
employee generates). In addition, key escrow enables an organization to over-
come the large problem of forgotten passwords. Instead of revoking and reis-
suing new keys, an organization can generate a new certificate using the private
key stored in escrow.

ExamAlert

Key escrow is used for third-party custody of a private key.

Encryption

Encryption is used to secure an unsecured medium. There is a lot to unpack
here, so let’s begin by saying that, put simply, encryption allows for the encod-
ing of information, which allows for plaintext to be seen alternatively as cipher-
text. Using ciphers and cryptography, if the encoded (encrypted) information is
seen by those it is not intended for, it is generally unusable without the ability
to decode it. The use of cryptosystems allows for such methods to take place.

A cryptosystem or cipher system provides a method for protecting information
by disguising it in a format that only authorized systems or individuals can read.
The use and creation of such systems is called cryptography. Cryptography
involves turning plaintext into ciphertext (encryption) and then turning cipher-
text into plaintext (decryption). Specifically, encryption protects confidentiality
and safeguards data integrity.

Related to cryptography, an algorithm is a mathematical procedure or
sequence of steps taken to perform encryption and decryption. You can think of
an algorithm as a cooking recipe, with the ingredients needed and step-by-step
instructions. Algorithms are used in conjunction with a key for encryption and
decryption. The process of encryption is based on two important principles:

» Confusion: The plaintext input should be significantly changed in the
resulting ciphertext. More technically, each bit of the resulting cipher-
text should depend on numerous parts of the key to hide any connection
between the two, making it difficult to reverse from ciphertext to plain-
text without the key.
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» Diffusion: If the plaintext is changed, no matter how minor the change,
at least half of the ciphertext should also change—and vice versa. Like
confusion, diffusion makes things more difficult for an attacker. Specifi-
cally, diffusion mitigates the capability to identify patterns that might help
break the cipher.

Levels and Types

When considering encryption and its importance, one must also plan on how
it will be used and deployed. The Security+ test requires you to know specifics
on applying encryption to entire disks, volumes, partitions, files, records, and
databases.

One method for applying encryption is to encrypt an entire disk. For example,
consider you have a single hard disk drive (HDD). If you wanted to encrypt and
safeguard the entire disk, you would use full-disk encryption methods. This

is helpful if the system you are using is stolen because if anyone tries to gather
any information, it’s unlikely due to the encryption of the disk. For example, if
you had a Windows 11 laptop and you applied BitLocker device encryption via
the Trusted Platform Module (TPM), you would be able to secure the disk so
that if the laptop is stolen, it has the best chance of remaining secure.

Also, parts of a disk can be secured with encryption. This is helpful, for exam-
ple, if you want to secure only a disk partition (that is, a part of your disk).

A partition is a logical segment of a physical disk carved out for use. So, for
example, if you have a 100GB disk and wanted to create a C: drive and also a
D: drive out of it, you can partition both logical drives to use a portion of the
total allocated space available. Once you create that logical drive (for example,
D), you can encrypt that partition specifically. Next, volume encryption (like
partition-based encryption) only encrypts a subset of information on the disk,
and in this instance, anything organized as a volume. Logically, this is similar
to partition-based encryption; however, volumes organize data like rooms in
a building. If you want to secure one room (or volume), use volume-based
encryption.

The next level down would be to encrypt specific organizational items stored
on disks, such as files, databases, and records. File-level encryption may be one
of the most commonly used forms of encryption today. As files are sent, moved,
retrieved, and used, they must be protected if security is a concern. Using a
human resources (HR) record, as an example, let’s say a personnel file must
remain secure. You can use file-level encryption on the file and store it or send
it. This way, it cannot be read if it falls in the wrong hands. Many tools are
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available, both old and new, that provide file-level encryption, including native
system tools, the operating systems the files are created on, as well as other
vendor tools.

ExamAlert

Remember that file-level security includes files as well as the folders in which they
are stored and organized.

In the case of Microsoft tools, the Encrypting File System (EFS) can be used
to encrypt files on a BitLocker-protected drive, and this can help to bridge the
two technologies from a higher full-disk-level security posture down to the file
and folder level.

Full disk encryption (FDE), also called whole disk encryption, is commonly
used to mitigate the risks associated with lost or stolen mobile devices and
accompanying disclosure laws.

ExamAlert

Full disk encryption (FDE) can be either hardware or software based. Unlike file- or

folder-level encryption, FDE is meant to encrypt the entire contents of a drive—even
temporary files and memory.

FDE involves encrypting the operating system (OS) partition on a computer
and then booting and running with the system drive encrypted at all times. If
the device is stolen or lost, the OS and all the data on the drive become unread-
able without the decryption key.

Unlike selective file encryption, which might require the end user to take
responsibility for encrypting files, encryption of the contents of an entire drive
takes the onus off individual users.

As an example of full disk encryption, BitLocker is an FDE feature included
with certain Microsoft Windows OSs. It is designed to protect data by provid-
ing encryption for entire volumes. By default, BitLocker uses the Advanced
Encryption Standard (AES) encryption algorithm.

Encrypting File System (EFS) is a feature of Microsoft Windows OSs that
provides file system-level encryption. EFS enables files to be transparently
encrypted to protect confidential data from attackers who gain physical access
to the computer. By default, no files are encrypted, so the encryption must be
enabled. The user encrypts files on a per-file, per-directory, or per-drive basis.
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Some EFS settings can be implemented through Group Policy in Windows
Active Directory domain environments, which gives the organization a bit
more control.

It is not unusual for end users to sacrifice security for convenience, espe-
cially when they do not fully understand the associated risks. Nevertheless,
along with the benefits of whole disk encryption come certain trade-offs. For
example, key management becomes increasingly important because loss of the
decryption keys could render the data unrecoverable. In addition, although
FDE might make it easier for an organization to deal with a stolen or lost
device, the fact that the entire drive is encrypted could present management
challenges, including the inability to effectively control who has unauthorized
access to sensitive data.

ExamAlert

After a device with FDE is booted and running, it is just as vulnerable as a drive that
has no encryption on it.

The term self-encrypting drive (SED) is often used when referring to FDE on
hard disks. The Trusted Computing Group (TCG) security subsystem storage
standard Opal provides industry-accepted standardization SEDs. A SED auto-
matically encrypts all data in the drive, preventing attackers from accessing the
data through the OS. SED vendors include Seagate Technology, Hitachi,
Western Digital, Samsung, and Toshiba.

Firmware and hardware implement common cryptographic functions. Disk
encryption that is embedded in the hard drive provides performance very close
to that of unencrypted disk drives; the user sees no noticeable difference from
using an unencrypted disk. Advantages of hardware drive encryption include
faster setup time, enhanced scalability, improved portability, and better system
performance. Disadvantages include lack of management software and weak
authentication components. Coupled with hardware-based technologies, a
SED can achieve strong authentication. You can use hardware drive encryption
to protect data at rest because all the data—even the OS—is encrypted with a
secure mode of AES.

ExamAlert

With hardware drive encryption, authentication happens on drive power-up either

through a software preboot authentication environment or with a BIOS/UEFI pass-
word. Enhanced firmware and special-purpose cryptographic hardware are built into
the hard drive.
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To effectively use FDE products, you should also use a preboot authentication
mechanism. That is, the user attempting to log on must provide authentication
before the operating system boots. Thus, the encryption key is decrypted only

after another key is input into this preboot environment. Vendors offer a vari-

ety of preboot authentication options, such as the following:

» Username and password: This is typically the least secure option.

» Smart card or smart card-enabled USB token along with a PIN: This
option provides two-factor functionality, and the smart card can often be
the same token or smart card currently used for access elsewhere.

» Trusted Platform Module (TPM): TPM can be used to store the
decryption key.

Full disk encryption is especially useful for devices taken on the road by people
such as traveling executives, sales managers, and insurance agents. For example,
on Windows-based laptops, FDE implementations could include combining
technologies such as a TPM and BitLocker. TPM is covered in more detail
later in this chapter. Because encryption adds overhead, FDE is typically not
appropriate for a computer in a fixed location with strong physical access con-
trol unless the data is extremely sensitive and must be protected at all costs.

The database is one of the next most common items used in organizations
today where data needs to be secured with encryption. Much like the full disk
systems, your database, or DB, is similar to the full disk where the records
within it are similar to the files. To secure a database with encryption, you can
use the following methods. There are many ways to encrypt a database; the
three most common formats are symmetric, transparent, and column-level.
With symmetric encryption, you can use a series of keys (public and private) to
transform the data used by the DB into ciphertext. This will provide encryp-
tion-level security to your entire data store within the DB. Once it’s encrypted,
you can use the private key to decrypt data.

The next (and most commonly used form) of encryption is transparent encryp-
tion, which focuses on data at rest. Data at rest is data stored in the DB and not
being used.

ExamAlert

Database encryption “at rest” is one of the more common forms of data encryption,

so whether data is in transit or at rest, it can be encrypted and secured. Transparent
encryption is normally used for data at rest.
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The last type or method is column-level encryption, which allows specific parts
of the DB (in this case, columns) to be encrypted as needed. All methods are
important to remember and deploy as needed based on your business require-
ments and level of concerning risk.

"To secure records with encryption, you can use record-level encryption, which
applies another level of depth to your DB security where you can also encrypt
records stored within it. The main reason you would want to apply this more
granular level of security would be if you had records that were incredibly sen-
sitive and needed to be a priority if your entire DB was compromised.

Transport and Communication Encryption

The use of encryption continues to grow within and across organizations.
Specifically, transport layer encryption—through the use of Secure Sockets
Layer (SSL)/ Transport Layer Security (I'LS)—is now used by default. It is
used to encrypt and secure data as it is sent via communication from endpoint
to endpoint. It is applied to systems residing within organizational boundar-
ies as well as to mobile and cloud applications. The world is going “dark,” to
use a phrase from intelligence organizations. While this has a positive impact
on data confidentiality, it is challenging for organizations that are required to
monitor and ensure the safe use of their employees’ data. Encryption can be
used, for example, to hide malicious activity and malware, and it can also be
used to ensure that data isn’t confidentially shared with someone with whom it

shouldn’t be shared.

"To overcome these blind spots and allow security administrators to enforce
acceptable use policies and stop encrypted threats, organizations look to sys-
tems that provide visibility into encrypted traffic flows. SSL/TLS decryption
appliances and services are used for the following reasons:

» Monitoring of application performance
» Cloud services monitoring

» Malware detection

» Data loss prevention

» Forensic analysis
Solutions to manage encrypted traffic typically provide policy-based traffic

direction and can improve performance.

Decrypting SSL/TLS traffic is only part of the equation. After decryption, the
data has to be forwarded to the appropriate device for inspection. Analysis of
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the decrypted content is a joint effort and includes devices such as IDSs/IPSs,
firewalls, secure web gateways, and DLP solutions. What device the packets

go to depends on the policies in place. Much like SSL/TLS acceleration, SSL/
TLS decryption can be offloaded to encrypted traffic management solutions.
Further, network devices or systems beyond just DLP might require access to
the decrypted traffic, and decrypted traffic can be forwarded to the appropriate
device based on policies.

Cryptographic Algorithms

Cryptographic algorithms and keys work together. A key determines the output
of a cryptographic algorithm and consists of a random string of bits. Keys used
in cryptography provide for secrecy. In fact, a principle known as Kerckhofts’s
principle (from the nineteenth century) states that “only secrecy of the key pro-
vides security.” This is particularly important in relation to the associated algo-
rithms. An algorithm itself does not need to be (and should not be) kept secret.
Depending on the type of algorithm used, either the same key is used for both
encryption and decryption or else different yet mathematically related keys are
used.

Keys also need to be of an appropriate key strength or key length to prevent
brute-force attacks. Key size is expressed as the number of bits in the key used
by the algorithm. The longer the key, the more difficult it is to crack. When a
key is generated, it needs to be done in such a way that the key contains enough
entropy, or randomness. Modern cryptography relies on random numbers.
However, pseudo-random numbers are also commonly used so that the num-
bers appear to be random, at least statistically, but are not truly so. An initializa-
tion vector (IV) is a fixed-size input of a random or pseudo-random value. In
cryptography, an IV, for example, helps ensure that each message is encrypted
differently. You would not want the same message, encrypted with the same
key, to have the same resulting ciphertext. A nonce can also be used as an IV.

A nonce is a random or pseudo-random number that is used only once and is
associated with a time stamp. Nonces are commonly used with authentication
protocols to ensure that older authentication messages cannot be reused.

Key Stretching

Passwords are often thought of as keys because they act as such. For example, a
password might be needed before a document can be encrypted. At least in reli-
able cryptographic systems, the password is used as an input to a key derivation
function (KDF), which is used to derive the actual key based on the password
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as the origin point. Additional random data can be applied, or a key-stretching
technique can be used. An eight-character password contains only 64 bits. Key
stretching runs a password through an algorithm to produce an enhanced key
that is usually at least 128 bits long.

In most instances, keys are static and used repeatedly for up to a year or even
longer. In other cases, a key is used for only a single session. This type of key
is known as an ephemeral key. The term ephemeral is increasingly being used
in computer technology in relation to keys, as well as computing systems and
communication ports, to describe something of a temporary or short duration.

ExamAlert

Know that a static key is designed for long-term use, and an ephemeral key is
designed to be used for a single transaction or session.

Key Exchange

An important concept in any discussion of encryption is key exchange. His-
torically, the challenge has been that to get a secret, you must share a secret.
Consider a simple analogy of a password as the key. Imagine that you are
friends with a kid who requires the secret password to gain secret access to a
secret door guarding a secret location. Perhaps that password is “open sesame.”
"The problem is that, at some point, the secret password has to be shared with
you. This process is likely not going to be secure and will be subject to eaves-
dropping. Even if the password were whispered to you, it could still be over-
heard. Another challenge is that you and the kid have to meet face to face, so
you will likely receive the key “out of band” instead of when you are waiting at
the door to gain entry.

Modern cryptography solves the age-old challenges of key exchange. Exchang-
ing keys in many applications happens securely “in band” when you need to
establish a secure session. Any type of out-of-band key exchange relies on shar-
ing in advance, which means the key is delivered outside the network or process
from which it will actually be used.

Key Length

Another important concept is the key length or key size. As with most cryp-
tographic algorithms, its strength is determined by its ability to remain secure
when attacked. The longer the key, the harder it is to computationally crack it.
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It must go through tools and be sequenced longer to “guess” what the answer
is to unlock the cipher. Most cracking tools struggle with long key lengths sim-
ply due to their ability to do it over time. A extremely long key length, as an
example, may take 7 years to crack. By then, it’s likely the secret used to lock it
has been changed or updated many times.

ExamAlert

The longer the key length (or size), the easier it is to thwart brute-force cracking
attacks.

Symmetric Algorithms

Symmetric cryptography is a system that uses a common shared key between
the sender and receiver. The primary advantages of such a system are that it
is easier to implement than an asymmetric system and is also typically faster.
However, the two parties must first somehow exchange the key securely.
Assume, for example, that you have a friend located thousands of miles away
from you. To exchange secure messages, you send messages back and forth in
a secure lockbox; you both have a copy of the key to the lockbox. This works,
but how do you securely deliver the key to your friend? Somehow the key
must have been communicated or delivered to your friend, which introduces
additional challenges of logistics and ways to ensure that the key is not com-
promised in the process. Asymmetric cryptography helps overcome these
challenges.

Now imagine a system in which more than two parties are involved. In this
scenario, every party participating in communications must have exactly the
same key to compare the information. If the key is compromised at any point,
guaranteeing a secure connection is impossible.

Symmetric key algorithms are often referred to as secret key algorithms, private key
algorithms, and shared secret algorithms.

Even given the possible risks involved with symmetric key encryption, the
method is used often today mainly because of its simplicity and easy deploy-
ment. In addition, this is generally considered a strong encryption method if
the source and destination that house the key information are kept secure.
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A symmetric key is a single cryptographic key used with a secret key (symmetric)

algorithm. The symmetric key algorithm uses the same private key for both encryp-
tion and decryption operations. It is easier to implement than an asymmetric system
and also typically is faster.

Symmetric encryption uses two primary types of methods for encrypting
plaintext data:

» Stream cipher: With a stream cipher, plaintext bits are encrypted a
single bit at a time. These bits are also combined with a stream of
pseudo-random characters. Stream ciphers are known for their speed and
simplicity.

» Block cipher: With a block cipher, plaintext is encrypted in blocks, which
are fixed-length groups of bits. A block of plaintext is encrypted into a
corresponding block of ciphertext. For example, a 64-bit block of plain-
text would output as a 64-bit block of ciphertext. Because most plaintext
does not fit within the precise block size, leftover text is padded to
complete the block.

Block ciphers can be further described by their mode of operation. Because
block ciphers encrypt based on the specified block size, the mode of operation
defines how a cipher is continually applied to encrypt data larger than the spe-
cific block size.

Most block cipher modes require an initialization vector (IV), a fixed-size input
of a random or pseudo-random value. In cryptography, an IV helps ensure

that each message is encrypted differently. You do not want the same message,
encrypted with the same key, to have the same resulting ciphertext. Table 4.1
outlines the differences between block ciphers and stream ciphers.

TABLE 4.1 A Comparison of Block Ciphers and Stream Ciphers
Block Cipher Stream Cipher

Encryption is performed on a Encryption is performed bit by bit.
fixed-length block of plaintext (for
example, 128 bits).

More complex and not as fast. High performance, requiring fewer resources.
Requires padding to complete a Does not require padding because each bit is
block. processed and is the smallest unit.

High diffusion. Low diffusion.
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Block Cipher Stream Cipher
Less susceptible to malicious Susceptible to malicious insertions.
insertions.
Most symmetric algorithms are Block ciphers can operate in modes, essentially
block ciphers. making them stream ciphers.

A single error can corrupt an entire A single error in a bit is not likely to affect subse-
block. quent bits.

Asymmetric Algorithms

An asymmetric encryption algorithm has two keys: a public key and a private
key. The public key is made available to whomever will encrypt the data sent to
the holder of the private key. The private key is maintained on the host system
or application. Often the public encryption key is made available in a number
of ways, such as through email or on centralized servers that host a pseudo-
address book of published public encryption keys. One challenge, however, is
ensuring the authenticity of a public key. To address this, a public key infra-
structure, or PKI, is often used. A PKI uses trusted third parties that certify or
provide proof of key ownership. Figure 4.1 illustrates the asymmetric
encryption process.

Public Key Exchange /ﬂ\
ol < 0 Public
& Private
Public Key Private Key
o) -
Encrypt Decrypt
®
_B XuLN5
riello S Hello
World CpaYpzKKOl World
P3vduU=
Plaintext Ciphertext Plaintext

FIGURE 4.1 An example of asymmetric cryptography

Asymmetric algorithms are often referred to as public key algorithms because
they use the public key as the focal point for the algorithm.
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As an example of asymmetric encryption, think about the secure exchange of an
email message. When someone wants to send a secure email to someone else,
they obtain the target user’s public encryption key and encrypt the message
using this key. Because the message can be unencrypted only with the private
key, only the target user can read the information held within. Ideally, for this
system to work well, everyone should have access to everyone else’s public keys.
Refer again to Figure 4.1. Note that the public key and the private key shown
both belong to the recipient, yet the public key is provided through a key
exchange. Anyone with the public key can use it to encrypt; only that person
with the private key (that is, the recipient) can decrypt.

Imagine a postal mailbox that enables the letter carrier to insert your mail via
an open slot, but only you have the key to get the mail out. This is analogous
to an asymmetric system. The open slot is the public key. If you are concerned
about the security of your mail, needing a single key only to get the mail out is
much easier than ensuring that every letter carrier has a copy of your mailbox
key. The letter carrier is also thankful they are not required to carry hundreds
of different keys to complete mail delivery.

Keep the following points in mind regarding keys in asymmetric encryption:

» Public keys encrypt; private keys decrypt: For example, Alice can
encrypt a message with Bob’s public key. Bob decrypts the message with
his private key, which only he has.

» Private keys sign; public keys verify signatures: For example, Alice
signs a message with her private key. Bob verifies the message’s signature
with Alice’s public key.

ExamAlert

Here are some general rules for asymmetric algorithms:

» The public key can never decrypt a message for which it was used to encrypt.

» With proper design, public keys should never be able to determine private keys.

» Each key should be capable of decrypting a message made with the other. For
instance, if a message is encrypted with the private key, the public key should be
able to decrypt it.

Public key encryption has proven useful on networks such as the Internet—
primarily because the public key is all that needs to be distributed. Because
nothing harmful can be done with the public key, it is useful over unsecured
networks where data can pass through many hands and is vulnerable to
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interception and abuse. Symmetric encryption works fine over the Internet,
too, but the limitations on securely providing the key to everyone who requires
it can pose difficulties. In addition, asymmetric key systems can verify digital
signatures, which provide assurance that communications have not been altered
and that the communication arrived from an authorized source.

ExamAlert

In an asymmetric key system, each user has a pair of keys: a private key and a

public key. To send an encrypted message, you must encrypt the message with the
recipient’s public key. The recipient then decrypts the message with their private key.

Tools

For the Security+ exam, you will need to know about tools that provide the
ability to use encryption. These include the Trusted Platform Module (TPM),
hardware security module (HSM), Key Management System (KMS) and secure
enclave.

Trusted Platform Module (TPM)

Some organizations use hardware-based encryption devices because of factors
such as the need for a highly secure environment, the unreliability of software,
and increases in complex attacks. Hardware-based encryption basically allows
I'T administrators to move certificate authentication software components to
hardware. For authentication, a user provides a credential to the hardware on
the machine. Such a hardware-based authentication solution can be used with
wireless networks and virtual private networks (VPNs) and eliminates the
possibility of users sharing keys.

The Trusted Computing Group is responsible for the Trusted Platform
Module (TPM) specification. At the most basic level, TPM provides for the
secure storage of keys, passwords, and digital certificates. A TPM chip is hard-
ware that is typically attached to the circuit board of a system. In addition, TPM
can ensure that a system is authenticated and has not been altered or breached.

ExamAlert

A TPM chip is a secure cryptoprocessor that is used to authenticate hardware
devices such as PCs, laptops, and tablets.
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TPM consists of various components, and you should be familiar with key
concepts such as the following:

» Endorsement key (EK): A 2048-bit asymmetric key pair is created at the
time of manufacturing. It cannot be changed.

» Storage root key (SRK): A 2048-bit asymmetric key pair is generated
within a TPM chip and used to provide encrypted storage.

> Sealed storage: TPM protects information by binding it to the system.
This means that the information can be read only by the same system in a
particular described state.

» Attestation: TPM vouches for the accuracy of the system.

A computer that uses a TPM chip has the capability to create and encrypt
cryptographic keys through a process called wrapping. Each TPM chip has a
root wrapping key, called the storage root key (SRK), that is stored within the
TPM chip. In addition, TPM-enabled computers can create and tie a key to
certain platform measurements. This type of key can be unwrapped only when
the platform measurements have the same values that they had when the key
was created. This process is called sealing the key to the TPM; decrypting it is
called unsealing. Attestation and other TPM functions do not transmit users’
personal information.

The idea behind TPM is to allow any encryption-enabled application to take
advantage of the chip. Therefore, TPM has many possible applications, such
as network access control (NAC), secure remote access, secure transmission of
data, whole disk encryption, software license enforcement, digital rights man-
agement (DRM), and credential protection. Interestingly, part of what makes
TPM effective is that the TPM is given a unique ID and master key that even
the owner of the system neither controls nor has knowledge of.

Critics of TPM argue that this security architecture puts too much control into
the hands of the people who design the related systems and software. Concerns
therefore arise about several issues, including DRM, loss of end-user control,
loss of anonymity, and interoperability. If standards and shared specifications
do not exist, components of the trusted environment cannot interoperate, and
trusted computing applications cannot be implemented to work on all plat-
forms. It is also important to understand that TPM can store pre-runtime con-
figuration parameters but does not control the software running on a device. If
something happens to the TPM chip or the motherboard, you need a separate
recovery key to access your data when simply connecting the hard drive to
another computer.
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A TPM can offer increased security protection for processes such as digital signing,

mission-critical applications, and businesses that require high security. Trusted mod-
ules can also be used in mobile phones and network equipment.

Hardware-based cryptography ensures that the information stored in hardware
is better protected from external software attacks. Newer Windows systems
incorporate a TPM Management console. The TPM Management console
and an API called TPM Base Services (T'BS) can be used for administration of
"TPM security hardware.

Whereas a TPM is an embedded chip, a hardware security module (HSM,
covered shortly) is a removable or external device used in asymmetric encryp-
tion. An HSM can be described as a black-box (now known by CompTIA as an
‘unknown environment’) combination of hardware and software and/or firm-
ware that is attached or contained inside a computer used to provide crypto-
graphic functions for tamper protection and increased performance. The main
goals of HSMs are performance and key storage space. HSMs can also enforce
separation of duties for key management by separating database administration
from security administration. For example, HSMs support payment process-

ing and cardholder authentication applications for PCI DSS compliance under
FIPS 140-2.

Hardware can protect encryption keys better than software because it stores the
cryptographic keys inside a hardened, tamper-resistant device. Some additional
reasons hardware is better at protecting encryption keys are that the applica-
tion does not directly handle the key, the key does not leave the device, and,
because the host OS is not storing the key, it cannot be compromised on the
host system.

Hardware Security Module (HSM)

You should consider the use of a hardware security module (HSM) when
data security through cryptographic functions is required and the keys used

to protect the data are of high value. An HSM is a device used to protect and
manage the keys required as part of an encryption or decryption operation.
HSMs are special-purpose devices with tamper-preventive secure cryptoproces-
sors. An HSM provides the following benefits:

» Generates secure cryptographic keys

» Provides secure key storage
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» Provides key management capabilities

» Performs cryptographic functions, including digital signing and
encryption/decryption operations

» Offers increased performance through cryptographic acceleration

ExamAlert

Know that an HSM is a physical security device that manages and safeguards digital

keys and performs encryption and decryption for cryptographic functions. An HSM
includes a cryptoprocessor that generates, stores, and manages digital keys and
can perform performance-optimized cryptographic operations.

Key Management System (KMS)

Another great tool for ensuring a high level of security is a key manage-
ment system (KMS). Since key management can become large-scale and
unwieldy, there needs to be a system in place that can help generate, distribute,
and manage all keys in use. The KMS not only stores keys but also is respon-
sible for destroying them as well. This process is sometimes referred to as
crypto-shredding.

KMS can help manage keys both on premises and also in the cloud. Many
cloud providers have their own KMS toolsets and services since many of the
services offered in the cloud also rely on key usage.

Secure Enclave

A more modern tool for providing a deeper level of security is the use of a
secure enclave. A secure enclave is provided via a special hardware chip used
to provide a dedicated place for any keys or hashes you want to save. Much like
a KMS operates at the software level, a secure enclave is known to operate at
the hardware level. Another way to view a secure enclave is when it is a secure
area located within another secure area. For example, you can have a data
repository that is secured by encryption with a secondary location within it fur-
ther secured by another security form, thus making it a secure enclave.

A 'TPM (discussed earlier) is a form of a secure enclave. Since a chip provides
the functionality and is where secure information is saved and stored, it’s a
hardware-based solution that provides the secure enclave. It’s considered a
secure place (a chip) within another secure place (for example, Windows).
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The most common use cases for secure enclaves comes in the form of mobile tech-

nologies. iPhones and Android phones, for example, will store secure information
within a hardware-based secure enclave.

Encryption and Data Obfuscation

According to best practices, sensitive data should be encrypted at all times
whenever possible. Encryption of data is a form of data obfuscation, which is
a process in which data is disguised to ensure it’s secure and protected against
unauthorized access. Data exposure can occur in applications when sensi-

tive data—such as credit card numbers, personal health information (PHI),
and authentication credentials—is not protected while it is being stored or
transmitted.

When employees must use removable drives, finding a way to secure data that
is taken outside a managed environment is part of doing business. Data encryp-
tion is essential. Some disk encryption products protect only the local drive and
not USB devices. Other encryption products automatically encrypt data that is
copied or written to removable media.

Protecting data through encryption and yet maintaining the capability for
decryption can be broadly categorized into three high-level areas (similar to
DLP), based on the state of the data:

» Data at rest: Data at rest is data in its stored or resting state, which is
typically on some type of persistent storage such as a hard drive or tape.
Symmetric encryption is used in this case.

» Data in transit: Data in transit is data moving across a network or from
one system to another. Data in transit is also commonly known as data in
motion. Transport layer encryption such as SSL/TLS is used in this case.

» Data in use: Data in use refers to data that is being actively used,
accessed and processed. Homomorphic and other emerging techniques
are used in this case.

The distinctions can be blurred, particularly when talking about data in pro-
cessing. This is why the term “data in processing” is used rather than the term
“data in use,” as it is with DLP. With DLP, data in use is specific to a user
interacting with data on the endpoint, such as copying data from the file and
other interactions. Data in processing, on the other hand, requires encryption
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techniques that can perform calculations upon encrypted data without the
requirement to first decrypt the data.
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Remember that DLP solutions can incorporate one or all three methods of protect-
ing data in various states: data in use (for example, data on laptop being moved to

a USB drive), data in transit (for example, data going across the network), and data
at rest (for example, data sitting on a file server or database). Encryption also can
protect data at rest and data in transit. Encrypting data being used is more appropri-
ately referred to as data in processing than data in use.

Encryption of data in processing is difficult to achieve, and it is typically done
only for specific situations to meet certain requirements. For example, data-in-
processing encryption is best suited to structured data, such as fields within a
database. Certainly, adhering to field size limits or maintaining the referential
integrity that a database requires is not trivial, but there are methods (often
involving other security or usability trade-offs) to encrypt data or protect data
through a means other than encryption, particularly where encryption makes
it impossible to perform needed work with data or makes it difficult to analyze
the data.

ExamAlert

Encryption supports the confidentiality and integrity of data across three states: at
rest, in transit, and in processing.

In situations like this and across other use cases, other methods of obscuring
data besides encryption may be more suitable—or even required. The following
are three methods that often accomplish the goals of confidentiality and privacy
without the use of encryption:

» Tokenization: Tokenization involves assigning a random surrogate
value with no mathematical relationship that can be reversed by linking
the token back to the original data. Outside the system, a token has no
value; it is just meaningless data. Tokenization can also preserve the for-
mat of data (such as maintaining the type or length of data), which makes
it suitable for databases and card payment processing.

» Data masking: Data masking involves desensitizing or removing sensi-
tive or personal data but enabling the data to remain usable. False data
that appears real is substituted for the real data. Masking is commonly
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required for application development, particularly where realistic test data
is required. Like tokenization, data masking can preserve the data format
and referential integrity.

» Redaction: Redaction involves obscuring data by replacing all or part
of the content for security or privacy purposes. Redaction in physical
documents typically means blacking out some text; redaction in informa-
tion systems often uses the asterisk character. For example, a travel agent
might need to see only the last four digits of a credit card number, and
the preceding digits may be redacted and replaced with asterisks.

Figure 4.2 provides an example of applying encryption along with tokenization,
masking, and redaction to credit card information.

<

Bank Credit Card

|
Eli Alderson

Encrypted Values Token Values

O/Mw+gqmQITMzIZSz/ 6389 7207 2518 0518
V5cje5rCwiWU8hMzM+= Tbr Tfeilsia

Redacted Values Masked Values

e ek e 9313 2223 0167 2837 2736
Eli ***** John Andreadis

FIGURE 4.2 A comparison of different methods to obfuscate credit card data

In Figure 4.2, the encrypted values are scrambled using a cryptographic algo-
rithm, and the size of the output is larger than the original fields. Neither type
nor length is preserved, and the data is of no use without first being decrypted.

With the tokenized values, you can see that both type and length are main-
tained, and the tokens can be alphabetic or numeric. In addition, a tokenized
value can also be alphanumeric. A token value can include a prefix such as  to
assure the viewer that it is a token surrogate value. Tokens are also useful in
credit card applications as the check to ensure validity of a valid card number
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(that is, the Luhn check) can be maintained. And while not shown in the
example, non-sensitive components such as the last four digits of the credit
card number can be maintained while other parts are tokenized.

"The redacted values provide only the required data. For example, on a credit
card receipt, you are likely to see a series of asterisks with only the last four dig-
its of your card number. The last four digits are enough to allow the store per-
sonnel to do their jobs, and the redaction maintains your security and privacy
because the four digits are not enough to reverse the data back to the original
data.

Finally, the masked values generally only need to seem realistic. In this example,
an application being developed using credit card information doesn’t neces-
sarily need real data, and it certainly does not need data that has any require-
ment to ever be reversed. Note, however, that the masked credit card value in
this example does include the first six digits of the credit card. This is a non-
sensitive component known as the bank identification number (BIN), which
the application may require to adequately test a related function. While the
masked values look similar to token values, consider the potential differences
based on the options described. Also remember that masked values cannot and
should not ever have a reason to be reversed. The token value is mathematically
not reversible and has no value outside the system in which it can be securely
looked up or mapped back to the original number.

Steganography
A method commonly used for obfuscating data—particularly in media types
such as audio, video, image files, and other documents—is steganography.

Steganography is a word of Greek origin that means “hidden writing.” It
involves hiding messages so that unintended recipients are not aware that there
is any message. Compare this to cryptography, which does not seek to hide the
fact that a message exists but just makes the message unreadable by anyone
other than the intended recipients. Writing a letter using plaintext but in invis-
ible ink is an example of steganography. The content is not scrambled in any
way; it is just hidden. Another interesting example, albeit a bit cumbersome, is
the historical use of writing a secret message on the scalp of one’s shaved head,
allowing the hair to grow back, and then ultimately having it shaved again upon
arrival at the intended recipient.
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Steganography is not cryptography. Whereas steganography hides the presence of

a message, the purpose of cryptography is to transform a message from its readable
plaintext into an unreadable form known as ciphertext.

Of course, steganography is useless if someone other than the intended recipi-
ent knows where to look. Therefore, steganography is best used when com-
bined with encryption. If attackers do not even know that a message exists in
the first place, they cannot attempt to crack it. As a result, steganography is not
just the stuff of child’s play or far-fetched spy movies.

Steganography actually entered mainstream media after the terrorist attacks

of 9/11. Various reports indicated that the terrorists were (and others still are)
using this practice to secretly hide messages. Modern uses include hiding mes-
sages in digital media and using digital watermarking. In addition, printers have
used steganography, using tiny dots that reveal serial numbers and timestamps.

Hashing and Salting

A hash is a generated summary from a mathematical rule or algorithm that

is commonly used as a “digital fingerprint” to verify the integrity of files and
messages. Hashing ensures message integrity and provides authentication veri-
fication. In other words, hashing algorithms are not encryption methods, but
they offer additional system security via a “signature” for data to confirm the
original content.

A hash function works by taking a string (for example, a password or an email)
of any length and producing a fixed-length string for output. Keep in mind that
hashing works “one way.” Although you can create a hash from a document,
you cannot re-create the document from the hash. If this all sounds confusing,
the following example should help clear things up. Suppose that you want to
send an email to a friend, and you also want to ensure that, during transit, the
message cannot be read or altered. You use software that generates a hash value
of the message to accompany the email and then encrypts both the hash and
the message. When the email is received, the recipient’s software decrypts the
message and the hash and then produces another hash from the received email.
The two hashes are compared, and a match indicates that the message was not

tampered with (because any change in the original message would produce a
change in the hash).
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A password hash can use a salt, which is an additional input of random data to a
function that hashes a password. This process, known as salting, helps defend
against specific attacks in which hashed values are precomputed (for example,
rainbow table attacks). Some of the attacks mentioned here work because users
who have the same password would also have the same resulting hash. This
problem can be overcome by making the hashes more random. Salting involves
using a prefix consisting of a random string of characters added to passwords
before they are hashed. Such a countermeasure makes it more difficult or
impractical to attack passwords unless the attacker knows the value of the salt
that needs to be removed.

Cryptographic hashes are susceptible to collisions and, thus, collision attacks.
For example, a birthday attack used to find collisions within hash functions
shows just how successful this type of attack can be. Such an attack tries to find
two input strings of a hash function that have the same output. Although colli-
sions are not likely, they can occur because hash functions produce a predefined
output length, despite taking in an infinite input length.
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Remember that hashing data does not provide for confidentiality (or encryption) but
rather provides verification of integrity (that the data hasn’t been modified).

Digital Signatures

Non-repudiation, which you learned about in Chapter 2, “Fundamental
Security Concepts,” is intended to provide, through encryption, a method of
accountability that makes it impossible to refute the origin of data. It guaran-
tees that the sender cannot later deny being the sender and that the recipient
cannot deny receiving the data. This definition, however, does not factor in
the possible compromise of the workstation or system used to create the pri-
vate key and the encrypted digital signature. The following list outlines four
key elements that non-repudiation services provide on a typical client/server
connection:

» Proof of origin: The host gets proof that the client is the originator of
some particular data or an authentication request from a particular time
and location.

» Proof of submission: The client gets proof that the data (or authentica-
tion, in this case) has been sent.
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» Proof of delivery: The client gets proof that the data (or authentication,
in this case) has been received.

» Proof of receipt: The client gets proof that the data (or authentication,
in this case) has been received correctly.

Digital signatures provide integrity and authentication. In addition, digital
signatures provide non-repudiation with proof of origin. Although authentica-
tion and non-repudiation might appear to be similar, the difference is that, with
non-repudiation, proof can be demonstrated to a third party.
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Non-repudiation is the assurance that something can’t be denied by someone.

A sender of a message signs the message using their private key. This provides
unforgeable proof that the sender did indeed generate the message. Non-
repudiation is unique to asymmetric systems because the private (secret) key is
not shared. Remember that, in a symmetric system, both parties involved share
the secret key; therefore, any party can deny sending a message by claiming
that the other party originated the message.

Digital signatures attempt to guarantee the identity of the person sending the
data from one point to another. The digital signature acts as an electronic
signature used to authenticate the identity of the sender and to ensure the
integrity of the original content (to make sure it has not been changed).

Do not confuse the terms digital signature and digital certificate. In addition, do not
confuse digital signatures with encryption. Digital signatures and encryption are
related concepts, but their intentions and operations differ significantly. Finally, do
not confuse a digital signature with the block of identification information that is
often appended to an email, such as the sender’s name and telephone number or
digitally created image.

Digital signatures can easily be transported and are designed so that no one
else can copy them. This ensures that something that is signed cannot be
repudiated.
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A digital signature does not have to accompany an encrypted message. It can
simply be used to assure the receiver of the sender’s identity and confirm that
the integrity of the message was maintained. The digital signature contains the
digital signature of the certificate authority (CA) that issued the certificate
for verification.

The point of this verification is to prevent data tampering or alert the recipient
to any data tampering. Ideally, if a packet of data is digitally signed, it can bear
only the original mark of the sender. If this mark differs, the receiver knows
that the packet differs from what it is supposed to be, and either the packet is
not unencrypted or it is dropped altogether. This works based on the encryp-
tion algorithm principles discussed previously. If you cannot determine what
the original data was in the encrypted data (in this case, the signature), faking
the data and convincing the receiver that it is legitimate data is much harder.

Suppose, for example, that you need to digitally sign a document sent to your
stockbroker. You need to ensure the integrity of the message and assure the
stockbroker that the message is really from you. The exchange looks like this:

1. You type the email.

2. Using software built into your email client, you obtain a hash (which you
can think of as digital fingerprint) of the message.

3. You use your private key to encrypt the hash. This encrypted hash is your
digital signature for the message.

4. You send the message to your stockbroker.

5. Your stockbroker receives the message. Using software, they make a hash
of the received message.

6. The stockbroker uses your public key to decrypt the message hash.

7. A match of the hashes proves that the message is valid.

Blockchain

These days, it’s easy to confuse the “crypto” ideas of cryptography and cryp-
tocurrency. Bitcoin, a leading cryptocurrency, is a decentralized currency for
which balances are maintained on a public digital ledger known as a block-
chain. Transactions are grouped into blocks shared with the network. Each
block is linked to the previous block through a cryptographic hash. Part of
what makes bitcoin so successful is its use of cryptography. A bitcoin wallet
consists of two keys: a public key and a private key. Bitcoin can be sent to me
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by using my public key as the address; using my private key, I can spend bit-
coin. Addresses are long alphanumeric numbers and may be represented as QR
codes, which can be scanned or photographed with a mobile device for quick
access and entry.

Open Public Ledger

One of the most secure blockchains known today is a ledger. In cryptography, a
ledger is a log that can record transactions along a given path. Much like block-
chain, a ledger is reliant on the path.

An open public ledger is one that is based on an open-access network. It can
be used by anyone. It is decentralized and available to all those who want to
use it. These ledgers are secure because they maintain an alias for those who
use it; this way, user identities remain private and secure. As mentioned with
blockchain, when dealing with cryptocurrency (like bitcoin), a ledger allows for
an immutable record of all transactions that take place, thus keeping all users
anonymous.

Digital Certificate

A digital certificate is a digitally signed block of data that allows public key
cryptography to be used for identification purposes. The most common types
of certificates are the Secure Sockets Layer (SSL)/Transport Layer Security
(TLS) certificates used on the Web. Essentially, these certificates ensure
secure communications, which occur when a website uses https:// instead of
just http:// in the browser address bar, accompanied by a closed padlock icon.

CAs issue these certificates, which are signed using the CA’s private key. Most
certificates are based on the X.509 standard. Although most certificates follow
the X.509 Version 3 hierarchical PKI standard, the PGP key system uses its
own certificate format. X.509 certificates to be signed contain the following
fields:

» Version Number: This field identifies the version of the X.509 standard
that the certificate complies with.

» Serial Number: The CA that creates the certificate is responsible for
assigning a unique serial number.

» Signature Algorithm Identifier: This field identifies the cryptographic
algorithm used by the CA to sign the certificate. An object identifier
(OID) is used. An OID is a hierarchical globally unique identifier for an
object.
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Issuer Name: This field identifies the directory name of the entity
signing the certificate, which is typically a CA.

Period of Validity: This field identifies the time frame for which the
private key is valid, if the private key has not been compromised. This
period is indicated with both a start time and an end time; it can be of any
duration, but it is often set to 1 year.

Subject or Owner Name: This field is the name of the entity identified
in the public key associated with the certificate. This name uses the X.500
standard for globally unique naming and is often called the distinguished
name (DN). An example would be CN=Sri Puthucode, OU=Sales,
O=CompTIA, C=US.

Subject or Owner’s Public Key: This field includes the public key of the
entity named in the certificate, in addition to a cryptographic algorithm
identifier and optional key parameters associated with the key.

Extensions: This field optionally provides methods in X.509 Version 3
certificates to associate additional attributes. This field must not be pres-
ent in previous versions. Common extensions include specific key usage
requirements, such as allowing the public key of the certificate to be used
only for certificate signing.

Signature Value: This value provides the computed digital signature
from the signed certificate’s body, used as an input. The signature ensures

the validity of the certificate.

ExamAlert

Remember the components of an X.509 certificate. You might be required to recog-
nize the contents of a certificate.

Figure 4.3 provides an example of a digital certificate that appears when you
click the padlock icon in the browser address bar. Specifically, note that the cer-
tificate applies to www.example.org, including any subdomains, and note that
this certificate is chained to an intermediary CA’s certificate (DigiCert SHA2
Secure Server CA), which is chained to the root CA’s certificate (DigiCert
Global Root CA). Next, note the different fields, many of which are described
in the preceding list.
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Safari is using an encrypted connection to example.com.

Encryption with a digital certificate keeps information private as it's sent to or from the
https website example.com.

B DigiCert Global Root CA
L B DigiCert SHA2 Secure Server CA

L B www.example.org

www.example.org

Issued by: DigiCert SHA2 Secure Server CA
Expires: Wednesday, December 2, 2020 at 7:00:00 AM Eastern Standard Time

@ i

Details
Subject Name
Country or Region
State/Province
Locality
Organization
Organizational Unit
Common Name

Issuer Name
Country or Region
Organization
Common Name

Serial Number
Version

Signature Algorithm
Parameters

Not Valid Before
Not Valid After

Public Key Info
Algorithm
Parameters
Public Key
Exponent

Key Size

Key Usage

Signature

Critical
Usage

Critical

Cartificate Autharity

us
California

Los Angeles

Internet Corporation for Assigned Names and Numbers
Technology

www.example.org

us
DigiCert Inc
DigiCert SHA2 Secure Server CA

OF DO 78 DD 48 F1 A2 BD 4D OF 2B A9 6B 60 38 FE
3

SHA-256 with RSA Encryption (1.2.840.113549.1.1.11)
None

Tuesday, November 27, 2018 at 7:00:00 PM Eastern Standard Time
Wednesday, December 2, 2020 at 7:00:00 AM Eastern Standard Time

RSA Encryption (1.2.840.113549.1.1.1)
None

256 bytes : DO F0 12 74 A0 96 20 72 ...
65537

2,048 bits

Encrypt, Verify, Wrap, Derive

256 bytes : 73 70 85 EF 40 41 A7 6A ...

Key Usage ( 2.5.29.15 )
YES
Digital Signature, Key Encipherment

Basic Constraints (2.5.29.19)

Hide Certificate

FIGURE 4.3 Details of a digital certificate

Certificate Authority (CA)

Certificate authorities (CAs) are trusted entities and an important concept
related to PKI. An organization can use third-party CAs, and it can also estab-
lish its own CA, typically for use only within the organization. A CA’ job is

to issue certificates, verify the holder of a digital certificate, and ensure that
holders of certificates are who they claim to be. A common analogy for a CA

is a passport-issuing authority. To obtain a passport, you need the assistance of
someone else (for example, a customs office) to verify your identity. Passports
are trusted because the issuing authority is trusted.
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Registration authorities (RAs) provide authentication to the CA on the valid-
ity of a client’s certificate request; in addition, an RA serves as an aggregator of
information. For example, a user contacts an RA, which then verifies the user’s
identity before issuing the request of the CA to go ahead and issue a digital
certificate.

ExamAlert

A CA is responsible for issuing certificates. Remember that an RA initially verifies a

user’s identity and then passes along to the CA the request to issue a certificate to
the user.

CAs follow a chained hierarchy, or certificate chain, when verifying digital cer-
tificates, to form what’s known as a chain of trust. Starting with a trust anchor,
known as the root CA, certificates are trusted transitively through one or many
certificates within the chain. Here is an example of certificate chaining:

1. The root certificate verifies certificate A.
2. Certificate A verifies certificate B.
3. Certificate B verifies certificate C.
"This also works in reverse:
1. Certificate C references certificate B.
2. Certificate B references certificate A.

3. Certificate A references the root certificate.

Certification Practice Statement

A certification practice statement (CPS) is a legal document that a CA creates
and publishes for the purpose of conveying information to those who depend
on the CA’s issued certificates. The information within a CPS provides for the
general practices the CA follows in issuing certificates and customer-related
information about certificates, responsibilities, and problem management. It is
important to understand that these statements are described in the context of
operating procedures and system architecture. Certificate policies, on the other
hand, indicate the rules that apply to an issued certificate. A CPS includes the
following items:

» Identification of the CA

» Types of certificates issued and applicable certificate policies
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» Operating procedures for issuing, renewing, and revoking certificates

» Technical and physical security controls that the CA uses

Trust Models

Certificate authorities in a PKI follow several trust models or architectures.
The simplest model is the single-CA architecture, in which only one CA exists
to issue and maintain certificates. This model might benefit smaller organiza-
tions because of its administrative simplicity, but it can present many problems.
For example, if the CA fails, no other CA can quickly take its place. Another
problem can arise if the private key of the CA becomes compromised; in

this scenario, all the issued certificates from that CA would be invalid. A new
CA would have to be created, and the new CA would need to reissue all the
certificates.

A more common model—and one that reduces the risks inherent with a single
CA—is the hierarchical CA trust model. In this model, an initial root CA exists
at the top of the hierarchy, and subordinate CAs, or intermediate CAs, reside
beneath the root. The subordinate CAs provide redundancy and load balancing
in the event that any of the other CAs fail or need to be taken offline. Because
of this model, you might hear PKI referred to as a trust hierarchy. An interme-
diate CA has a certificate that is issued by the trusted root. This certificate is
issued so the intermediate CA can issue certificates for others. This results in

a trust chain that begins at the trusted root CA, goes through the intermedi-
ate, and ends with the SSL certificate issued to a server with which you are
interacting.

A root CA differs from subordinate CAs in that the root CA is usually offline.
Remember that if the root CA is compromised, the entire architecture is
compromised. If a subordinate CA is compromised, however, the root CA can
revoke the subordinate CA.

An alternative to this hierarchical model is the cross-certification model, often
referred to as a root of trust. In this model, CAs are considered peers to each
other. Such a configuration, for example, might exist at a small company that
started with a single CA. As the company grew, it continued to implement
other single-CA models and then decided that each division of the company
needed to communicate with the others. To achieve secure exchange of infor-
mation across the company, each CA established a peer-to-peer trust relation-
ship with the others. As you might imagine, such a configuration could become
difficult to manage over time.
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ExamAlert

The root CA should be taken offline to reduce the risk of key compromise. It should

be made available only to create and revoke certificates for subordinate/intermediate
CAs. A compromised root CA compromises the entire system.

A solution to the complexity of a large cross-certification model is to imple-
ment a bridge CA model. Remember that, in the cross-certification model, each
CA must trust the others. By implementing bridging, however, you can have a
single CA, known as the bridge CA, serve as the central point of trust.

ExamAlert

Certificates rely on a hierarchical chain of trust. If a CA’s root key is compromised,
any keys issued by that CA are compromised as well.

Certificate Signing Request (CSR) Generation

To install a digital certificate, a specific request needs to be generated and sub-
mitted to the CA. The generation of a certificate follows a specific process.
The applicant applies to the CA for a digital certificate known as a certificate
signing request (CSR). Included within the request is the applicant’s public
key, along with information about the applicant such as the following:

» Fully qualified domain name

» Legally incorporated name of the company
» Department name

» City, state, and country

» Email address

Before submitting a CSR, the applicant generates a key pair consisting of a
public key and a private key. The public key is provided with the request, and
the applicant signs the request with the private key. If all is successful, the CA
returns a digital certificate that is signed with the CA’ private key.

Certificate Policy

A certificate policy indicates specific uses applied to a digital certificate and
other technical details. Not all certificates are created equal. Digital certificates
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that are issued often follow different practices and procedures and are issued
for different purposes. The certificate policy provides the rules that indicate the
purpose and use of an assigned digital certificate. For example, one certificate
might have a policy indicating its use for electronic data interchange to con-
duct e-commerce, whereas another certificate might be issued to digitally sign
documents.

Remember that a certificate policy identifies the purpose for which a certificate
can be used. In addition, other types of information can be included within a
certificate policy:

» Legal issues often used to protect the CA

Mechanisms for how the CA will authenticate users

Key management requirements

Instructions for what to do if the private key is compromised
Lifetime of the certificate

Certificate enrollment and renewal

Rules regarding exporting the private key

vV V.V v v v Y

Private and public key minimum lengths

ExamAlert

The applicant’s public key is submitted along with the CSR.

Certificate Types

Three types of validated TLS certificates exist, each with its own level of trust:

» Domain validation (DV): This type of certificate includes only the
domain name. DV certificates can easily be issued, just as a domain name
lookup can easily be performed against Whois, a database of registered
domains. DV certificates are inexpensive and can be acquired quickly, so
if trust is important or if a public-facing website is desired, organizations
should consider another type of validated certificate.

» Organizational validation (OV): This certificate type provides stronger
assurance than a DV certificate because organizations are vetted against
official government sources; the OV certificate is therefore a common
certificate type for many public-facing websites. Unlike with a
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DV certificate, an OV certificate’s verification requires a more manual
review and verification process; this can take days to process.

» Extended validation (EV): This certificate type provides a high level of
trust and security features. EV certificates are easily identified because the
business name in the address bar is green. EV certificates are designed
to provide assurance against phishing attacks. As the name implies, this
certificate type requires a comprehensive validation of the business, which
can take up to a couple of weeks to acquire.

ExamAlert

DV certificates are the quickest and least expensive certificates to acquire. EV cer-

tificates can take a couple weeks and are the most expensive, but they also provide
the highest level of trust.

You should also be familiar with the following special certificates:

» Wildcard: A wildcard certificate provides any number of subdomains for
a single registered domain. The name for the certificate therefore might
look like *.example.com, which would be valid for www.example.com,
sub.example.com, and so on.

» SAN: This type of certificate takes advantage of the subject alternate
name (SAN) extension. It provides for the use of multiple domain names
or even IP addresses within a single certificate. This certificate is also
known as a unified communications (UC) certificate.

» Code signing: This type of certificate is required to digitally sign soft-
ware packages. It provides assurance that the software is authentic and has
not been tampered with.

> Self-signed: Self-signed certificates are often used for testing purposes
or when trust is not a concern. Certificates are typically signed by another
entity or CA. When a web browser recognizes that a certificate is a self-
signed certificate, it provides an alert to the user that the connection is
not trusted.

» Email: This type of certificate is also known as an S/MIME (Secure/
Multipurpose Internet Mail Extensions) certificate. An email certificate is
required to digitally sign or encrypt email messages.

» Root signing: A root signing certificate is usually provided by a recog-
nized CA. Organizations with a root signing certificate thus can sign for
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themselves any number of certificates. These certificates, in turn, are
trusted by those outside the organization because web browsers include,
by default, many trusted certificates for recognized CAs. For example, an
organization that wants to run its own CA in-house, particularly when
trust needs to be extended outside the organization, should purchase a
root signing certificate.

» User: Known also as a client certificate, a user certificate identifies an
individual. Just as a website’s TLS certificate authenticates the website
to a particular user, a user certificate can authenticate a user to a remote
server. This works much the same way a password works.

» Machine/computer: Much like a user certificate, a machine/computer
certificate authenticates a client system. This type is primarily used with
machine-to-machine communications.

ExamAlert

Given a scenario, be able to identify the types of certificates.

Certificate Formats

Certificates can have various file extension types. Some, but not all, extension
types are interchangeable. Be sure to determine whether a certificate is binary
or Base64 ASCII encoded. Table 4.2 provides a brief comparison of common
certificate formats.

The most common format and extension for certificates is privacy enhanced
mail (PEM), which is mostly associated with Apache web servers. The PEM
format is a Base64 ASClI-encoded text file, which makes copying the contents
from one document to another simple. A PEM file might contain several cer-
tificates and private keys within a single file, although having each component
(that is, each certificate and key) as its own file is common. A single certifi-
cate includes the header BEGIN CERTIFICATE, preceded and followed by
five dashes, and the footer END CERTIFICATE, preceded and followed by
five dashes. A single private key includes the header BEGIN ENCRYPTED
PRIVATE KEY, preceded and followed by five dashes, and the footer END
ENCRYPTED PRIVATE KEY, preceded and followed by five dashes. In
addition to the .pem file extension, .crt, .cer, and .key extensions can be used.
However, .key is typically used when the file contains only the private key.
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Another Base64-encoded certificate format is P7B, also known as PKCS#7.
This format uses the .p7b or .p7c file extension, which is commonly supported
on the Windows operating system and Java Tomcat. This format includes the
header BEGIN PKCS7 and the footer END PKCS7, each of which is pre-
ceded and followed by five dashes.

The binary form of a PEM certificate is a distinguished encoding rules (DER)
certificate. In addition to the .der extension, .cer and .crt extensions can be used
for DER-encoded certificates. DER-encoded certificates are common on Java
platforms.

Another binary certificate format is PFX (personal information exchange), also
known as PKCS#12. Extensions for PFX-encoded certificates include .pfx and
.p12. This type of certificate is common to the Windows operating system for
importing and exporting certificates and private keys. PEX supports a private
key, and one or more certificates can be stored within a single binary file.

Table 4.2 provides an overview of the certificate formats.

TABLE 4.2 Summary of Certificate Formats

Certificate Format Encoding Systems Extensions
DER Binary Java .der
.cers
.crt
PEM Base64 ASCII Apache HTTP .pem
.cer
.crt
PFX (PKCS#12) Binary Windows .pfx
.pi12
P7B (PKCS#7) Base64 ASCII Windows and Java .p7b
Tomcat p7c

ExamAlert

DER and PFX certificates are binary encoded and cannot be edited with a plaintext
editor as the Base64 ASCIl-encoded PEM and P7B certificates can.
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Certificate Revocation

Digital certificates can be revoked. Revoking a certificate invalidates a certifi-
cate before its expiration date. A digital certificate contains a field indicating
the date until which the certificate is valid. This date is mandatory, and the
validity period can vary from a short period of time up to several years.
Revocation can occur for several reasons. For example, a private key might
become compromised, the private key might be lost, or the identifying creden-
tials might no longer be valid. Other reasons for revocation include fraudu-
lently obtained certificates or a change in the holder’s status, which could
indicate less trustworthiness.

However, just revoking a certificate is not enough. The community that trusts
this certificate must be notified that the certificate is no longer valid. This is
accomplished via either of the following mechanisms:

» CRL: A certificate revocation list (CRL) is a mechanism for distribut-
ing certificate revocation information. A CRL is used when verification
of the digital certificate takes place to ensure the validity of the digital
certificate. A limitation of CRLs is that they must be constantly updated
at least every 2 weeks; otherwise, certificates might be accepted despite
having been recently revoked.

» OCSP: Online Certificate Status Protocol (OCSP) is a newer mecha-
nism for identifying revoked certificates. OCSP checks certificate status

in real time online instead of relying on the end user to have a current
copy of the CRL.

Both OCSP and CRLs are used to verify the status of a certificate. Three basic
status levels exist in most PKI solutions: valid, suspended, and revoked. You can
check the status of a certificate by going to the CA that issued the certificate or
to an agreed-upon directory server that maintains a database indicating the sta-
tus level for the set of certificates. In most cases, however, the application (such
as a web browser) has a function available that initiates a check for certificates.

ExamAlert

When a certificate has expired, the client is likely to receive an error message saying

that the website cannot be trusted. In some situations, users may not have the
correct root certificates installed into their web browsers.
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OCSP Stapling

Although OCSP provides for real-time status checking, it requires the CA

to respond to every client request to validate a site’s certificate. High-traffic
websites burden the CA with these requests because they need to respond to a
potentially overwhelming number of certificate validity requests. A mechanism
known as OCSP stapling helps reduce this load by allowing the web server to
instead “staple” a time-stamped OCSP response as part of the TLS handshake
with the client. The web server is then responsible for handling OCSP requests
(instead of the CA). The OCSP stapling process involves the following steps:

1. A'TLS-encrypted web server presents its certificate to the CA to check
the validity.

2. The CA responds with the certificate status, including a digitally signed
timestamp.

3. The web server staples the CA’s signed timestamp to the certificate when
a client web browser connects.

4. The client web browser verifies the signed timestamp.

OCSP stapling provides several benefits. First, it improves the performance
of the secure connection. Next, privacy concerns are reduced because the end
user’s browser does not need to potentially contact a third-party CA to verify
the certificates and reveal the browsing history. Finally, reliability is improved.
If the client were unable to connect to an overburdened CA, for example, the
client would otherwise accept a potentially invalid certificate—or simply end
the connection.

ExamAlert

Using CRLs is not as efficient as OCSP. The lists need to be frequently updated and
are not reliable if they are outdated.

Before a certificate is revoked, it might be suspended. Certificate suspension
occurs when a certificate is under investigation to determine whether it should
be revoked. This mechanism allows a certificate to stay in place, although it is
not valid for any type of use. Users and systems are notified of suspended cer-
tificates. New credentials do not need to be retrieved, however; it is only neces-
sary to be notified that current credentials have had a change in status and are
temporarily not valid for use.
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Pinning

Certificate pinning extends beyond certificate validation to thwart man-in-the-
middle attacks (now called “on path attacks”). Hashes of public keys for popular
web servers are built into applications such as web browsers. A similar (though
now deprecated) variation, known as HTTP Public Key Pinning (HPKP), used
public key pins, which are essentially hashed values of the public key communi-
cated to the browser client from the server in the HTTP header. After obtain-
ing the server certificate, the client verified the public key against the hash of
the public key.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Which of the following attacks would be rendered ineffective by the use of
salting?

. Hash
. Brute force

. Dictionary

0000
OO0 w >

. Rainbow table

2. You are exchanging secure emails with another user. You use a key to encrypt
your outbound email, but then you are unable to decrypt the email you receive in
return by using the same key you used to encrypt the outbound email. Which best
explains what’s happening?

A. Email clients do not support cryptography.

. Asymmetric cryptography is being used.

00O

B
C. You are using a stream cipher.
D

. You are using a block cipher.

3. Which of the following statements is true regarding block and stream ciphers?
(Select three.)

O A. Block ciphers are more complex than and not as fast as stream
ciphers.

. Stream ciphers, unlike block ciphers, require padding.

. Block ciphers have higher diffusion than stream ciphers.

0 00
Oo0ow

. Stream ciphers perform encryption bit by bit.
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4. Which statement is false?

O A. Symmetric key algorithms use the same private key to encrypt and
decrypt.

B. Symmetric key algorithms are often referred to as public key
algorithms.

O
O C. ECC is an example of an asymmetric public key cryptosystem.
O

D. Symmetric key algorithms are typically faster than asymmetric
systems.

Cram Quiz Answers

Answer 1: D. A rainbow table attack can be rendered ineffective by salting, which
defends against precomputed hash values. Dictionary and brute-force attacks don’t
necessarily rely on precomputed hash values. Therefore, Answers B and C are incorrect.
Answer A is incorrect because a hash is not a type of attack but instead describes a
function.

Answer 2: B. In asymmetric cryptography, key pairs are used: one key to encrypt and
the other to decrypt. The email you received would have been encrypted with your pub-
lic key, and you would need to decrypt the email with your private key. This private key
would not have been the key used to encrypt the original outgoing email. You would
have used the recipient’s public key for that. Answers A, C, and D are incorrect because
you were able to originally encrypt an email outbound. Further, most email clients do
support cryptography, and stream and block ciphers are methods for encrypting plain-
text in symmetric algorithms.

Answer 3: A, C, and D. Stream ciphers do not require padding because each bit is pro-
cessed and is the smallest unit. Therefore, Answer B is incorrect. All the other choices
are true statements comparing block ciphers and stream ciphers.

Answer 4: B. Symmetric key algorithms are often referred to as secret key algorithms,
private key algorithms, and shared secret algorithms. Asymmetric algorithms are often
referred to as public key algorithms because they use the public key as the focal point
for the algorithm. Answers A, C, and D are all true statements and are therefore incorrect
answer choices.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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PART 2

Threats, Vulnerabilities,
and Mitigations

This part covers the following official Security+
SY0-701 exam objectives for Domain 2.0, “Threats,
Vulnerabilities and Mitigations”:

» 2.1 Compare and contrast common threat actors and motivations.

2.2 Explain common threat vectors and attack surfaces.

| 2

P 2.3 Explain various types of vulnerabilities.

P 2.4 Given a scenario, analyze indicators of malicious activity.
| 2

2.5 Explain the purpose of mitigation techniques used to secure
the enterprise.

For more information on the official CompTIA Security+ SY0-701 exam
topics, see the section “Exam Objectives” in the Introduction.

Now that you have learned about general security concepts in Part 1 of
this book, it’s now time to dig deeper and learn about all the things you are
securing from attack, what those attacks are, what they look like, why they
are considered threats, what makes you vulnerable to them and how you
can mitigate (or prevent) damage, exposure, or compromise. To do this, you
need to first learn about what a threat actor is and what motivates them

to conduct malicious activities. Why does someone attack and what are
they looking to gain? Although the answer may seem simple at first glance,
there are various reasons and motivations for attacks, and this is important
to know so you can first try to prevent them but also try to identify and
respond to them if they are successful. Another important concept to know
for the exam is identifying and being able to explain common threat vectors
and attack surfaces. While we get into depth in Chapter 5, “Threat Actors
and Motivations,” quite simply an attack surface is the exposure of any
technical system that an attacker may target. Attackers need targets, and
this chapter helps you understand what those are and how to protect them.
You also need to understand and be able to explain various types of vulner-
abilities. Although this can seem daunting at times, since the list is large
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and continues to grow and technology evolves, we will cover what you
need to know for the exam and specifically what types of vulnerabilities are
very commonly seen in the world of technology today. You will also need
to know how to identify and analyze indicators of malicious activity when
given a scenario. Many times, when an attack takes place, it’s important to
be able to look at what has happened and be able to assess and analyze
the incident so you can act on it. Lastly, in this part we will conclude with
explaining the purpose of mitigation techniques used to secure the enter-
prise. When you lock things down, you reduce the attack surface, thwart
the bad guys, and help limit exposure.
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CHAPTER 5

Threat Actors and
Motivations

This chapter covers the following official Security+
exam objective:

» 2.1 Compare and contrast common threat actors and motivations.

Essential Terms and Components

v

Threat actors
Nation-state
Unskilled attacker
Hacktivist

Insider threat
Organized crime
Shadow IT
Attributes of actors
Internal/external
Resources/funding
Level of sophistication/capability
Motivations

Data exfiltration
Espionage

Service disruption
Blackmail

Financial gain
Philosophical/political beliefs
Ethical

Revenge
Disruption/chaos
War

VVVVVVV VYV VYV VYVVYVVYVYVYyYVYYY
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Threat Actors

A threat actor refers to an individual or a group that performs actions poten-
tially harmful to a computer system, network, or digital environment. These
actions can range from unauthorized access, data theft, and malware deployment
to disruption of services and damage to physical or digital assets. Threat actors
can be motivated by various factors, including financial gain, political objectives,
espionage, personal grievances, or simply the desire to cause disruption.

For the Security+ exam, you will need to know how to identify various types
of threat actors as well as their attributes and motivations. The threat could

be conducted by the actor who is an internal employee, an external hacker, a
beginner, or an expert and who is motivated by revenge, wants, monetary gain,
or otherwise. There are many items to consider, and this chapter will unwind
all you are expected to know. To begin, let’s look at the types of threat actors
that are most commonly seen today.

Threat Actor Attributes

When examining various threat actors, you must consider their attributes.
Organizations that do so can build better threat profiles and classification sys-
tems to deploy more relevant and proactive defenses. Common attributes of
actors include the following:

» Internal/external: Threats can be internal to your organization (for
example, employees breaking security policy on purpose or by accident).
They could come from system administrators or end users. These are
known as insider threats. Threats can also be external to your organiza-
tion. For example, unskilled attackers (script kiddies), hacktivists, orga-
nized crime, and nation-state actors are all examples of external threat
actors.

» Resources/funding: Depending on the amount of resources and fund-
ing available, threats can use high-end equipment and tools, be persistent,
and have teams behind them, or they can be simple with little-to-no fund-
ing (for example, someone taking a USB stick with confidential informa-
tion out of the building).

> Level of sophistication/capability: Several components must be consid-
ered here, including technical ability, financial means, access, political and
social support, and persistence. The level of sophistication means that
the threat actor is savvy and knowledgeable, which provides them more
or expanded capabilities to conduct an attack.
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When considering threat types and attributes, you might find it helpful to think about
common personal situations. For example, consider your reasons for locking your
personal belongings in a vehicle. What threat actors are you mitigating against?
What are their attributes? How does a casual passerby differ from someone who has
the tools and knowledge of a locksmith?

ExamAlert

Assessing threat actors begins with identifying their relationship to the organization—
internal or external.

Types of Threat Actors

Recall that a threat actor can be anyone who performs actions potentially
harmful to a computer system, network, or digital environment. The following
section explores the various threat actors you need to know for the exam:

» Unskilled attacker
Insider threat
Hacktivist
Organized crime
Nation-state

Shadow I'T

vV v.v. v Y

Notice that these threat actor types relate to threats from humans, not the
environment. For example, the threat of a flood in a data center might stem
from an impending hurricane, not from a particular individual or entity.

As you review the threat actors in the following sections, keep in mind that
organizations need to consider how these different actors could be interrelated.
For example, a terrorist group works much like hacktivists. The terrorists are
driven by ideology, and hacktivists operate within the framework of organized
crime. Also, those involved in organized crime might exploit unskilled attackers
within their ecosystem to distance themselves while achieving specific goals.
Similarly, some nation-states might have close ties to organized crime. Finally,
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keep in mind that any of these threat actors can be further enabled through the
compromise of an insider.

In the real world, a single threat actor can be a combination of the actor types
you are about to explore, but for the exam you will only need to know the
details of each specific threat actor type so you can successfully compare and
contrast the different types.

Unskilled Attacker

An unskilled attacker does not possess much talent. With few skills, they run
scripts and programs that others have developed so they can exploit a vulner-
ability. Usually known as “script kiddies,” these unskilled attackers cannot write
sophisticated code; they might not even know how to program. Still, unskilled
attackers can undoubtedly have a huge negative impact on an organization.
What makes them particularly dangerous is that they are often unaware them-
selves of the potential consequences of their actions or the tools they are using.
Of course, because they lack sophisticated skill, script kiddies often cannot
adequately cover their tracks. Tracing their attacks is therefore easier than trac-
ing the attacks of more sophisticated threat actors.

Unskilled attackers might lack sophistication and financial means, but they are
empowered by the vast amount of readily available exploits and information
available to them. They are often associated with website defacement attacks,
but they have also been known to use denial of service (DoS) attacks to take
down websites and even to plant Trojans and remote access tools within an
organization.

Insider Threat

Attacks are often assumed to come from malicious outside hackers, but an
insider threat may lead to many breaches. An insider threat is any employee
who, on purpose or by accident, jeopardizes the CIA (confidentiality, integrity,
and availability) of the organization. In many cases, insider threats are employ-
ees who have the right intentions but either are unaware of an organization’s
security policy or simply ignore it. A common example is a well-intentioned
employee who uses a personal web-based email account to send home sensitive
files to work on later in the evening. In doing so, the employee sends these sen-
sitive files in unencrypted form outside the organizational network. In another
common scenario, a user brings in a USB thumb drive that has, unbeknownst
to the user, been infected with malware. Proper security awareness training and
education are key in preventing such non-malicious insider threats.
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Insider threats also can be deliberately malicious. These threats are typically
motivated by financial gain, sabotage, and theft to gain competitive advantage.
Consider the case of ex-National Security Agency (NSA) contractor Edward
Snowden. Formerly an insider, Snowden circulated various documents and
secrets about the NSA’s surveillance program. Protecting against malicious
insiders is a daunting and difficult task, but organizations must have policies in
place to help identify risky personnel (for example, employees who have been
terminated). Perhaps most importantly, organizations need mechanisms for
proactively monitoring network and system activities.

ExamAlert

Insider threat actors can be malicious, as in the case of a disgruntled employee, or

simply careless, as in the case of someone who holds open a door and lets others
into a building without scanning their key cards.

Hacktivist

Hacktivism can have a positive or negative connotation, just as the word hack
does, depending on how it is used. In the case of threat actors, hacktivism
involves using digital tools for malicious intent, based on political, social, or
ideological reasoning. Hacktivists often are perceived as doing good because
of their motives. For example, in early 2017, the group Anonymous took down
thousands of sites related to child porn. This might be seen as a form of vigilan-
tism, or at least a way of targeting illegal activity. On the other hand, an animal-
rights hacktivist group could target an organization that launches a perfectly
legal line of fur coats.

ExamAlert

Be sure you understand what a hacktivist stands for and remember that these types

of threat actors can attack entire industries or single people, and they can be seen
as both doing right and wrong. An example would be directly attacking a political fig-
ure because their views do not align with those of the attacker or attacking party.

Organized Crime

Organized crime, sometimes seen in the form of criminal syndicates, tends
to follow the money, so it should come as no surprise that organized crime is
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involved in networking systems today. The U.S. Organized Crime Control Act
of 1970 states that organized crime “is a highly sophisticated, diversified, and
widespread activity that annually drains billions of dollars from America’s econ-
omy by unlawful conduct and the illegal use of force, fraud, and corruption.”
Clearly, this threat actor is sophisticated and has adequate financial means. In
fact, organized crime itself has established its own complete economy, includ-
ing a system within the underworld that affects information security. The
Organized Crime Control Act identifies that funding comes from such illegal
activities as gambling, loan sharking, property theft, distribution of drugs, and
other forms of social exploitation. Organized criminals have simply adapted to
become organized cybercriminals.

The challenges of defeating organized crime are the same today as they have
been for decades, particularly given the vast resources and ecosystem involved.
Consider a street-level drug dealer. This person is part of the criminal ecosys-
tem yet has no real connection to the organized crime network. More relevant
are money mules, who are often recruited online and tasked with helping to
either knowingly or unknowingly launder money.

Nation-State

A nation-state actor is arguably the most sophisticated threat actor with the
most resources. They are government sponsored, although those ties might not
always be acknowledged. This threat actor is not necessarily relevant only to
government organizations, as foreign companies are often targets as well. For
example, corporations might possess intellectual property that another foreign
entity can use to advance its goals and objectives.

"This type of threat actor is also patient and targets a wide attack surface that
might include partner and even customer organizations. Their goal is to get in
and hang around undetected for as long as they can while exfiltrating data on
an ongoing basis.

In 2011, RSA Security, a provider of two-factor authentication tokens, was
hacked. Circumstances indicated that the attack was likely targeting at least one
of the company’s large customers, defense contractor Lockheed Martin. Natu-
rally, a foreign nation could gain valuable resources and intellectual property
from such a contractor.

Nation-state actor attacks have become more prevalent in recent years. Stuxnet,
discovered in 2010, highlighted the sophistication and threat of nation-state
attacks. This costly and highly sophisticated computer worm is believed to be

a cyberweapon that the United States and Israel allegedly developed to inten-
tionally cause damage to Iran’s nuclear facilities.
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Advanced persistent threats (APTs) are often associated with nation-state threat
actors. The name alone suggests sophistication. These certainly are not “smash and
grab” attacks; rather, they are generally described as “low and slow.” The goal of

an APT is usually to infiltrate a network and remain inside, undetected. Such access
often provides a more strategic target or defined objective, including the capability to
exfiltrate information over a long period of time.

Shadow IT

Shadow IT refers to information technology (I'T) systems and solutions built
and used inside organizations without explicit organizational approval. This
often includes software, applications, and services outside the purview of the
official I'T' department’s control and security measures. Shadow I'T" is definitely
found in larger organizations where bureaucracy and control can be seen as a
barrier to moving forward with technology projects or tasks in a timely manner
and there is a constant struggle to find balance between control and productiv-
ity. However, because those controls may slow down or impact productivity for
those looking to be more productive, users find ways to get around those pro-
cesses looking to control them. Another example is if someone wants to install
software that is not approved by corporate or centralized I'T. Doing so thwarts
existing controls and puts unknown, unvetted, and potentially unsafe software
into production that could cause issues. Therefore, shadow I'T arises for vari-
ous reasons, such as employees seeking more efficient tools than those provided
officially, the need for rapid deployment, and the desire for functionalities that
are not available through official channels.

Keep in mind that shadow I'T is not just a large organization issue. Even in
small and medium-sized organizations where bureaucracy and control may not
be as tight, shadow I'T is very dangerous. Shadow IT leads to security risks,
compliance issues, data and resource silos, and wasted resources.

You need to address shadow I'T by implementing policies for technology pro-
curement and use, enhancing the I'T" department’s responsiveness to employee
needs, and adopting tools that monitor and manage unauthorized software and
devices. The goal is not necessarily to eliminate shadow I'T" but to understand
its presence and manage its risks while leveraging its potential benefits.
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ExamAlert

Shadow IT creates the risk of leaks, backdoors, data loss, vulnerabilities, unknown
exploits, and a myriad of other issues that may or may not be captured and miti-

gated via security team vulnerability scans until it’s too late. To stop shadow IT, you
need to be aware of the vectors in which it operates most frequently. Cloud services,
because of their flexibility, currently comprise one of the most common vectors
shadow IT operates within.

Motivations

Before threat actors are assembled to move forward with an attack, they

are usually motivated to do so for a reason. Understanding the reason
(motivations) of the attack can help you better understand why the attack is
taking place as well as the severity of it. For example, if there is a threat actor
motivated by financial gain, it is likely that they will be attacking to steal data,
then attempting to seek a payout by selling the stolen data. They could also
perform a ransomware attack and demand payment for the decryption key that
unlocks your data. Knowing the motivation can help you identify where the
attacks may be coming from but also who may be conducting them. An internal
threat (disgruntled employee) who was recently laid off may be creating a ser-
vice disruption to get revenge on the company. In that case, there may be mul-
tiple motivations causing this disgruntled employee to conduct the attack.

ExamAlert

Have a high-level understanding of each of the motivations covered next so that you
can compare and contrast them on the exam.

Data Exfiltration

One of the biggest motivators for a threat actor is to get their hands on data.
Data is the lifeblood of not only organizations but also the personal lives of
everyone who has data and uses a network such as the public Internet.

Data exfiltration is exactly what it sounds like—any type of data that is suc-
cessfully taken by a threat actor that should not have been. Recall that this
could be by accident or on purpose by someone internal or external to your
organization. It does not have to be malicious for it to be data exfiltration. A
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typical way data is exfiltrated is through a threat actor gaining access to the
data and removing it through various channels. Protected sources can be any
internal systems—from desktop PCs to laptops, mobile devices, storage arrays,
servers, databases, and other storage devices. Once data is identified as a target,
moving it from one location to another is all it takes to conduct an exfiltration
attack.

The reason for the exfiltration could be so that the threat actor has data to use
for other various motivations, such as blackmail, revenge, financial gain, a polit-
ical agenda, and just creating pure chaos due to the loss or theft of an organiza-
tion’s stored and secured data. However, if it was an employee who uploaded a
confidential document to their Google Drive so they could work on it at home,
that is still considered data exfiltration, as that data should never be uploaded to
Google Drive.

Espionage

Espionage is the act of stealing and using confidential information, conduct-
ing intelligence gathering, or spying. There are many reasons why a threat
actor would be motivated to do these things and there is so much that can
come from gaining the information.

Common types of attacks include gaining unauthorized access to systems,
conducting scans, stealing data, social engineering attacks for the gathering of
information, and physical or logical theft of data. These events are often strung
together.

The most common reason for these attacks is to obtain valuable information
for the purpose of information gain, financial gain, finding information to con-
duct more advanced attacks, and creating disruptions to running operations.

Service Disruption

A service disruption is when an attacker prevents your service from being
used and is therefore another major motivator for a threat actor. Service disrup-
tions can be very beneficial to a threat actor because these types of disruptions
can cause a myriad of issues for those who are being attacked and therefore
make the attacker happy. For example, an organization under attack can suffer
from reputation damage, where customers lose faith or trust in the organiza-
tion, thus leading to lost business. Another threat is revenue lost due to a loss
of service. If there is no service, there is no ability to make profit—and in some
cases, the organization may need to pay for damages. Service disruptions can
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also be a distraction used for another attack. For example, a threat actor may
be motivated to cause a major service disruption to an organization in order to
create chaos. This will allow the attack to progress to another attack, quickly
expanding the attack surface.

As you can see, the service disruption does not necessarily directly benefit the
attacker, but it could indirectly benefit the attacker. For example, if I can dis-
rupt your service and then your customers come to me, I win. If I can disrupt
your electrical grid, I might be able to launch another attack that would bring
me political gain.

Blackmail

Blackmail is a major motivator when it comes to threat actors looking to take
advantage of an attack situation. Blackmail is when you leverage threats, data,
or information against another party for a purpose. The purpose can be nefari-
ous, but it can also be for what a threat actor may deem to be good. For exam-
ple, nefarious reasons would be crime related, such as financial gain, political
gain, or revenge. Conversely, the threat actor may believe that the organization
is doing something wrong and they are trying to punish the organization for it.
"This usually maps to philosophical and political beliefs as a motivator.

Blackmail in its simplest form is generally when a threat actor leverages some-
thing against another party so that they can get a desired result. The informa-
tion used to cause the blackmail is usually damaging.

Financial Gain

One of the biggest motivators for threat actors is financial gain. Financial gain
can take many forms, whether it be gaining data to sell or digitally taking mon-
etary assets from an organization. The first is generally easier to acquire and
use for gain; the second requires gaining digital currency such as bitcoin. Cryp-
tocurrency theft can be a large incentive. Another financial incentive is using
ransomware for financial gain.

Philosophical/Political Beliefs

As mentioned earlier, threat actors can base their actions on numerous motiva-
tions, and many do what they do for philosophical and political beliefs.
These threat actors are generally called hacktivists. Just like “activists,” they
create an environment that allows their “views” to be what drives the threat of
action.
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An example could be someone not liking a presidential candidate. If an organi-
zation supports the opposition, that organization could become a target for the
threat actor based on their views and beliefs.

Ethical

Threat actors act on ethical motivation as well. An ethical action could be

one that a threat actor takes based on what they view is an ethics violation.

An example of this would be how they feel about a certain subject and what
their morals dictate, and this governs their behavior. Typically, hacktivists are
motivated by ethics as well. For example, in 2014, a hacktivist group known as
“Fight for the Future” played a pivotal role in the battle for net neutrality in
the United States, showcasing how threat actors are driven by ethical concerns.
Net neutrality is the principle that Internet service providers should treat all
data on the Internet equally, without discriminating against or charging differ-
ently based on user, content, website, platform, application, or method of com-
munication. “Fight for the Future” is known for its advocacy in digital rights,
particularly focusing on issues of privacy, free expression, and censorship on the
Internet.

Revenge

Revenge can be the motivation for a threat actor to conduct any type of
attack to any party it’s intended for, practically for any reason whatsoever. The
motivation for revenge can vary widely based on the situation and who was
impacted or affected. A threat actor could be seeking revenge for themselves or
others. It’s difficult to pin down what causes someone to act in a fashion to seek
revenge, as it is usually personal to the threat actor and not always something
you can see on the surface. They can also be acting out for someone else who
was a victim.

Disruption/Chaos

Another common motivation is disruption and chaos. There are many rea-
sons why an attacker would want to cause either disruption or chaos, and one
isn’t always mutually exclusive of the other. As an example, an attack could
cause some form of disruption of your organization’s normally provided ser-
vices. If your organization provides access to a highly used service such as social
media, this could in fact cause chaos through frantic end users complaining
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about the service being down. Your organization could lose a lot of moneyj, its
reputation, and more. Looking at it on its own, chaos can be pure anarchy or a
lack of framework or guidance. It could involve conducting attacks that cause
outages on a small or wide scale and impact business operations. It could even
be all of the above. There is really no limit to what can be deemed chaos. If an
attack causes you or your organization a disruption, outage, or impact, it’s likely
that it can cause any level of chaos as a result.

There are many reasons why a threat actor would be motivated to create major
chaos and disruption to an organization. One of the most likely reasons is that
service outage creates a distraction in order to conduct a secondary attack.

War

Unbeknownst to some, cyberwarfare is in fact a method of modern-day war.
Countries still employ cyberattacks against each other, and threat actors con-
duct these attacks with the motivation of winning battles as well as skirmishes.
The attacks are digital, the weapons of war are technology, and technology
disruption is the spoil of war.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Which of the following is the best example of an attack by a hacktivist group?
O A. The exfiltration of data for financial gain

B. The defacing of a public website that supports the political views of
an unpopular politician

O
O C. The deletion of data due to a disgruntled employee being laid off
O

D. The corruption of a server’s data by a competitor to cause the
company to lose money

2. Which of the following statements best describes attributes of internal and exter-
nal threat actors in terms of their resources/funding and level of sophistication/
capability?

O A. External threat actors often have less access to organizational
resources but may possess a higher level of sophistication due to
their need to breach external defenses.

O B. Internal threat actors typically require significant external funding to
carry out their attacks, whereas external threat actors can leverage
organizational resources.
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O C. Both internal and external threat actors generally possess the same
level of sophistication and capability, as both types usually have equal
access to resources and funding.

O D. External threat actors are less sophisticated than internal threat
actors because they have limited understanding of the organization’s
internal IT infrastructure.

3. Which threat actor motivation is associated with an attack related to a
nation-state?

A. Blackmail
B. Chaos
C. War
D

. Revenge

00O

4. Which of the following will more than likely be motivated to attack based on
financial gain?

A. Organized crime
B. Hacktivist

C. Unskilled attacker
D

. Nation-state actor

O O0O0O0

Cram Quiz Answers

Answer 1: B. The defacing of a website due to political views is a perfect example of
what a hacktivist would do. Answers A, C, and D are incorrect because they point out
what other types of attacks would look like to create financial gain or competitive advan-
tage or what a disgruntled employee might do to seek revenge.

Answer 2: A. External threat actors, such as hackers or cybercriminal groups, usually
do not have direct access to an organization’s resources, including financial and IT infra-
structure. To successfully attack, they must rely on their skills, knowledge, and some-
times external funding to bypass security measures. This necessity often drives them to
develop or acquire sophisticated techniques and tools to overcome external defenses.
Therefore, they can be highly sophisticated even without direct access to organizational
resources. Answers B, C, and D are incorrect because they don’t properly describe attri-
butes of internal and external threat actors in terms of their resources/funding and level
of sophistication/capability.

Answer 3: C. War, in the context of cybersecurity, is often associated with nation-state
or state-sponsored actors. These actors are motivated by geopolitical objectives, espio-
nage, or preparation for actual warfare, employing cyberattacks as a part of their strat-
egy, thus extending traditional conflict into the cyber realm. Answers A, B, and D are
incorrect because blackmail, chaos, and revenge are not motivators directly related to a
nation-state.

Humble Bundle Pearson Networking and Security Certification Bundle — © Pearson. Do Not Distribute.



Cl’amQU |Z What Next?

Answer 4: A. Organized crime groups are primarily motivated by financial gain. They
engage in various forms of cybercrime, such as fraud, extortion (ransomware attacks),
identity theft, and the sale of illegal goods and services online, all aimed at generating
revenue. Answer B is incorrect because hacktivists are motivated by political, social, or
ideological objectives rather than financial gain. Answer C is incorrect because unskilled
attackers are typically driven more by curiosity, the desire for recognition within certain
communities, or simply the challenge of breaking into systems. Answer D is incorrect
because nation-state actors are primarily motivated by espionage, geopolitical goals,
military advantage, or sabotage against other nations.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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Threat Vectors and
Attack Surfaces

This chapter covers the following official Security+
exam objective:

P 2.2 Explain common threat vectors and attack surfaces.

Essential Terms and Components

v

Threat vector

Attack surface
Message-based

Email

Short Message Service (SMS)
Instant messaging (IM)
Image-based

File-based

Voice call

Removable device

Vulnerable software
Client-based vs. agentless
Unsupported systems and applications
Unsecure networks

Wireless

Wired

Bluetooth

Open service ports

Default credentials

Supply chain

Managed service providers (MSPs)

VVVVVVV VYV VYV VYVVYVVYVYVYyYVYYY

Vendors
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Suppliers

Human vectors/social engineering
Phishing

Vishing

Smishing
Misinformation/disinformation
Impersonation

Business email compromise
Pretexting

Watering hole

Brand impersonation

VVVVVVYVVYVYVYVYY

Typosquatting

Types of Threat Vectors and Attack
Surfaces

A threat vector is a method or pathway through which a cyberattacker can
gain access to a computer or network system to deliver a payload or malicious
outcome. Think of it as the specific avenue or means by which a breach can
occur. As you will explore shortly, threat vectors can vary widely—from email
attachments, to websites, to online advertisements, to USB drives, to unsecured
Wi-Fi networks, to the supply chain, and many more. Therefore, being able to
identify and secure these vectors are critical components of cybersecurity strat-
egies, aiming to prevent unauthorized access, data breaches, malware infections,
and other cyber threats.

An attack surface refers to the sum of all the possible vectors where an
attacker can try to enter data into or extract data from an environment. It
encompasses all the exposed and potentially vulnerable hardware, software,
network, and human elements that a hacker can target to gain unauthorized
access or cause harm. Therefore, it makes sense to reduce the attack surface
by minimizing the number of entry points and hardening the security around
those that remain.

In this chapter, we will dive into the different types of threat vectors and attack
surfaces you need to be familiar with for the Security+ SY0-701 certification
exam.
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ExamAlert

For the exam, you are required to explain common threat vectors and attack
surfaces. Therefore, keep in mind as you go through this entire chapter that you

need to have a great understanding of each of these so that when you are tested on
any one of them you will be able to pick the right one based on the information in the
exam question.

Message-Based

A message-based threat is one that is conducted through communications
methods, including (but not limited to) email messaging, SMS (short message
services) texts, and IM (instant messaging).

Email

Electronic mail, or email, is the most common form of attack vector. Since its
inception, email has been one of the best high-value vectors for attacks to be
conducted. There are many reasons for this, including the ability for trickery,
obfuscation, and fraud.

With email, consider how much spam you get in a day. If you have a spam filter,
take a look at what it catches and examine certain aspects of it and how real
some of the emails look. For example, when you get an email from a store you
shop at or a service you may use, such as Amazon, is it really from that com-
pany? Many times you may simply click it to open it. Likely, there is a call to
action in the email, such as clicking a link or going to a site to do something.
Typically that call to action will use catchy phrases, or even fear or concern, to
get you to do what it wants you to do. For example, the email’s call to action
may be telling you that your account will be cancelled due to inactivity unless
you log in and verify you still use it. Unbeknownst to many, a legitimate-
looking email asking you to do something pretty reasonable may be quickly
accepted and get you to do what it asks. This is where the trouble starts. Due to
the ability of the hacker or spammer to conceal the actual origin of the email,
making it look legitimate unless you conduct a close inspection, it’s likely you
will believe the email and do what it says. Once you do, your account creden-
tials could be captured and exploited rather quickly. This is but one of many,
many email attacks. This attack vector is used for all types of email accounts,
and successful attacks can lead to system intrusion and eventually intrusion into
the entire network organization in which you work.
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There are many ways to mitigate these types of attacks, but some of the most
common ways to protect yourself and your organization from attack are to

use end-to-end encryption when transmitting emails, to restrict attachment
downloads to add a layer of protection, and to add protection through user
education, which is the number-one method! One of the best ways to thwart an
attack is to teach users what to look for when they receive emails. For one, is it
from a trusted source? Does it look suspicious? If something doesn’t look right,
you may be getting phished (as an example), and that is an attack we will cover
later in this chapter.

Short Message Service (SMS)

Sending out SMS (Short Message Service) “texts” is the most common way
we communicate using our mobile phones on a day-to-day basis—which makes
it a real juicy threat vector for attackers.

SMS can be exploited in the same way that email can be exploited. Whether it’s
a link sent via a fraudulent number, a spoofed contact, or some other form of
contact, the text message can be “clicked” and produce the same types of chal-
lenges that email does. For example, you may get an SMS text from a number
claiming to be from a government website demanding that you immediately
respond or face penalties up to and including heavy fines and imprisonment.
Most people in a panic would click this and respond. What makes these types
of exploits tricky to identify is that they are coming from a number most

times and not a spoofed domain. This, at times, will make them seem more
legitimate.

Either way, a good method for mitigating these types of threats is to not
respond to or click the text until you have verified the number from which the
SMS is coming.

Instant Messaging (IM)

Lastly, in the world of communications, if you are not getting a bogus email

or tricked by a false-number SMS text, your next likely candidate for getting
exploited is the instant messaging (IM) vector. This vector is commonly seen
in social media platform tools and mobile apps. For example, Facebook has an
instant messaging tool you can use with it. If you use Instagram, same thing.
You will find that there are many, many IM platforms found literally every-
where. The exact same threats as discussed with email and SMS are conducted
with IM. Instant messages can be spoofed. You can be tricked. There is likely
going to be a call to action to click a link or do something, which will in turn
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lead to an exploit. To protect yourself from IM attacks, it is important that you
are vigilant and verify every attachment and link you receive before you click it.

Image-Based

An image-based vector refers to threats that exploit images to carry out
attacks. This can involve manipulating image files to include malicious code
that is executed on a target’s device when the image is opened or processed.
The attack surface in this case is any system component (software, hardware, or
firmware) that interacts with or processes image files, making it susceptible to
potential security breaches through these manipulated images. Therefore, .jpeg,
.gif, .bmp, .png, and so on are not as safe as we think they are. For example, if
you are receiving an email with an image embedded in it, it may have a click-
able hyperlink that will take you to a suspicious or threatening site. Or, the
image may be embedded with the link itself and the link will be activated when
you open and view the image.

This is what makes this particular attack vector tricky to thwart and even
trickier to stop. For example, image files can be in an email signature and may
therefore be overlooked. Sometimes, the images are blank, which is referred

to as a “blank image attack.” Either way, clicking these linked images or having
them automatically trigger can cause malware to be downloaded or send you to
a suspect site for another possible attack.

File-Based

A file-based threat vector uses files to deliver and/or execute malicious code
on a target system or network. These can be any types of files, including but
not limited to documents (such as PDFs or Word documents), executables
(-exe), scripts (.js, .vbs), and compressed files (.zip, .rar).

Attackers often use social engineering tactics, such as phishing emails or
misleading downloads, to trick users into opening or executing these malicious
files. Once the file is opened, the embedded code can execute various malicious
activities, ranging from installing malware, ransomware, or spyware to exploit-
ing vulnerabilities within the system to gain unauthorized access.

However, files can be sent in many ways. Files can be shared online via links.
They can be public. They can be private. They can be shared at work, via email,
via USB drives, and from network shares. The file-based threat vector can be
one of the hardest vectors to handle, and your attack surface increases exponen-
tially, based on how many files you share and all of the methods in which you
share them with the world.
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Voice Call

The voice call threat vector uses telephone services such as traditional
landlines, VoIP, and mobile phone calls to execute malicious activities. This
vector is commonly associated with tactics such as vishing, scam calls, and social
engineering attacks. Attackers using voice calls aim to trick individuals into
divulging sensitive information, transferring money, or performing actions that
compromise security.

For example, the way this attack could be conducted would be for me to call
you and get information I need from you that can help me conduct a different
type of attack, such as a password crack. I can ask you for personal information
that could help me get what I need. Attackers can also pose as officials from the
government and claim to be tax collectors from the IRS, threatening you with
punitive, financial, and legal actions if you do not do what you are being asked
to do—and believe it or not, many people fall for it.

Keep in mind that, today, a voice call attack would call your phone from a
spoofed number from your own area code instead of a 1-800 or 1-888 num-
ber, thus increasing the odds of you answering the phone, and the attacker will
either speak with you directly or leave you a voicemail. Either way, the call to
action of the voice call would be for you to provide personal information that
the attacker can use against you to steal from you, or maybe they will get you
to simply perform a series of transactions such as buying gift cards and then
have you give them the codes over the phone.

Removable Device

Removable devices such as USB drives and flash cards are commonly used
to deploy malware. Many times infected files or programs used to conduct mal-
ware attacks are placed on removable media and left in common spaces in the
hopes that someone picks one up and inserts it into a system because they are
curious about what it may contain. Once the device is inserted into a system,
the malware infects the system and can spread to other systems as well. Or con-
sider a scenario where your system is already infected, and when you place the
removable media in your system, the malware jumps to the removable media.
Then you insert the removable media in another system and that system is now
infected as well.

Removable devices must be regarded as a potential attack vector, and modern
organizations often implement security policies that restrict or prohibit their
use to be on the safe side. So, nowadays, numerous systems are configured to
reject removable devices, adhering to corporate policies enforced through
specialized software designed to block such access.
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Vulnerable Software

Vulnerable software refers to any software containing flaws or weaknesses
that can be exploited by cyberattackers to gain unauthorized access, steal data,
execute malicious code, or cause other harmful consequences. It creates an
interesting attack vector where bugs and other anomalies in the code can create
backdoors or other issues, which can very commonly cause malware spreads,
penetration, or loss of data.

Client-based software requires installation on each device or system that it
needs to interact with or manage. Therefore, updates and patch management of
each system the client-based software runs on is critical. Agentless software,
on the other hand, does not require the installation of any specific software
component on the devices or systems it manages. Instead, it operates remotely,
typically using standard network protocols and built-in operating system
features to perform its tasks. Therefore, ensuring secure encrypted network
connections between the local and remote system is a must.

Unsupported Systems and Applications

Unsupported systems and applications refer to any software that is no
longer receiving updates, patches, or technical support from its creators or ven-
dors. This may happen for several reasons, such as the end of an official support
lifecycle, a company deciding to discontinue a product, or a shift in technology
that renders the older system obsolete.

Consider that, over time, all software can develop vulnerabilities that are dis-
covered either through malicious activity or by security researchers. Therefore,
if the software is no longer supported, it is very difficult for you to have those
vulnerabilities fixed and therefore are likely to get exploited. In addition, when
you are using unsupported systems and applications, you are more than likely
in breach of regulatory security compliance requirements, leaving you at risk.
Therefore, it is highly recommended that you migrate away from any unsup-
ported systems and applications and stick to the ones that are supported and
regularly maintained.

Now, it’s not always feasible to upgrade systems, especially if they are older
and run programs that won’t run newer versions. A common example of this
scenario is when a company must keep unsupported or legacy systems running
because that’s the company’s only option to support its customers. An example
is a legacy hospital software application that needs to remain on an older
unsupported operating system version, or an industrial control system for a
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power plant or water plant. In these cases, it is important to keep these systems
separated by implementing segmentation or even air gapping and never
connect them to the Internet.

Unsecured Networks

Unsecure network refers to any network that lacks the necessary security
measures to protect confidentiality, integrity, and availability. These networks
may lack encryption, strong authentication mechanisms, updated security pro-
tocols, or proper network segmentation. For the Security+ exam, we need to
focus on a few key points for wireless, wired, and Bluetooth in this discussion.

Wireless networks are susceptible to eavesdropping or an on-path attack,
where attackers intercept wireless traffic to access sensitive information. It is
imperative that all wireless traffic is encrypted in transit. For wireless networks,
you also need to consider unauthorized access. Therefore, wireless networks
with weak or no authentication are not acceptable anymore, as they allow
attackers to connect to the network and access networked resources.

Wired networks are susceptible to physical attacks, where an attacker may gain
physical access to network ports and tap into network traffic or even connect
to unauthorized devices. Therefore, eavesdropping and unauthorized access are
both concerns for wired networks as well.

Bluetooth is an awesome wireless technology. However, just like with wireless
and wired networks, you are susceptible to eavesdropping and unauthorized
access. Bluesnarfing is the name given to the Bluetooth attack when an attacker
gains unauthorized access to information on a Bluetooth-enabled device.
BlueBorne is the name given to the Bluetooth attack when an attacker exploits
Bluetooth vulnerabilities to take control over a device or perform data theft.
Bluejacking is the name given to the Bluetooth attack when the attacker sends
unsolicited messages to Bluetooth-enabled devices.

For wireless, wired, and Bluetooth, securing the network involves implement-
ing strong encryption, using secure authentication methods, regularly updating
firmware and software to patch vulnerabilities, and educating users about secure
practices.

Open Service Ports

An open service port refers to a network port on a computer or server that is
configured to listen for incoming connections or data packets for communications
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purposes. For example, on a local network, if I decided to host my own web server,
it would be connected via the HT'TPS protocol operating on a default service
port of port 443. Another example is SSH, which is used for remote management
of command-line interface (CLI) connections. The device I want to access using
SSH would be running the SSH service and listening on port 22 by default for any
incoming connection request.

Obviously, services that you need running need to have their respective ports
open. However, what about ports that are open for services that you do not
need? For example, if you have port 23 and port 80 open on your Cisco IOS
router, it would be able to accept incoming Telnet and HT'TP connections.
If these are two services and ports you do not need running but they are, you
leave yourself vulnerable to attack.

Therefore, it is a security best practice to regularly scan your systems for all
open ports and close/block any that should not be open on that system.

Default Credentials

Default credentials are the built-in usernames/passwords or access keys
provided by manufacturers for initial access to devices, software, or systems.
These credentials are meant to be temporary and only allow for initial setup of
the device or software. After that, you are expected to change them. Common
examples include network devices such as routers and switches, storage devices,
and administrative interfaces for software applications.

Default credentials are often readily available in user manuals or online forums.
"This makes them easily accessible to anyone, including malicious actors who
can use this information to attempt unauthorized access. Therefore, don’t use
them.

Supply Chain

The supply chain takes into consideration anyone who is involved in the cre-
ation and sale of a product, starting with the delivery of source materials from
the supplier to the manufacturer, all the way through to the product’s eventual
delivery to the end user. The supply chain encompasses several steps, such as
sourcing raw materials, manufacturing and assembly, testing, transportation,
storage, and distribution. Therefore, there are so many variables in the supply
chain that any one of them could be a threat vector and attack surface resulting
in a ripple effect throughout the supply chain.
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ExamAlert

Supply chain threats involve vulnerabilities and potential points of attack within the

processes and entities that contribute to the production, distribution, and sale of
goods and services.

A managed service provider (MSP) is a company you would hire to
remotely manage your I'T infrastructure and/or end-user systems, typically on a
proactive basis and under a subscription model. MSPs offer a range of services,
including network, application, infrastructure, and security management,
allowing you to outsource many of your I'T operations instead of having to deal
with them yourself. However, just consider what would happen if the MSP and
its supply chain were ever compromised. In that case, there is a high chance
you would be compromised as well, either through unauthorized access or data
exfiltration.

The same would be true with a vendor or a supplier. A supplier is some
organization that provides the raw materials, components, or goods needed

for the production process. Suppliers are usually part of the supply chain that
helps a company manufacture its products. On the other hand, a vendor is any
party that sells goods or services. Vendors typically sell finished products,
making them the final link in the supply chain before the product reaches the
end consumer.

So, if at any point in time an attacker can insert themselves into any part of
the supply chain (software or hardware), from that point forward everyone

is potentially compromised. Therefore, it is imperative that all layers of the
supply chain take the time to incorporate security best practices to prevent
compromise.

Human Vectors/Social Engineering

Human vectors/social engineering refers to tactics that exploit human
psychology rather than technological vulnerabilities to gain unauthorized
access to systems, data, or physical locations. In many circumstances, social
engineering is the precursor to more advanced attacks and has a high success
rate because it relies on human emotions like trust, fear, or the desire to be
helpful. Here are some examples:

» An attacker calls you and impersonates a guest, temp agent, or new user,
asking for assistance in accessing the network or requesting details on the
business processes of the organization.
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» An attacker contacts you and poses as a technical aide, attempting to
update some type of information. The attacker asks for identifying user
details that can then be used to gain access.

» An attacker poses as a network administrator, directing you to reset your
password to a specific value so that an imaginary update can be applied.

» An attacker provides you with a “helpful” program or agent through
email, a website, or some other means of distribution. This program
might require you to enter your login details and/or personal informa-
tion, which are then captured and relayed to the attacker.

For the Security+ exam, you will need to be able to explain various human
vectors/social engineering threat vectors and attack surfaces. Let’s explore
them now.

Phishing

Phishing is an attempt to acquire sensitive information via email. Phishing
attacks rely on a mix of technical deceit and social engineering practices. In
most cases, the phisher must persuade the victim to intentionally perform a
series of actions that provides access to confidential information. For example,
the email may contain a malicious attachment that, once opened, installs mal-
ware on your system. Another example would be an email with a URL or image
that, when clicked, takes you to a fake website owned by the attacker that looks
like a real website you frequently visit, and when you enter your credentials,
they are captured by the attacker. As attackers become more sophisticated, so
do their phishing email messages. The messages often include official-looking
logos from real organizations and other identifying information taken directly
from legitimate websites. For best protection, you must deploy proper security
technologies and techniques at the client side, the server side, and the enter-
prise level. However, the best defense is user education so that users never click
the malicious emails in the first place.

A phishing attack will typically be non-targeted, which means that the attacker
sends out a massive number of emails to as many email addresses as possible in
hopes that someone is caught. Spear-phishing, on the other hand, is a more tar-
geted version of phishing where the attacker learns characteristics about their
victims first and then craft very specific emails that target them so that the like-
lihood of a successful attack is greatly enhanced. Lastly, there is whaling. This
type of email phishing attack focuses on high-level or upper-level people within
an organization. This would include any person with authority and access to

valuable information, such as the CEO, CFO, CTO, and so on. Therefore, the
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attacker would create very specific emails that are designed to entice and target
the high-level individual so that they take the bait and the attack is successful.

Vishing

Vishing (voice phishing) is a type of social engineering attack where fraudsters
use the telephone to call and deceive individuals into divulging sensitive informa-
tion such as personal, financial, or security-related information. The attackers
who use vishing typically impersonate legitimate organizations, such as banks,
government agencies, or tech support departments, using a sense of urgency, fear,
or authority to manipulate victims into sharing sensitive information that the
attacker needs to perform additional attacks. In addition, the attackers will
typically spoof the caller ID, making the call seem even more legit.

Smishing

Smishing (SMS phishing) is a type of social engineering attack where attack-
ers use text messages to deceive individuals into revealing sensitive information,
downloading malware, or partaking in fraudulent activities. Smishing messages
typically appear as if they come from legitimate sources, such as banks, govern-
ment agencies, or familiar service providers, often creating a sense of urgency
or invoking fear to prompt immediate action. These messages might prompt
the recipient to click a malicious link, reply with personal information, or call a
phone number that leads to a scam operation.

ExamAlert

Phishing combines technical deceit with the elements of traditional social engineer-

ing. Be sure to know the variants of phishing attacks. For the SY0-701 exam, know
the differences between phishing, vishing, and smishing.

Misinformation/Disinformation

While influence campaigns, propaganda, and misinformation/disinformation
have been around for many centuries, their use has expanded largely due to the
Internet and, specifically, social media. The Internet has provided an opportunity
to widely disseminate information, and social media has provided an opportunity
for it to spread. Hybrid warfare can and often does include a combination of
these methods, but the psychological, economic, and political influence aspects
go beyond just distraction to achieving greater goals, such as dividing public
opinion by exploiting societal vulnerabilities.
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Although misinformation and disinformation are both related to the spreading
of false or inaccurate information, they differ primarily in the intent behind
them. Misinformation refers to false or inaccurate information that is spread
without the intent to deceive. Therefore, those sharing this information might
believe it to be true and are not intentionally trying to mislead others. On the
other hand, disinformation involves the deliberate creation and dissemination
of false or misleading information with the intent to deceive or manipulate
public opinion, influence social or political outcomes, or cause confusion and
distrust.

Impersonation and Pretexting

Impersonation is a core tactic of social engineers, which simply means
someone assumes the character or appearance of someone else. The attacker
pretends to be something they are not. Impersonation is often used in conjunc-
tion with pretexting, where an attacker creates a fabricated scenario to engage
a targeted victim in a manner that leads to the disclosure of confidential or
personal information. Images of private detectives might come to mind here. In
many great movies, such as Catch Me If You Can and Beverly Hills Cop, the drama
or humor unfolds because of impersonation and pretexting.

Business Email Compromise

Business email compromise (BEC) is the name that has been given to any
type of phishing attack that uses corporate email accounts of trusted individuals
to trick recipients into doing something related to the financial benefit of the
attacker. Therefore, it is classified as a type of scam used to steal money.

According to the Royal Canadian Mounted Police (RCMP), several types of
BEC schemes have been observed in Canada, including:

» Scheme #1: This scheme involves a spoofed or compromised email
account belonging to an existing employee. The criminal, posing as the
employee, emails the payroll department with a request to change the
employee’s direct deposit information. This tricks the company into
depositing the employee’s paycheck into a fraudulent account.

» Scheme #2: This scheme involves businesses that have well-established
relationships with suppliers, wholesalers, or contractors. The criminal,
using a spoofed or compromised email account of the supplier, informs
the business of a change in payment details. The email includes new
banking information with instructions to send future payments to the
“new” account, which is actually fraudulent.
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» Scheme #3: This scheme targets the financial industry with criminals
posing as clients of banks, investment brokers, and financial dealers.
Using a spoofed or compromised email account belonging to an actual
client, the criminal directs the business to make an urgent transfer of
funds, usually to a foreign account.

Other schemes include criminals posing as top executives requesting that

gift cards be purchased and sent for work-related purposes, such as employee
rewards, or requesting tax information for employees, which the criminals will
later use for other fraudulent activity. There are additional variations of BEC,
with new schemes being developed regularly.

The preceding examples are from https://www.rcmp-grc.gc.ca/en/business-email-
compromise-bec.

ExamAlert

You are encouraged to know and be able to recognize an example of BEC.

Watering Hole Attacks

A watering hole attack is where the attackers compromise a frequently visited
server, website, or feature that has a large group of potential victims. The goal
is to affect the greatest number of victims without having to attack them indi-
vidually. Instead, the attackers compromise a place the victims visit frequently,
and when they do, they then become compromised as well.

Just as a lion waits hidden near a watering hole that zebras frequent, a water-
ing hole attacker waits at the sites the victim frequents. In a typical scenario,
the attacker first profiles and understands the victim—such as what websites
the victim visits and with what type of computer and web browser. Next, the
attacker looks for opportunities to compromise any of these sites based on
existing vulnerabilities. Understanding more about the victim (for example,
type of browser used and activities) helps the attacker compromise the site
with the greatest chance of then exploiting the victim. A watering hole attack
is commonly used in conjunction with a zero-day exploit—an attack against a
vulnerability that is unknown to software and security vendors.
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Brand Impersonation

Brand impersonation is when an attacker represents themselves as an entity
you may be familiar with, such as Microsoft, Google, Amazon, or Facebook.

In the context of an attack, consider a typical email phishing scenario where
someone has spoofed the communications to appear as if the email has come
from one of these brands mentioned earlier. An example would be a typical cus-
tomer service response from Microsoft “branded” with its common marketing
materials. Microsoft’s branding is very well known and usually quickly identi-
fied as a square made up of four smaller squares in four colors or shades of the
same color.

Getting back to the attack scenario, if an attacker wanted to phish you to gain
information, they could construct an email using the Microsoft structure,
coloring scheme, and format, which will make the email look very legitimate
at first glance. Paired with a “call to action,” which is usually a fear-based tactic
such as “hurry or your account will be deleted,” this will get you to click the
target link, provide information to the requester (attacker), and likely lead to a
compromised account.

This common attack scenario takes place daily, with millions of spam messages
sent out to good email accounts. If only one out of 1000 emails sent leads to a
compromise, it was worth it to the attacker based on the outcome of what they
are able to get. Now replace Microsoft with your bank’s name, and you can see
that this can be a very serious attack—and lucrative for the attacker!

The best way to prevent these types of attacks is through user education so that
users can quickly identify patterns in the email that don’t look right. For exam-
ple, banks will consistently tell you in many of their legitimate communications
that they will oz ask you for personal information via email. Therefore, when
you get one that looks like it came from the bank asking you for personal infor-
mation, you should probably look closer. Other mitigation methods include
looking for calls to action, sense of urgency wording, and fear tactics.

Typosquatting

Typosquatting involves cybercriminals registering variations of legitimate
domain names for websites so that if you mistype the domain name of the
site you want to visit and the mistyping matches the cybercriminals domain,
you will end up at the malicious website. Therefore, typosquatting relies on
typographical errors users make when typing in ULRs. It can be as simple as
accidentally typing www.gooogle.com instead of www.google.com. Fortunately,
in this example, Google owns both domain names and redirects the user who
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mistyped the domain name to the correct domain. However, a misspelled URL
of a travel website might take a user to a competing website or, worse, a fake
website created by cybercriminals that looks exactly like the real site, with the
goal of stealing any information the user types in, such as username and
password and even credit card details.

Imagine that you unknowingly and mistakenly type in the wrong URL for your
bank; perhaps you just accidentally transpose a couple of letters. Instead of
being presented with a generic parked domain for a domain registrar (an imme-
diate tip-off that you are in the wrong place), you are presented with a site that
looks just like your bank’s but was created by cybercriminals. You then enter
your username and password and see a message saying that your bank is under-
going website maintenance and will be back up in 24 hours, which is not true,
as you are still on the cybercriminal’s website. What you probably won’t realize
is that the attacker has just captured your credentials and is now accessing your
legitimate bank account. Hopefully you have multifactor authentication (MFA)
set up so they can’t get in, even if they do have your username and password.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. You have just received an email with an invoice attached from your manager
asking you to pay the invoice via an e-transfer to an email address you do not
recognize. You contact your manager to question the invoice and they inform you
that they never sent it to you. Which best identifies the type of attack that has
occurred?

A. Impersonation
B. Misinformation
C. Whaling
D

. Business email compromise

00O

2. You are currently being asked for your account information from your bank via
text; however, you believe this is possibly a cyberattack. What form of attack do
you suspect you are involved in?

A. Phishing

. Misinformation

00O

B
C. Smishing
D. Watering hole attack
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3. Which of the following is an effective way to trick an email user into thinking that
an email is legitimate because it has come from a provider such as Microsoft?

A. Vishing

. Brand impersonation

00O

B
C. Typosquatting
D. Phishing

4. Which of the following is considered a common threat vector due to its
potential to bypass network security measures and directly introduce malware or
unauthorized software into a system?

O A. Image-based
Voice call

Removable device

O
O
O

O ow

Open service ports

5. Which of the following is the best defense against social engineering?
O A. Cross-site scripting
. Intimidation

. Awareness and education

O 00
oow

. Influence campaign

Cram Quiz Answers

Answer 1: D. Business email compromise is the name that has been given to any type
of phishing attack that uses corporate email accounts of trusted individuals to trick
recipients into doing something financially related to the benefit of the attacker. Answers
A and B are incorrect because they don’t best describe the type of attack that is
happening. The attack may be using impersonation and misinformation; however, the
attack that is occurring is known as business email compromise. Answer C is incorrect
because whaling is a type of phishing attack that targets a high profile individual such as
a CEO, CFO, and so on.

Answer 2: C. Smishing, also known as SMS phishing, is the use of phishing methods
through text messaging. Answers A and B are incorrect because attacks via email are
known as phishing and information that is not accurate is known as misinformation.
Answer D is incorrect because a watering hole attack occurs when an attacker
compromises a system or service that is used by a large group of people with the
intent of compromising that large group of people through that compromised system.

Answer 3: B. Brand impersonation is an attack that tricks someone into thinking that

a communication is legitimate because the communication looks like it came from the
brand of the company. Answer A is incorrect because vishing involves using a phone
(voice) for an attack. Answer C is incorrect because typosquatting relies on typographic
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errors users make when typing URLs. Answer D is incorrect because phishing is an
attempt to acquire sensitive information via an electronic communication, usually an
email.

Answer 4: C. Removable devices, such as USB drives, external hard drives, and SD
cards, pose a significant threat vector because they can easily bypass network-based
security measures and firewalls when plugged directly into a computer or network
device. They can be used to introduce malware, ransomware, or other malicious
software into a system without requiring network access, making them a direct and
potent means of attack. Answer A is incorrect because image-based threats involve
exploiting vulnerabilities through manipulated image files but typically require the victim
to download or view the image through a networked service or email. Answer B is incor-
rect because voice call threats, or vishing, involve social engineering over the phone to
deceive individuals into divulging sensitive information. Answer D is incorrect because
open service ports can be used by attackers to exploit them and gain unauthorized
access or introduce malware into a system.

Answer 5: C. It is important to understand that the best defense against social
engineering is ongoing user awareness and education. Cross-site scripting (XSS) is a
client-side code injection attack; therefore, Answer A is incorrect. Answer B is incorrect
because a social engineer may use the principle of intimidation to play on one’s fear of
getting in trouble or getting fired. Answer D is incorrect because an influence campaign
involves coordinated actions that seek to affect the development, actions, and behavior
of the targeted population.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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CHAPTER 7

Vulnerability Types

This chapter covers the following official Security+
exam objective:

» 2.3 Explain various types of vulnerabilities.

Essential Terms and Components

v

Application

Memory injection

Buffer overflow

Race conditions
Time-of-check (TOC)
Time-of-use (TOU)
Malicious update

Operating system (OS)-based
Web-based

Structured Query Language injection (SQLi)
Cross-site scripting (XSS)
Hardware

Firmware

End-of-life

Legacy

Virtualization

Virtual machine (VM) escape
Resource reuse
Cloud-specific

Supply chain

Service provider

Hardware provider

Software provider

VVVVV VYV VYV VYV VVVVVVYVVYVYVYVYY

Cryptographic
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Misconfiguration
Mobile device
Sideloading
Jailbreaking

vVVvVvyyvyy

Zero-day

Application

Application vulnerabilities are extremely common in today’s modern software-
driven world. Literally everything runs off some type of application, so it makes
complete and total sense that with all that code comes a slew of vulnerabilities
that need to be considered.

A memory injection vulnerability is a weakness that permits an attacker to
insert or execute malicious code directly into a program’s memory space when
they should not be allowed to do so. This allows the attacker to bypass the
usual security mechanisms and controls that protect against unauthorized code
execution. Memory injection vulnerabilities exploit flaws in how an application
handles memory operations, such as allocation, access, and deallocation.

A buffer overflow is a type of memory injection vulnerability. A buffer over-
flow occurs when the data presented to an application or service exceeds the
buffer storage space that has been reserved in memory for that application or
service. For example, poor application design might allow the input of 100
characters into a field linked to a variable that can hold only 50 characters. The
overflow portion of the input data must be discarded or somehow handled by
the application; otherwise, it can create undesirable results. If no check is in
place to screen out bad requests, the extra data overwrites some portions of
memory that other applications use and then causes failures and crashes.

A buffer overflow can result in the following:

» Data or memory storage may be overwritten.

» An attack may overload the input buffer’s capability to cope with the
additional data, resulting in denial of service (DoS).

» The originator might execute arbitrary malicious code, often at a
privileged level.
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A race condition involves software and, specifically, the way a program
executes sequences of code. A race condition typically occurs when code
sequences are competing over the same resource or acting concurrently. Race
conditions can result in unexpected and undesirable results or can even result
in malfunction. Race conditions also can cause a DoS, making the application
unusable. Race conditions are also associated with allowing attackers to exploit
system processes to gain elevated access to areas that otherwise should be
restricted. This is known as privilege escalation.

Time-of-check to time-of-use (TOCTOU) is an example of a race condition;
it is an asynchronous attack that exploits timing. TOCTOU takes advantage of
the time delay between the checking of something and the usage of something.
Here’s a simple analogy to consider: Say that you want to withdraw $100 from
your bank’s ATM. First, you check your balance and see that you have $100.
Next, you initiate the withdrawal, but you are told that you don’t have sufficient
funds. Between the “check” and the “use,” your spouse used a different ATM to
make a withdrawal.

As another example, imagine a web application that allows users to upload files
to a server. Before saving the file, the application checks if the file’s extension is
among the allowed types (for example, .jpg and .png) to prevent executable files
such as .exe, .bat, and so on from being uploaded for security reasons. Once the
check passes, the application proceeds to save the file to a directory accessible
via the Web. In this case, the TOCTOU vulnerability arises if there’s a time gap
between when the file extension is checked and when the file is actually saved.
Consider that the attacker could initially start the upload of a legitimate image
file to pass the extension check. However, the attacker manages to change the
file to a malicious executable (.exe) script after the check but before the file is
saved. If this is successful, the file that is now saved is malicious, and the next
time someone clicks it, the malicious script is executed.

ExamAlert

A race condition exploits a small window of time in which one action impacts

another. These out-of-sequence actions can result in system crashes, loss of data,
unauthorized access, and privilege escalation.

A malicious update in relation to applications refers to an update for an
application that, intentionally or due to compromise, contains harmful code or
functionality. The objective of distributing a malicious update can vary but typi-
cally the attacker is trying to steal sensitive information, install malware or ran-
somware, create backdoors for future access, or enlist the device into a botnet.
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There are commonly two types of malicious updates: intended and accidental.
With an intended malicious update, there is a very specific intention for that
update to break your system, create a hole within it, or leave it susceptible

to attack. Unintentional forms of malicious updates are accidental in nature
and could end up causing the same issues mentioned with intended; however,
they were not done on purpose. Either way, both leave you and your systems
vulnerable.

Operating System-Based

Operating system-based vulnerabilities are defined as any exploitable issue
or issues that manifest or originate from the base OS from the vendor. For
example, with Microsoft, there may be a series of vulnerabilities that have been
identified with the Windows OS. Until patched, those vulnerabilities can be
exploited by an attacker. Therefore, operating systems that are not regularly
updated with the latest security patches are vulnerable to exploitation based on
known vulnerabilities.

While operating systems (OSs) exhibit a range of vulnerabilities, certain types
are particularly widespread, recurring, and problematic. These often stem from
inherent issues within the OS, such as unpatched vulnerabilities or flaws yet to
be discovered.

Configuration errors are a prevalent cause of OS data breaches. They typi-
cally occur when systems are deployed with default settings unchanged or are
not configured in accordance with security standards and best practices. Many
systems are delivered by vendors that prioritize ease of use, leaving the respon-
sibility of securing the system to the end users. A classic example is devices
shipped with a universal default password, making them vulnerable to any
attacker familiar with the device’s model and make.

Furthermore, the presence of unnecessary applications and services on a system
can introduce additional security risks. These surplus components not only
provide attackers with more opportunities to exploit but also increase the sys-
tem’s attack surface through open ports and default accounts that remain unal-
tered. For instance, an application unnecessarily running a web server might
be vulnerable to DoS attacks targeting its HI'TP port. Moreover, each extra
service may contain its own set of vulnerabilities, which could be overlooked.
Some servers, when misconfigured, may expose directory listings, allowing
unauthorized file downloads. Such vulnerabilities not only pose direct risks but
also can be leveraged by attackers to further infiltrate and damage the network
environment.
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Improperly configured user accounts rank among the most prevalent security
misconfigurations, posing significant risks. These misconfigurations often
occur in the setup of authentication and authorization mechanisms, inadver-
tently granting access to individuals who should not have it. The consequences
for organizations can be dire, ranging from unauthorized privilege escalation
that compromises system integrity to data exfiltration by malicious actors.
Particularly vulnerable are unsecured administrator or root accounts, which can
jeopardize the entire system and its network connections if compromised.

A common oversight is leaving devices with their default passwords or failing
to disable unnecessary default accounts. Administrators must identify these
default accounts to assess their necessity and disable those that are redundant,
thus enhancing system security. Additionally, awareness of any accounts set up
with blank passwords is crucial. While modern operating systems often prohibit
empty passwords, older and legacy systems may not, leaving a gap for potential
exploitation.

For domain security, it is recommended to either rename or disable high-risk
accounts, such as administrator and guest accounts, to thwart domain-targeted
attacks. By altering the default credentials and closely monitoring or deacti-
vating accounts like guest or admin, especially in older systems and software,
organizations can significantly strengthen their security posture. This action
complicates unauthorized access attempts since attackers must ascertain not
only the password but also the correct account name.

"This security principle extends to routers and other network devices, where
manufacturers initially set a generic default password, expecting it to be
changed by the end user. Given that default login information is readily accessi-
ble online, maintaining these initial credentials on operational networks invites
substantial security threats.

Web-Based

Web-based vulnerabilities are commonly seen via the Internet or by using
web-based technologies. Although there are many different types, for the exam
you need to prepare for Structured Query Language injection (SQLAi), simply
shortened to “SQL injection,” and cross-site scripting (XSS) attacks.

ExamAlert

You are encouraged to know the definition of SQLi and XSS for the exam.
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Cross-site scripting (XSS) is a vulnerability that allows attackers to inject
malicious scripts (typically JavaScript) into web pages viewed by other users. By
placing a malicious client-side script on a website (for example, in a comments
field), an attacker can cause the user’s web browser to conduct unauthorized
access activities, expose confidential data, and log successful attacks back to the
attacker without the user being aware of it. The attacker could also steal cook-
ies, session tokens, or other sensitive information from the victim’s browser,
and even redirect the user to fraudulent websites or take control of the user’s
account. This occurs all because the user’s web browser is designed to process
any type of JavaScript that it sees on a web page. Therefore, XSS exploits the
trust a user has for a particular site, rather than exploiting the website itself.

As such, it is imperative that websites are read-only, and if any part of your site
allows for writing (like a comments field), you need to validate and sanitize all
comments before they are officially posted.

SQL injection (SQLi) is a vulnerability that affects websites that have backend
SQL databases. It occurs when an attacker inserts a SQL query via the applica-
tion’s user input data channels (for example, inserting a SQL query string inside
the username or password field of a login page). The injected SQL query can
then be executed by the database server, giving the attacker unauthorized access
to manipulate the database. This manipulation can include accessing, modify-
ing, deleting, or adding data to the database without permission. As such, ensur-
ing that SQL strings are not allowed to be inserted into web forms and passed
to a database without proper validation or sanitization is critical.

Hardware

Hardware refers to the physical components that make up any electronic
device. It is important to note that hardware cannot function without software.

Firmware is a type of software that provides the low-level control for a device’s
hardware. You can think of it as the software that directly interfaces with, and
controls, the hardware it runs on. Unlike application software, which can be
easily modified or updated by the end user, firmware is typically embedded into
the hardware during the manufacturing process and is meant to be permanent
or semi-permanent. Firmware vulnerabilities are weaknesses found within

the firmware. If the vulnerabilities are exploited, they can allow unauthorized
access, control, or disruption of device functionality. Vulnerabilities can include
design flaws, buffer overflows, insecure updates, backdoors, unencrypted com-
munications, improper authentication or authorization, a lack of code signing,
coding errors, and inadequate security measures, to name just a few. Addressing
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these vulnerabilities is crucial due to the foundational role firmware plays in
device operation and the difficulty in applying fixes once devices are in use.

End-of-life (EOL) hardware refers to technology products, including devices
and equipment, that manufacturers have decided to no longer support or
update. This decision usually comes after a product has been on the market for
a considerable period and has been superseded by more advanced models, or
when the technology no longer meets current market demands. Once hardware
reaches its EOL stage, the manufacturer will typically stop providing software
updates, patches, technical support, or replacement parts. With that said, con-
sider the vulnerabilities you are potentially exposed to going forward. Without
regular updates and patches, your hardware becomes vulnerable to newly dis-
covered security threats and exploits, potentially compromising the security of
networks and data. In addition, for many industries, using EOL hardware that
cannot receive security updates may violate regulatory requirements, leading
to legal and financial repercussions. Also, consider the fact that with the lack of
official support, you may have to rely on third-party or in-house expertise for
maintenance, which can be costly, unreliable, and lead to a whole new set of
vulnerabilities.

Now don’t confuse EOL with legacy hardware. Legacy hardware refers to
technology that is outdated or obsolete but can still be used, and usually still
receives some form of support from the manufacturer or through third-party
services. However, it is generally considered behind the times in terms of
features, efficiency, and security and therefore is susceptible to modern-day
vulnerabilities. Legacy technology is often kept in operation due to the high
costs, complexities, or risks associated with upgrading or replacing it. In some
cases, legacy systems continue to fulfill the specific needs of an organization
effectively, despite their outdated status. So, if you are using legacy hardware,
it is imperative that you take the steps needed to secure it and protect it from
modern-day vulnerabilities.

Virtualization

With power becoming more expensive and society placing more emphasis on
becoming environmentally friendly, virtualization offers attractive cost ben-
efits by decreasing the number of physical machines—both servers and desk-
tops—required in an environment. Regardless of whether the system is a server
or desktop, the capability to run multiple operating environments on a single
system enables a machine to support many applications and services in operat-
ing environments other than the primary environment installed on the system.
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However, since there are multiple operating environments running on a single
system, and each operating environment has various applications and services
running within it, you are required to protect the host system running the
hypervisor and virtual machines as well as all the virtual machines individually,
including all their applications and the services running on them. If you don't,
you could be susceptible to virtual machine (VM) escape.

ExamAlert

If compromised, virtualized environments can provide access to not only the virtual
machines, but the host and the network.

A virtual machine is an isolated environment on a host system that permits you
to run a guest operating system with various applications and services. The vul-
nerability known as virtual machine (VM) escape happens when the attacker
is able to break the virtual machine out of, or escape from, isolation and inter-
act with the host operating system. Now the attacker potentially has the ability
to interact with all the other VMs on that host as well as other parts of the net-
work that the host may have access to, resulting in privilege escalation and data
theft. The most obvious ways to prevent VM escape are to keep the host and all
VMs up to date with the latest patches and fixes and to implement strict access
control policies.

A major vulnerability associated with virtualization is resource reuse. Resource
reuse in this context refers to the practice of allocating and reallocating hard-
ware resources. For example, every time you build a VM, a portion of the host
systems CPU, memory, storage, and network interface card are reserved/iso-
lated and used by the VM. When the VM is destroyed, those resources need
to be given back and properly sanitized by the host so they can be repurposed
(reused) for future VMs. However, what if the resources are not properly sani-
tized and data from the previous VM is still in memory or storage that is allo-
cated to a new VM. Well, that VM now has access to that data, which is very
bad! Therefore, keeping the hypervisor up to date with the latest patches and
fixes is imperative so that no flaws can be exploited that result in improper
sanitation of resources that need to be reused.

Cloud-Specific

Organizations on a daily basis are moving to cloud-based solutions rather than
developing and maintaining solutions on-premises, where they are respon-
sible for everything from the physical elements up through the application.
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However, not all cloud-based solutions are the same. The cloud-based solution
chosen will determine what your organization is responsible for and not
responsible for and thus the vulnerabilities you need to worry about.

When systems are moved into the cloud, you no longer have responsibility for
any of the physical aspects, so physical vulnerabilities are no longer your con-
cern. However, you still have a lot of responsibility and should be concerned
about cloud-specific vulnerabilities associated with the cloud solution chosen.
To list all cloud-specific vulnerabilities here will not benefit you for the exam.
Therefore, we have only listed four common ones that are likely to appear on
the exam:

» Misconfiguration: This is one of the most common cloud vulnerabilities.
It occurs when cloud services are not set up securely, often due to com-
plexity or misunderstanding of cloud control settings. Misconfigurations
can expose sensitive data to the Internet or allow unauthorized access.

» Inadequate identity and access management: Vulnerabilities arise
when policies for authentication, authorization, and accounting are weak
or improperly implemented. This can lead to unauthorized access, escala-
tion of privileges, or the compromise of sensitive information.

> Application programming interfaces (APIs): Cloud services are often
accessed and managed through APIs; therefore, security flaws such as
inadequate authentication, encryption, and access controls for the APIs
can be exploited to gain unauthorized access to cloud resources and data.
As such, poorly designed APIs can lead to data leakage, denial of service,
or other attacks.

» Shared technology vulnerabilities: In the cloud, you are typically using
shared resources such as hardware and software components. This mul-
titenancy model can introduce vulnerabilities if the isolation between
tenants is insufficient. For example, a vulnerability in the hypervisor could
potentially allow an attacker to escape from their VM and access the host
machine or other VMs, as described in the virtualization discussion ear-
lier in this chapter.

Supply Chain
In relation to I'T| the supply chain encompasses all processes, entities,

resources, and technologies involved in the creation, distribution, and support
of I'T products and services. Every organization interfaces one way or another
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with a third party for management of systems or at least for the supply of sys-
tems, services, and software. This creates what’s known as third-party risk, as
third parties may introduce into an organization vulnerabilities that need to
be considered. For the exam, you need to be aware of vulnerabilities associated
with service providers, hardware providers, and software providers.

A service provider is any organization that offers services to other organiza-
tions or individuals. These services can range widely, including Internet access,
cloud computing, software as a service (SaaS), platform as a service (PaaS),
infrastructure as a service (IaaS), and more. However, relying on service provid-
ers introduces several vulnerabilities and risks. One of the primary concerns

is data security. When organizations entrust their data to a third party, they
rely on the provider’s security measures to protect that data from unauthor-
ized access, breaches, and leaks. If a service provider suffers a security breach,
this can compromise the confidentiality, integrity, and availability of the client’s
data. Additionally, there’s the risk of data loss, where data stored or processed
by the service provider could be permanently lost due to disasters, technical
failures, or human error. Another significant vulnerability is the risk of service
availability. Dependence on an external provider for critical business functions
means that any downtime or performance issues on the provider’ side can
directly impact the client’s operations, potentially leading to financial losses and
damage to reputation. Moreover, compliance and legal risks emerge when using
service providers, especially with sensitive data like personal identifiable infor-
mation. Organizations must ensure that their providers comply with relevant
laws and regulations, which can vary by region and industry.

A hardware provider is a company that designs, manufactures, and sells
physical computing and networking devices. This can range from personal
computing devices like laptops and smartphones to enterprise-grade servers,
storage solutions, and networking equipment. Despite their importance, rely-
ing on hardware providers introduces several vulnerabilities and risks. Supply
chain attacks represent a significant threat, where malicious actors compromise
the hardware during its production or distribution. Such attacks can result in
backdoors, malware, or vulnerabilities being embedded in the hardware before
it even reaches the consumer, making detection and mitigation particularly
challenging. Another concern is the risk of counterfeit hardware, which may
not meet the safety and performance standards of genuine products, potentially
leading to failures or security breaches. Hardware vulnerabilities, such as design
flaws and manufacturing defects, can also pose risks. These vulnerabilities may
be exploited by attackers to bypass security measures, eavesdrop on communi-
cations, or gain unauthorized access to systems. Additionally, end-of-life (EOL)
policies and practices of hardware providers can create vulnerabilities. Once

a product reaches its EOL, manufacturers may no longer provide updates or
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support, leaving devices exposed to newly discovered vulnerabilities without the
possibility of patching. Moreover, dependencies on specific hardware providers
can lead to challenges in diversifying and ensuring the resilience of I'T infra-
structures. This can be particularly problematic if a provider faces supply chain
disruptions, legal issues, or discontinues a crucial product line.

A software provider is a business or entity that develops and distributes soft-
ware applications or platforms to users or other businesses. These can range
from operating systems, office productivity suites, and database management
systems to specialized applications tailored for specific industries. However,
engaging with software providers introduces several vulnerabilities and risks.
One primary concern is the potential for software vulnerabilities, which can
arise from coding errors, design flaws, or inadequate security testing. Such
vulnerabilities may be exploited by cyberattackers to gain unauthorized access,
disrupt services, or steal sensitive data. The reliance on software providers also
raises concerns about the continuity and availability of software services. For
instance, if a provider discontinues a product, fails to maintain it, or experiences
downtime, it can significantly impact users’ operations and productivity. Fur-
thermore, there’s the risk associated with third-party libraries and components.
Many software applications rely on open-source or third-party components,
which may contain vulnerabilities unknown to the provider or the end user.

If these components are not regularly updated or reviewed for security issues,
they can become weak links in the security chain. Compliance and data privacy
issues also arise when using software provided by third parties. Depending on
the nature of the software and the data it processes or stores, organizations
must ensure that their use of such software complies with relevant laws and
regulations, such as GDPR or HIPAA. Failure to comply due to the software’s
capabilities or the way it handles data can result in legal penalties and damage
to reputation.

ExamAlert

You may need to identify or compare and contrast vulnerabilities associated with
service, hardware, and software providers on the exam.

Cryptographic
Most systems provide cryptographic methods, such as encryption and hashing,

that are based on strong standards. These methods should be used, and careful
attention should be given to managing the cryptographic keys. It is not unusual,
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however, for these cryptographic standards to become outdated or deprecated
due to flaws in design or improvements in technology that make their strength
obsolete. It’s important to implement encryption based on strong standards

and ensure that the encryption continues to remain strong. An organization
should never try to create its own cryptographic algorithms within systems. Such
attempts tend to lack the peer review and scrutiny of standard algorithms.

Misconfiguration

Misconfiguration refers to the incorrect setup or configuration of hardware,
software, or networks that leaves them vulnerable to security breaches or func-
tional issues. Most organizations follow standard good practices and use well-
established frameworks, development lifecycles, and governing principles for
secure design and architecture. Consider the following examples, however, of
configuration weaknesses that increase the likelihood of vulnerabilities:

» Software that allows users to perform tasks with unnecessary privileges,
violating the principle of least privilege.

> Systems that fail open instead of failing securely. Such a system failure
would allow an attacker to access resources.

» Systems that employ security through obscurity, which guards against
only relatively insignificant threat actors.

» Systems that use unnecessary complexity, which makes systems manage-
ment more difficult to understand and control.

Just based on these examples, you can see how clear oversight of the design

and architecture of systems is vital to operations and security. The design and
architecture of systems can easily become poorly documented over time, often
because of personnel changes, rapidly evolving needs, and disjointed opera-
tions. System sprawl and lack of clear documentation can then result in a loss of
visibility and control, which can have negative impacts on an organization and
lead to misconfigurations resulting in unauthorized access, data leakage, service
disruptions, and compliance violations. Since misconfigurations are often the
result of human error or lack of awareness rather than flaws in the technology
itself, they underscore the importance of thorough security practices, regular
audits, and the ongoing education of I'T personnel.
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Mobile Device

A multitude of vulnerabilities exist for mobile devices, and many of these
vulnerabilities have already been discussed earlier. For example, OS, application,
and hardware vulnerabilities are just a few that would apply to mobile devices,
so we won’t cover all of them here. However, the exam objectives specifically list
sideloading and jailbreaking, so let’s discuss both of these topics now.

Sideloading is the process of a user going around the approved app market-
place and device settings to install unapproved apps. Sideloading an app poses
a risk to the organization because that app has not been vetted and thus could
introduce malicious software (virus, worm, spyware, keylogger, and so on) and
compromise sensitive corporate data. In addition, side-loaded apps may not
receive necessary updates, leaving known vulnerabilities unpatched and
exposing the device to further risks.

Jailbreaking is the process of removing the restrictions imposed by the manu-
facturer on devices running the iOS operating system, such as iPhones and
iPads (for Android, the same process is called “rooting”). This process allows
users to gain elevated privileges to the device and operating system, enabling
them to install applications, extensions, and themes that are not available to the
official device through official means. Jailbreaking typically increases vulner-
abilities associated with the jailbroken devices, as they will be more susceptible
to malware, spyware, and other malicious attacks due to the ability to bypass
built-in security features. Additionally, jailbreaking can lead to instability in a
device’s operating system, increased vulnerability to software bugs, and
potential issues with future software updates.

ExamAlert

Know the difference between jailbreaking and sideloading and the potential
vulnerabilities associated with them.

Zero-Day

A zero-day vulnerability refers to a security flaw in software that is unknown
to the party or parties responsible for patching or otherwise fixing the flaw.
Zero-day vulnerabilities are particularly concerning as vulnerability scan-

ners cannot initially detect them because they are unknown. Attackers who
know about these otherwise unknown vulnerabilities can take advantage of the
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situation. When vendors learn of such a vulnerability, they immediately work
on a patch. In some cases, organizations may be pressured into immediately
deploying patches without adequate testing.

A zero-day attack or threat occurs when the attacker exploits the zero-day
vulnerability that exists. A zero-day attack differs from other attacks and vulner-
abilities because most attacks on vulnerable systems involve attacking known
vulnerabilities with patches that have not been applied. However, in the case of
a zero-day attack, the software developer does not know about the vulnerability
and therefore has not created or distributed a fix for the software, making this
type of attack very dangerous.

ExamAlert

Remember that for a zero-day vulnerability, a patch is not yet available.

Cram Quiz

Answer these questions. The answers follow the last question. If you cannot answer
these questions correctly, consider reading this chapter again until you can.

1. Which of the following is an example of a memory injection vulnerability?
O A. sQLi
O B. TOCTOU
O C. Buffer overflow
O D. Sideloading

2. Which of the following correctly defines a zero-day vulnerability?
O A. Asecurity flaw in software that has an untested patch available for it
A security flaw in software that is known by the vendor

A security flaw in software that cybercriminals do not know about

O
O
O

O ow

A security flaw in software that is unknown to the vendor

3. Which of the following vulnerabilities takes advantage of your web browser
executing JavaScript within a website?

A. XSS

B. SQLi

C. TOCTOU
D. Jailbreaking

0000
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4. Which of the following can a race condition result in? (Select three.)
A. Extensively Marked-up Language

. System crash

00O

B
C. Unauthorized access
D

. Privilege escalation

5. You are attempting to remove restrictions from your iOS mobile device so that you
can download any app you want, regardless of vendor control. What is this form
of privilege escalation exploit called?

O A. Jailbreaking
Rooting

O
O Sideloading
O

o ow

Misconfiguration

Cram Quiz Answers

Answer 1: C. A buffer overflow is a type of memory injection vulnerability. A buffer over-
flow occurs when the data presented to an application or service exceeds the buffer
storage space that has been reserved in memory for that application or service. Answer
A'is incorrect because SQLi is a vulnerability that affects websites that have a backend
SQL database. Answer B is incorrect because TOCTOU is an example of a race condi-
tion. Answer D is incorrect because sideloading is the process of a user going around
the approved app marketplace and device settings to install unapproved apps.

Answer 2: D. A zero-day vulnerability is a security flaw in software that is unknown to
the party or parties responsible for patching or otherwise fixing the flaw. Answers A, B,
and C are incorrect because they do not correctly define what a zero-day vulnerability is.

Answer 3: A. XSS is a vulnerability that allows attackers to inject malicious scripts (typi-
cally JavaScript) into web pages viewed by other users. By placing a malicious client-
side script on a website (for example, in a comments field), an attacker can cause the
user’s web browser to execute the malicious script. Answer B is incorrect because SQLi
is a vulnerability that affects websites that have backend SQL databases. It occurs when
an attacker inserts a SQL query via the application’s user input data channels. Answer C
is incorrect because TOCTOU takes advantage of the time delay between the checking
of an item and its subsequent usage. Answer D is incorrect because jailbreaking is the
process of removing the restrictions imposed by the manufacturer on devices running
the iOS operating system, such as iPhones and iPads.

Answer 4: B, C, and D. A race condition exploits a small window of time in which one
action impacts another. These out-of-sequence actions can result in a system crash,
loss of data, unauthorized access, and privilege escalation. Answer A is incorrect and
invalid because the proper term is Extensible Markup Language (XML), which is a text-
based markup language that is both machine and human readable.
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Answer 5: A. Jailbreaking is the correct answer. Because you are attempting to remove
the restrictions and controls placed on your Apple iOS device, you are attempting to
jailbreak it. Answer B is incorrect because, although rooting is identical to jailbreaking,
it is the term used for Android devices, not Apple iOS devices. Answer C is incorrect
because sideloading is a process in which a user goes around the approved app mar-
ketplace and device settings to install unapproved apps. Answer D is incorrect because
this scenario involves the removal of controls and restrictions, not the configuration (or
misconfiguration) of a system.

What Next?

If you want more practice on this chapter’s exam objective before you move on,
remember that you can access all of the Cram Quiz questions on the Pearson
"Test Prep software online. You can also create a custom exam by objective with
the Online Practice Test. Note any objective you struggle with and go to that
objective’s material in this chapter.
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CHAPTER 8

Malicious Attacks and
Indicators

This chapter covers the following official Security+
exam objective:

P 2.4 Given a scenario, analyze indicators of malicious activity.

Essential Terms and Components

v

Malware attacks

Ransomware

Trojan

Worm

Spyware

Bloatware

Virus

Keylogger

Logic bomb

Rootkit

Physical attacks

Brute force

Radio frequency identification (RFID) cloning
Environmental

Network attacks

Distributed denial-of-service (DDoS)
Amplified

Reflected

Domain Name System (DNS) attacks
Wireless

On-path

VVVVVVV VYV VYV VYVVYVVYVYVYyYVYYY

Credential replay
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Malicious code
Application attacks
Injection

Buffer overflow

Replay

Privilege escalation
Forgery

Directory traversal
Cryptographic attacks
Downgrade

Collision

Birthday

Password attacks
Spraying

Brute force

Indicators

Account lockout
Concurrent session usage
Blocked content
Impossible travel
Resource consumption
Resource inaccessibility
Out-of-cycle logging
Published/documented

VVVVVVV VYV VYV YV VV VYV VYVVYVVYVYVYVYY

Missing logs

Malware Attacks

Malicious software, or malware, has become a serious problem. Malware is
software intentionally designed to cause damage to a system, computer, server,
client, or computer network. Examples include stealing, encrypting, deleting
sensitive data, altering or hijacking core computing functions, and monitoring
users’ computer activity without their permission. As a security professional,
you must recognize malware and know how to respond appropriately.
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Ransomware

Ransomware is a very common form of malware attack and is very debilitat-
ing to those who experience it. Ransomware is designed to hold your assets in
an encrypted format until you pay the requested ransom (see Figure 8.1). The
underlying technology that allows this to work is the crypto-malware, which
is specifically designed to find potentially valuable data on a system and uses
cryptography to encrypt the data to prevent access. The decryption key is then
required to access the data, and the only way to get it is to pay the ransom.

ExamAlert

Ransomware is one of the most common malware attacks used today. Remember
for the exam that ransomware encrypts your data and demands payment for you to
receive the decryption key.

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, Blockbases and other files are no
longer accessible because they have been encrypted. Maybe you are busy
looking for a way to recover your files, but do not waste your time. Nobody
can recover your files without our decryption service.
Payment will be raised on Can | Recover My Files?
Sure. We guarantee that you can recover all your files safely and easily. But
Time Left you have not so enough time.
02:11:12:37 You can decrypt some of your files for free. Try now by clicking <Decrypt.. But
if you want to decrypt all your files, you need to pay. You only have 3 days to

in 7 days, you won't be able to recover your files forever. We will have free
events for users who are so poor they couldn’t pay in 6 months.

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About
06:11:12:37 bitcoin>. Please check the current price of Bitcoin and buy some bitcoins. For
more information click <How to buy bitcoins>. And send the correct amount

Gb”tcoin Send $300 worth of Bitcoin to this address:
ACCEPTED HERE 1NGAEZVKCLUU3hXR3LEMI2RRn83wrcHajn m

Your files be lost on

Time Left

FIGURE 8.1 An example of what users see when they are infected with ransomware

Trojan

A Trojan, or Trojan horse, is a program disguised as a useful application, and
malicious code hidden inside that application can attack the system directly or
allow the code originator to compromise the system. Trojans do not replicate
themselves as viruses do or spread like worms. Their ability to spread depends
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on 